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Privacy Impact Assessment
Regional Biometric Data
Exchange Solution
Executive Summary
The identity verification process is a key component of migration processes and of managing the
movement of people across borders. The use of biometrics can be an integral component of the
identity verification process. Members’ border management and identification and identity verification
processes will be enhanced if they could exchange biometric information and utilize the resources
and biometric databases of partnering countries in a lawful manner that is consistent with international
legal obligations and national privacy laws.
In this context, at the 8th meeting of Bali Process Ad Hoc Group Senior Officials, participants
endorsed the Bali Process Strategy for Cooperation: 2014 and Beyond, which directed the Regional
Support Office of the Bali Process (RSO) to explore opportunities to expand the outcomes of
existing bilateral and multilateral biometric data sharing arrangements. Upon interest for Bali Process
members in developing a biometric data exchange solution, the RSO developed the policy framework
for the Regional Biometric Data Exchange Solution (RBDES). The RBDES provides a simple
channel of communication for exchange of biometric and biographical data between interested
Bali Process members (the System) and a policy framework to regulate the use of the System
and provides principles regarding collection and exchange of personal information (the Framework).

PRIVACY IMPACT ASSESSMENT
REGIONAL BIOMETRIC DATA EXCHANGE SOLUTION

Attachment 9

Given that sensitive personal information will be exchanged across borders and between Bali Process
members, the RSO has incorporated privacy safeguards into the Framework to protect the privacy of
individuals. The RSO’s work has also included analyzing the impact of data exchange within the
RBDES on the privacy of individuals. This Privacy Impact Assessment (PIA) aims to draw out the
privacy concerns that arise from biometric and biographical data exchange between interested
Bali Process members within the Bali Process context, assess the risk of these concerns within the
context of the privacy safeguards incorporated through the Framework, and to recommend actions
to manage, minimize or eliminate the impact of these privacy concerns.
This PIA was conducted as part of the RSO’s consultative process during the development of the
RBDES. A draft version of the PIA was presented to members of the Review Committee, relevant
stakeholders and to the full Bali Process membership. Comments and feedback from these
consultations will be considered and incorporated into the final version of the PIA. The final version
of the PIA will be presented at a Meeting of the Senior Officials of the Bali Process Ad Hoc Group.
Section 1 of this Privacy Impact Assessment provides general background to and the key features
of the RBDES.
Section 2 provides an explanation of the procedure for exchange through the RBDES, and the
general information flow within the RBDES. Under the RBDES, biometric and biographical data
will be securely exchanged through the System using a simple “request and response” procedure.
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Requesting Members will upload biometric data and request a response from one or more Responding
Members. Responding Members will match the biometric data with relevant biometric databases
and return a “match”, “no match” or “error” response to the Requesting Member. If there is a match,
the Responding Member may send the name, date of birth, nationality and passport number, and
outside of the System any additional information to the Requesting Member as specified in bilateral
and multilateral arrangements between them.
Section 3 provides an analysis and assessment of the privacy concerns that arise from this exchange
of personal information and the mitigation measures that can reduce, minimize or eliminate these
privacy concerns. This assessment is summarized at Appendix A at the end of this PIA.
This assessment reveals that an appropriate and strong level of privacy protection has
been incorporated into the RBDES. This assessment acknowledges that the full privacy impact
on individuals cannot be assessed solely by the RSO as it examines the impact of the RBDES at a
general level. The assessment of the full privacy impact will need to be conducted by Participating
Members in the context of their specific arrangements.
However, there are some general actions that can be taken to strengthen the level of privacy
protection once the RBDES has been endorsed. Those actions are:
• Participating Members conduct their own privacy impact assessments.
• Participating Members provide training to users and officials about the RBDES and in particular
the privacy safeguards of the Framework. This is essential to ensure that safeguards and
measures are implemented appropriately.
• The RBDES Manager assist interested Bali Process members to conduct privacy impact
assessments, take the appropriate mitigation measures, and train National Accountability
Officers and users.
• All relevant parties and stakeholders, in particular the Oversight Committee, should be
engaged reviewing and refining the RBDES to ensure that the RBDES is used, and continues
to be used, in a way that respects the individual’s privacy.
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1. Introduction

The Asia-Pacific region is characterized by dynamic and diverse forms of migration. Criminal networks
actively seek to exploit weaknesses in immigration borders, including through identity fraud and
using fraudulent travel documents.
Since the launch of the Bali Process on People Smuggling, Trafficking in Persons and Related
Transnational Crime in 2002, Bali Process members have sought to develop more harmonized
responses to irregular migration, people smuggling, trafficking in persons and related transnational
crime through regional cooperation. There is a growing demand among Bali Process member States
for programmes to help build national and regional capacities in areas such as the establishment and
verification of travelers’ identities, early detection of identity fraud, fraudulent documents and other
criminal activities, and sharing of immigration information.
The identity verification process is a key component of migration processes and managing the
movement of people across borders. This process depends on countries having the capability to
ensure that the identities of individuals who present at borders or engage in migration processes are
genuine. The effective determination of the identity of migrants assists countries in combating identity
fraud, deciding whether to grant individuals entry and departure visas, facilitating regular migration,
and ensuring secure borders.
Biometrics can be an integral component of the identity verification process. Biometrics (or
biometric recognition) is defined by the International Standardization Organization as the “automated
recognition of individuals based on their biological and behavioral characteristics.” The biological and
behavioral characteristics are those from which distinguishing, repeatable biometric features can be
extracted for the purpose of biometric recognition. Biometrics can include fingerprint recognition,
face recognition, DNA matching, eye (iris and/or retina) recognition, and signature recognition. Based
on current adopted technologies by both government and private entities, fingerprint and facial
images are the most widely used form of biometric data.
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1.1 Background and rationale behind of the RBDES

Biometrics is a form of identification that is more universal, more accurate and more difficult to
falsify than other forms of identification such as physical passports and travel documents. For these
reasons, biometric data is emerging as a technology that countries increasingly utilize to assist in
identifying and verifying the identity of individuals for many purposes, including to combat identity
fraud as part of irregular migration, people smuggling and human trafficking.
In addition to assessing the authenticity and consistency of an individual’s travel documents, the
identity verification process can also include collecting the individual’s biometric data and checking
this against the biometric data contained in the individual’s travel documents or the country’s own
biometric databases. However, countries’ databases may not have sufficient information to verify
the identity of the individual, particularly if it is the first time that individual has entered the country or
engaged with that country’s migration and biometric processes. Countries would be assisted in this
identity verification process if they could exchange biometric information and utilize the resources and
biometric databases of partnering countries in a lawful manner that is consistent with international
legal obligations and national privacy laws.
In this context, at the 8th meeting of Bali Process Ad Hoc Group Senior Officials, participants
endorsed the Bali Process Strategy for Cooperation: 2014 and Beyond, which directed the RSO
to explore opportunities to expand the outcomes of existing bilateral and multilateral biometric
data sharing arrangements. Upon interest for Bali Process members in developing a biometric
data exchange solution, the RSO developed the policy framework for the Regional Biometric Data
Exchange Solution.
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1.2 Regional Biometric Data Exchange Solution
The Regional Biometric Data Exchange Solution (RBDES) is a tool which allows participating Bali
Process members (Participating Members) to exchange biometric data and, upon a positive match,
additional biographical data with other Participating Members in a timely, secure and harmonized
manner. Biometric and biographical data can be sent from one participating member to one or more
participating members through a secure system (the System). The System will not retain transmitted
data at the conclusion of the transmission.
Participation in the RBDES is voluntary, non-binding and members can opt in and opt out
of the RBDES at any time. Interested Bali Process members will enter in bilateral or multilateral
arrangements with other interested Bali Process members in order to exchange data between each
other. These bilateral and multilateral arrangements are called “Associated Arrangements” under the
RBDES. Participation is conditional on members complying with a Terms of Use which will apply
commonly to all Participating Members. The Terms of Use and Associated Arrangements form the
policy framework that regulates the use of the System (Framework).
The Terms of Use establishes the standard rules for participation, and outlines the key responsibilities
of Participating Members, the request and response procedure for exchanging biometric and
biographical data, and the common human rights and privacy safeguards to be applied to
all Participating Members. The Associated Arrangements outline the specifics of the bilateral or
multilateral data exchanges between Participating Members. Among other things, the types of
biometric data exchanged, the circumstances in which exchange will take place, and the biometric
databases that will be used for matching can be specified by Participating Members.
The development of the Framework has taken into account legal and policy considerations, including
human rights and privacy issues, and biometric standards and capabilities. The RSO has sought to
strike a balance between establishing a harmonized approach to biometric and biographical data
exchange through the Terms of Use and meeting the specific and diverse requirements of individual
Bali Process members through the Associated Arrangements.
Privacy concerns have been addressed in the development of the RBDES. Privacy safeguards have
been incorporated into the RBDES to provide a substantial level of privacy protection for individuals.
The privacy safeguards include requirements in relation to purpose notification, informed consent,
data retention, data security, and data integrity. These privacy safeguards are drawn from the OECD
Guidelines on the Protection of Transborder Data Flows and the APEC Privacy Framework and
have been adapted from specifically for the RBDES. These privacy safeguards will be discussed
and assessed throughout Section 3.
As part of the endorsement of the RBDES, an Oversight Committee will be established to oversee
the ongoing implementation and operation of the RBDES. The Oversight Committee will meet at
least once a year, and will review the operation of the RBDES, review any reports from the RBDES
Manager and System Administrator, and discuss any concerns, improvements, amendments to
the RBDES, conduct audits of the RBDES. Significantly, the Oversight Committee is responsible for
discussing and taking action in the event of any breach of the Framework. Actions that can be taken
include publishing reports or communications relating to any breach and suspension or cancellation
of participation in the event of a breach. The Oversight Committee will make decisions by consensus
or agreement wherever possible. However, if this is not possible, decisions will be made by a majority
of the Oversight Committee members present at a meeting.
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2. Information Exchange under the RBDES

The following types of information will be exchanged through the System:
• Biometric data (for example, fingerprints and facial images).
• A “Match”, “No Match” or “Error” message will be sent by the Responding Member.
• Upon a “Match” response, the name, date of birth, nationality and passport number of the
matched individual may be sent by the Responding Member.
A “Match”, “No Match” or “Error” message will assist Requesting Members in determining whether
to undertake further cooperation with the Responding Member.
If there is a positive match, additional information may be sent by the Responding Member
depending on the specific Associated Arrangements in place between the Requesting Member and
the Responding Member. This additional information will be exchanged outside of the System but
will still be protected by the Framework’s privacy safeguards.

2.2 How will information be exchanged?
Information will be exchanged through a request and response procedure between Participating
Members through the System.
An official of the Requesting Member will make a request through the System by sending encrypted
biometric data through the System to one or more Participating Members.
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2.1 What information will be exchanged?

An official of each of the Responding Members will download the biometric data and co-ordinate the
matching of the biometric data against the relevant biometric databases that have been identified in
the Associated Arrangements. The Responding Member will send a response through the System of
a “Match”, “No Match” or “Error” response. A Responding Member may also decide to not respond
to the request, and no personal information will be exchanged if this occurs.
If the response is a “Match” response, the Responding Member may provide to the Requesting
Member the name, date of birth, nationality and passport number of the matched individual. The
Responding Member may also provide, outside of the System, additional information if it is specified
in the Associated Arrangement between the Responding Member and the Requesting Member.
This additional information must be necessary and directly relevant to the identification and identity
verification purpose for which the request was sent.

2.3 Whose information will be exchanged?
Given the broad and diverse context of the Bali Process membership, there is no specific limitation
on the individuals whose information can be exchanged. Potentially, the information of any individual
can be exchanged.
The only limitation arises from the scope of the use of the RBDES. The RBDES can only be used for
“identification and identity verification processes as it relates to irregular migration, people smuggling,
human trafficking and related transnational crimes”. This means that the information exchanged
will be the information of those individuals whose identity needs to be determined or verified by a
Participating Member within the irregular migration, people smuggling, human trafficking, and related
transnational crime context.
REGIONAL SUPPORT OFFICE THE BALI PROCESS
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Participating Members may also decide in their Associated Arrangements to restrict the groups of
individuals whose information can be exchanged, and the circumstances in which information will be
exchanged. For example, Associated Arrangements may specify that only the information of known
non-nationals of Participating Members will be exchanged.

2.4 Who can exchange information?
Information can only be exchanged between Bali Process members (which include member States
and organizations) who have entered into Associated Arrangements with each other. The Associated
Arrangements outline that the Participating Members intend to comply with the Terms of Use, which
include human rights and privacy safeguards and technical security requirements.
Once a Bali Process member becomes a Participating Member, only users of the Participating
Member are able to access the System to make requests and responses to exchange information.
In order to protect the confidentiality of the information of asylum seekers, refugees and victims of
torture, certain requirements need to be met before there can be exchange of information with an
individual’s country of nationality or origin. A Participating Member may only exchange information
with an individual’s country of nationality or origin in circumstances where:
• There is express and specific written consent from the individual,
• The Participating Member, after undertaking a victim-centered screening process after
specifically asking the individual, is satisfied that the individual has not expressed any fear of
persecution or torture,
• There is a legal determination under a national asylum and complementary protection system
that the individual is not a refugee or victim of torture, and where all legal avenues for review
have been exhausted,
• There is a national asylum and complementary protection system, and the Participating
Member is satisfied that the individual has not made a claim of fear of persecution or torture, or
• The United Nations High Commissioner for Refugees (UNHCR) has determined that the
individual is not a refugee, and where all legal avenues for review have been exhausted.

2.5 Which databases will be used for biometric data matching?
The specific databases with which biometric data will be matched will be specified in Associated
Arrangements. Under the Terms of Use, the databases that can be matched are databases that
contain personal information that was obtained for national identification, law enforcement, people
smuggling, migration, trafficking in persons or related transnational crime purposes, and which are
compatible with the present purposes.

2.6 How will the information be used once the Requesting Member
receives a response?
The “match”, “no match” or “error” response, and any biographical information exchanged upon
a “match” response, received by the Requesting Member will be used to assist the Requesting
Member in determining whether to initiate further queries and assistance from a Responding Member
who has returned a positive match.
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Any information exchanged through the RBDES may only be used to assist Participating Members
in making migration or border management decisions, in investigating any offences relating to
irregular migration, people smuggling, trafficking in persons and related transnational crime and as
evidence in any related judicial and quasi-judicial proceedings. For example, information may be
used to verify an individual’s identity for visa and passport verification processes, asylum seeker and
refugee determination processes, and the investigation and criminal prosecution processes relating
to irregular migration, people smuggling and trafficking in persons.

2.7 What information will be retained in the System?
Personal information, including any biometric and biographical data, will not be retained in the System
once the transaction has completed. Transmission through the System will only take seconds to
complete, depending on the speed of the data connections, the volume of transmissions and other
technical features. Biometric data will be transmitted through the System, and will be destroyed from
the System once a request or response to the other Participating Member has concluded.
The System will only retain system usage data, such as the date of the transaction, the transaction
type, transaction origin and destination, unique reference numbers, responses, and any error
messages generated by the System.
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If any additional information is exchanged under the Associated Arrangements, that information may
be used to enhance the Requesting Member’s identification and identity verification processes in
relation to the individual.

2.8 What information will be retained by Participating Members?
Retention of personal information by Participating Members is subject to safeguards under the
Framework, which provide that Participating Members will only retain personal information for
as long as it is necessary for the purposes for which it was shared. Personal information will be
destroyed as soon as it is no longer necessary for these purposes, in accordance with the relevant
Associated Arrangements and the laws and policies of the Participating Member. In practice, this
will mean that Responding Members should destroy the personal information once the transmission
has completed. Requesting Members should destroy personal information once the identification or
identity verification process is completed.

2.9 Will individuals be able to access and correct their personal
information?
Under the Terms of Use, a general safeguard exists to allow individuals to access and correct their
personal information through a request to the Participating Member that holds that information.
However, the specific processes for access and corrections will be dependent on each Participating
Member’s domestic laws and policies. Participating Members will need to notify each other of these
procedures. These processes should also be notified to individuals in any notification procedures
when obtaining informed consent.

REGIONAL SUPPORT OFFICE THE BALI PROCESS
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2.10 Can information be disclosed to a third party?
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Any information shared through the Framework will not be disclosed to a third party (other than the
individual concerned, the Requesting Member or the Responding Member), unless disclosure is
required by law or there is consent from the Participating Member that provided that information and
the individual concerned if it relates to their personal information.

Policy Framework for the Regional Biometric Data Exchange Solution

3. Analysis and Assessment of Privacy Concerns

There are different levels of privacy protection among Bali Process members. Some members have
highly developed privacy laws and policies that apply to the public sector, some members may have
some privacy laws and policies, while others have little or no privacy laws or policies that apply to the
public sector. For example, this may mean that under a Participating Member’s law or policy, there is
no requirement to notify the individual of the collection of their biometric data, the intended use and
disclosure of that data, and how long that data will be retained. There may also be no requirement
for procedures for access and correction of biometric data. In such circumstances, an individual’s
biometric data exchanged between Participating Members is subject to varying levels of privacy
protection. The greatest impact on the privacy of individuals will occur where personal information is
provided to or exchanged with Participating Members with little or no privacy protection.
Under the RBDES, the primary action to ensure a standard minimum level of privacy protection is
to incorporate a set of privacy safeguards under the Framework. The privacy safeguards provided
under the Terms of Use establish requirements in relation to purpose notification, informed consent,
data retention, data security, and data integrity. These privacy safeguards are drawn from the privacy
principles established under the OECD Guidelines and APEC Privacy Framework. As a condition
of participation in the RBDES, all Participating Members will comply with these privacy safeguards.
While these privacy safeguards establish a substantial level of privacy protection, members can also
incorporate additional privacy safeguards in their Associated Arrangements. This allows members
that have higher privacy protection requirements under their laws and policies to align any commitments under the RBDES with their own laws and policies.
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3.1 Different levels of privacy protection among Bali Process members

While the Framework and the Associated Arrangements made between members may be non-binding, there is an expectation that each Participating Member will implement the Framework in good
faith within the spirit of diplomacy and regional cooperation that underpins the Bali Process.

3.2 Inconsistency between privacy safeguards and international privacy
standards
While the privacy safeguards incorporated in the Framework are drawn from the principles contained
in the OECD Guidelines and the APEC Privacy Framework, the safeguards are not an exact replication of these principles. Individuals may be concerned that the Framework’s privacy safeguards
are not consistent with international standards, including various exceptions to privacy protections
based on “authority from the law”.
The Framework’s safeguards have been specifically adapted to the particular circumstances of biometric and biographical data exchange between members of the Bali Process. The Framework’s
privacy safeguards balance between a respect for human rights and privacy and the legitimate
sovereign interests of Participating Members in effectively managing borders and migration processes. The Framework also enables members to strengthen safeguards beyond minimum safeguards
provided by the Terms of Use.
The Framework’s privacy safeguards are substantially consistent with the principles outlined in the
OECD Guidelines and the APEC Privacy Framework. The Framework’s provisions for the collection,
use and disclosure of personal information without an individual’s consent or knowledge where there
is authority from the law to do so is consistent with allowable exceptions in the OECD Guidelines and
REGIONAL SUPPORT OFFICE THE BALI PROCESS
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the APEC Privacy Framework. Paragraph 4 of the OECD Guidelines state that:
“Exceptions to the Principles contained in Parts Two and Three of these Guidelines, including those
relating to national sovereignty, national security and public policy (“ordre public”), should be:
a) as few as possible, and
b) made known to the public.”
Similarly, the APEC Privacy Framework provides that:
“Exceptions to these Principles contained in Part III of this Framework, including those relating to
national sovereignty, national security, public safety and public policy should be:
a) limited and proportional to meeting the objectives to which the exceptions relate; and,
b) (i) made known to the public; or,
(ii) in accordance with law.”
The “authority from the law” exceptions have legitimate national sovereignty and public policy
purposes to ensure that there are effective border management and migration processes. The
“authority from the law” exceptions will apply in few circumstances given the high value nature
of the data exchange. The exceptions will be made known to the general public given that the
exceptions only apply when there is authority from the law, and also given the open and consultative
development of the RBDES through the Bali Process.

3.3 Inconsistency between the Framework and domestic laws and policies
While the RBDES has been developed to have maximum consistency with the practices of all Bali
Process members, there is a possibility that the use of the System, as regulated by the Framework,
is or will be inconsistent with a Participating Member’s laws or policies. Inconsistencies may result in
Participating Members being required to follow their own laws or policies rather than, and in breach
of, the Framework’s safeguards.
The Framework is intended to not undermine a Participating Member’s sovereignty and to be consistent
with the Participating Member’s laws and policies as much as possible. In this way, the Framework
makes it clear that any commitments under the Framework are subject to the domestic laws and
policies of Participating Members. Further, many of the Framework’s safeguards have “authority to
the law” exceptions. As a non-binding framework, Participating Members will also be compelled to
follow their own laws and policies over any expectations arising from the Framework where there
is an inconsistency. From a privacy perspective, following a Participating Member’s laws or policies
rather than the Framework’s safeguards may result in negative privacy impacts for individuals. This
may also expose Participating Members to breaching their commitments under the Framework.
In order to reduce these risks, Participating Members should clearly assess whether there may
be inconsistencies between their domestic laws and policies and the Framework, and whether
inconsistency means that they cannot participate in the RBDES, make requests or responses in
certain circumstances, or continue to generally participate in the RBDES. Participating Members
should also assess this against any other partnering members that they want to enter into Associated
Arrangements with to ensure that any exchanges under that relationship does not breach the
Framework. Participating Members may also wish to require, under Associated Arrangements, that
they inform each other of any changes in domestic laws and policies that affect continued participation
in the RBDES.
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Individuals may be concerned that their personal information will be collected, used and disclosed
by Participating Members without proper legal authority. This increases the risk of abuses of power
and incursions into privacy where there is no clear legal authority to do so, and where there are no
defined limits on government power.
Under the Framework, Participating Members are expected to collect personal information by lawful
and fair means. “Lawful and fair means” means that Participating Members must have lawful authority
to collect personal information and that collection must be fair and not made under coercion or false
pretenses. This safeguard reflects the Collection Limitation and Purpose Specification Principles of
the OECD Guidelines and the Notice and Collection Limitation Principles of the APEC Framework.
Participating Members are also expected to use and disclose information in a way that was either
consented to by the individual or otherwise authorized by the law. This safeguard aims to provide
Participating Members to act on authority that is based on either an individual’s consent or the law,
and provides limits on the powers of the Participating Member in relation to the personal information
collected.

3.5 Personal information will be obtained from sources other than the
individual
Individuals may be concerned that government agencies will obtain information about them from
sources other than the individuals themselves. This raises the concern that the individual loses control
of their personal information and has no knowledge of the information being collected about them.
Under the Framework, safeguards are provided to minimize this concern, including:
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3.4 Personal information collected, used and disclosed without proper
legal authority

• Individuals will be notified of the purposes for which their personal information has been or will
be collected under the RBDES.
• Unless otherwise authorized by law, the informed consent of the individual will be obtained
prior to the collection, use and disclosure of their personal information.
• The use and disclosure of personal information will be compatible with the purpose notified to
the individual at the time of collection, unless there is subsequent consent from the individual
or authorization by law to use or disclose the personal information for another purpose.
The total effect of these safeguards is that either individuals will have provided consent at the time
of the original collection or at the time of the present collection, or that there is legal authority to do
collect, use and disclose without needing to notify the individual or obtaining their consent. Where
there is authority from the law, legal authority would have been obtained for a legitimate legal and
policy reason, for example to meet the public interest in effectively managing borders and migration
processes and enforcing migration laws.

3.6 Notification and consent
Individuals may be concerned that their personal information may be collected, used and disclosed
without their knowledge or informed consent. This risk to an individual’s privacy may be increased in
circumstances where there is clandestine biometric collection, for example if a Participating Member
uses CCTV footage to capture facial images.
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Under the Framework, safeguards exist to ensure that Participating Members notify individuals of
the purpose of the collection of personal information and obtain their informed consent prior to the
collection, use and disclosure of their personal information. Where there is an authority from the
law to not require informed consent, Participating Members are expected to notify the individual
concerned.
When implementing these safeguards, Participating Members should consider the most effective
methods of notifying individuals and obtaining informed consent. The RBDES Manager should
provide guidelines on implementing this safeguard. Assistance can be in the form of template privacy
notices and consent forms, and training to National Accountability Officers and users of the System.

3.7 Purpose and “function creep”
Individuals may be concerned that while they are notified of the purpose of the collection, use and
disclosure of their data, Participating Members, once they have that data, may decide in the future
to use their data for other purposes. This may occur through legitimate changes to laws that require
a different use of the information, or through misuse of the information. In either case, the use of the
information for another purpose in effect negates any utility in the individual providing consent in the
first place and removes their ability to own and control the use of their personal information. This is
called “function creep”.
The RBDES contains several features that minimize the risk of function creep. Since the System is
a simple channel of communication, no personal information will be stored after the transmission
is complete. This means that there is no centralized database that can be later used for another
purpose, and this eliminates the risk of function creep in relation to the System. Similarly, the
Framework provides that personal information should be destroyed by Participating Members when
it is no longer required for the specific purpose for which it was shared.
The risk of function creep can also be reduced if all the potential uses of the personal information is
determined prior to collection of personal information and adequately notified to the individual. This
allows individuals to provide their consent in a fully informed manner. Participating Members are
encouraged to assess in the early stages of Participation on the potential future uses of information
shared through the RBDES. Once assessed, Participating Members can then incorporate the
potential for these future uses into the notification to the individuals. In this way, the individual is
notified of the future uses and is able to give consent.

3.8 Consent by incapacitated or vulnerable individuals
Individuals may be concerned that incapacitated or vulnerable individuals may not be able to provide
fully informed consent due to their special vulnerabilities. The groups of vulnerable individuals
identified under the Framework are asylum seekers, refugees, stateless persons, victims of torture or
cruel, inhumane or degrading treatment, victims of human trafficking, children, women, and migrant
workers. These groups have been identified as vulnerable because they are in positions where they
are disadvantaged physically, emotionally, psychologically, politically, socially and economically. This
might mean that vulnerable persons may be in positions where they might not fully understand the
consequences of providing their consent.
Under the Framework, a general safeguard exists for Participating Members to take these individuals’
vulnerable positions into account and to ensure the necessary and appropriate protection of that
individual when sharing information about that individual. Apart from one specific safeguard for
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From a privacy perspective, measures might include ensuring that vulnerable individuals are taken to
safe and secure places, the potential consequences of providing consent are more clearly explained,
and that any privacy notices or notification are provided in their own language and in a way that is
easy to understand.

3.9 Confidentiality of information of asylum seekers, refugees, and
victims of torture
One of the most substantial privacy concerns is the disclosure of personal information about asylum
seekers, refugees and victims of torture, cruel, inhumane or degrading treatment to the country of
origin. The disclosure of personal information to a country of origin may have serious consequences
for the individual. Sharing personal information with the country of origin, including the fact that the
individual has applied for asylum, may itself aggravate the individual’s position with the country of
origin. This may form a basis of persecution. Another possible adverse consequence is that the
sharing of personal information may endanger relatives or associates of the asylum seeker remaining
in the country of origin and may lead to a risk for retaliatory or punitive measures by the national
authorities against them.
This risk of harm is increased in practice because of difficulties with being able to identify the
individuals who may fear persecution or torture. Individuals themselves may not be able to express
their fears, or know that these fears may trigger safeguards for their protection. Frontline immigration
and border officers may also not know about these risks, and may not adequately enquire about any
fears of persecution or torture.

PRIVACY IMPACT ASSESSMENT
REGIONAL BIOMETRIC DATA EXCHANGE SOLUTION

asylum seekers, refugees and victims of torture, no other specific measures are outlined in the
Framework. It is up to individual Participating Members to consider the particular vulnerability of the
individual and act accordingly in the circumstances of each case.

In order to mitigate these risks, a key safeguard under the Framework is the requirement that
a Participating Member will not share information about any individuals with the country of nationality
or origin, unless certain requirements are met. A Participating Member may only exchange information
with an individual’s country of nationality or origin in circumstances where:
• There is express and specific written consent from the individual or a representative of the
individual,
• The Participating Member, after undertaking a victim-centered screening process, is satisfied
that the individual has not expressed any fear of persecution or torture,
• There is a national asylum and complementary protection system, and the Participating
Member is satisfied that the individual has not made a claim of fear of persecution or torture,
• There is a legal determination under a national asylum and complementary protection system
that the individual is not a refugee or victim of torture, and where all legal avenues for review
have been exhausted, or
• The UNHCR has made a final determination that the individual is not a refugee, and all avenues
for review have been exhausted.
The key design element of the System to implement this safeguard is the incorporation of questions
prior to the transmission of information to another Participating Members to ensure that no information
is sent to a country of origin. Prior to uploading any biometric data to the System, users will be asked
about the individual’s country of origin or nationality, and whether the user wishes to exchange
biometric data with that country (if there is an Associated Arrangement in place). If so, the user will
need to confirm that at least one of the above 5 requirements are met in order for the System to allow
the exchange of data with the country of origin. Otherwise, the System will prohibit any transmission
of that individual’s personal information to that country of origin.
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The effectiveness of these safeguards is dependent on National Accountability Officers and users
being adequately trained on this safeguard, and on Participating Members having adequate screening
procedures in place to recognize that a person is an asylum seeker, refugee, a victim of torture, cruel,
inhumane or degrading treatment, or otherwise raised such claims, and the country of origin. The
RBDES Manager should ensure that the National Accountability Officers and users are adequately
trained.

3.10 Individual is unable or refuses to give biometric data
For many members, biometric data is an important piece of information used to make informed
border management and migration decisions. However, individuals may be concerned that they may
have no choice but to provide their biometric data and other personal information in order to enter a
member’s territory. An individual may be unable to provide the required biometric data because they
do not have that biometric data, for example because of loss of limbs. An individual may also wish
to refuse to give biometric data for personal, religious or other reasons. When an individual is at the
border of a member’s territory, they may have no real alternative but to provide their biometric data
against their wishes.
Under the Framework, Participating Members are expected to provide alternatives to using biometric
data. This is advisable not only in circumstances where a person is unable or unwilling to provide
that biometric data, but also where the biometric capturing system is malfunctioning or not working.
Often there is legal authority and a legitimate policy reason to require biometric data in order to
make border management and migration decisions. Individuals will be faced with a choice between
providing their biometric data against their personal wishes or have an unfavourable decision made
against them. In order to reduce the chances of individuals being placed in this position, individuals
should be adequately notified in advance of them making the decision to travel to the Participating
Member. One effective action are pre-warnings or pre-notifications of the requirement to provide
biometric data on Participating Member government websites, embassies or in general notices
so that individuals can be notified of this in advance of planning and taking any journeys to the
member’s territory.

3.11 Use of personal information that is discriminatory against an individual
Personal information exchanged through the RBDES, including any additional information
exchanged under Associated Arrangements, may potentially be used to unfairly discriminate
against certain migrant groups without a legitimate basis. Unfair discrimination may arise on the
basis of an individual’s characteristics such as sex, gender identity, age, race, ethnic origin, political
opinion, religious or philosophical beliefs, membership of an association or trade union, health and
sexuality. Any actions taken by Participating Members as a result of information exchanged through
the Framework should be based on legitimate migration reasons and not these characteristics alone.
In some cases, because of legitimate migration trends, alerts and warrants, characteristics protected
from discrimination may legitimately form part of the reason why an individual may be investigated or
why adverse action is taken. The legitimacy of any actions is based on this link with migration, and
not the characteristic itself.
Under the Framework, Participating Members are expected to not use information exchanged
through the RBDES to take action against an individual on a discriminatory basis without a legitimate
reason. Actions taken against an individual that are based only on the characteristics listed above
are unlikely to be legitimate for the purposes of this Framework and may result in a breach of the
Framework.
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Individuals may be concerned that their personal information will be retained indefinitely and stored
or mined. This increases the risk of unauthorized disclosure of their personal information in the event
of a misuse or breach. This may be unacceptable to individuals when there is no longer any need to
store their personal information once their identity has been verified.
Under the Framework, the following safeguards can minimize these risks:
• No biometric data or personal information will be stored in the System after a transmission has
completed.
• Personal information shared through the System will only be retained by Participating Members
for as long as it is necessary to verify the identity of an individual. This would mean that
Responding Members will destroy personal information once they have made a response to
the Requesting Member.
• Participating Members should destroy the personal information once it is no longer necessary
for identity verification, in accordance with the relevant Associated Arrangements and domestic
law and policy.
The reference to “domestic law and policy” is an acknowledgement that Participating Members
may have laws and policies that require that official information be held for a specified period of time
for administrative, archival or other reasons. Ultimately, it will depend on Participating Members to
specify, according to their laws and policies, how long data will be retained.
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3.12 Unnecessary retention of information/data mining

3.13 Disclosure to third parties
While personal information is primarily intended to be exchanged between Participating Members,
there exists the possibility that personal information may be requested to be disclosed or required
to be disclosed to third parties. Third parties may include other States and Participating Members,
journalists, judicial bodies, and other bodies of inquiry. For example, journalists may request
information about a data exchange under the RBDES for a news story, or a court could require the
data exchanged when reviewing a migration decision about the individual.
Under the Framework, all information will be destroyed once it is no longer necessary for the purpose
for which it was exchanged. This reduces the availability of personal information that can be disclosed
to third parties. Any information retained will not be disclosed to a third party unless it is compelled
by law (for example by a court order or by right to information law) or there is consent from the
Participating Member that originally provided that information. In the case of disclosure of personal
information, notification and consent by the individual will be required unless there is a law of the
Participating Member that compels disclosure to a third party regardless of whether or not there is
notification or consent.
The primary action to minimize the risk of unauthorized disclosure to third parties will be to give clear
and early notification to individuals and partnering Participating Members about possible disclosures
to third parties. Participating Members should assess in advance of participation in the RBDES about
possible disclosures to third parties so that any notification to individuals covers this possibility.
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3.14 Unauthorized use or disclosure of personal information
Individuals may be concerned that their personal information may be misused and there might be
unauthorized use and disclosure. Misuse or unauthorized use or disclosure may take various forms:
• Actions that are outside the scope of the use of the RBDES
• Actions that breach the minimum safeguards provided under the Framework, for example
disclosing personal information exchanged through the System to a third country without
authority from the law, consent from the individual, or consultation with the Participating
Member that originally exchanged that information
• Unauthorized use and disclosure caused by security breaches, hacking or other data
compromise.
All of these are breaches under the Framework, and there are various enforcement mechanisms in
place to assist in reducing the risks of these breaches.
• Users of the System will be required to declare that their actions are consistent with the Terms
of Use prior to any exchange of information that they agree to not breach the Framework.
• National Accountability Officers are responsible for the operation of Participating Member’s
systems and processes in a way that is consistent with the Framework.
• Participating Members are expected to take appropriate actions in the event of a breach.
• The Oversight Committee may publish reports on the use of the RBDES.
• The Oversight Committee may direct the RBDES Manager to temporarily suspend or cancel
participation in the event of a breach.

3.15 Access and correction of incorrect or inaccurate information
Incorrect or inaccurate information about an individual may lead to erroneous decisions being made
by Participating Members. This not only affects a Participating Member’s own decisions, but may
also affect other Participating Members if that incorrect information is exchanged and replicated. This
may lead to serious adverse consequences for an individual.
Under the Framework, the following privacy safeguards apply:
• Information shared about individuals will be complete, accurate and up-to-date.
• Individuals should be given the opportunity to access and correct their personal information
through a request to the Participating Member that holds their information.
• Participating Members are expected to inform relevant parties about any inaccurate information
shared through the Framework and seek to correct that information.
Under the Framework, the procedures for individuals to access and correct their personal information
are not specified. However, Participating Members are required to identify these procedures in their
Associated Arrangements.
Therefore, Participating Members, prior to participating in the RBDES, will need to ensure that
the personal information contained in databases is complete, accurate and up-to-date. If none
currently exist, Participating Members should establish procedures for individuals to access and
correct their personal information. Participating Members should then establish procedures to inform
relevant parties, including partnering Participating Members and the individual concerned, about
any inaccurate information exchanged and how to correct that information.
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The decisions that result from the identification and verification process can have significant positive
or negative outcomes for the individual. Positive outcomes can include faster approval of travel
and visa applications, recognition of refugee status or other vulnerable person status, and issuance
of replacement travel documents. Negative outcomes may include denial of entry into a country,
removal from a country, or denial of refugee or other protections. In these circumstances, these
decisions can adversely affect an individual. Under the principle of due process or procedural fairness,
Participating Members should provide the affected individual with an opportunity to comment on the
information that formed the basis for making adverse decisions against them. Providing individuals
with an opportunity to know the information used against them gives individuals an opportunity to
correct any inaccurate information or explain the circumstances for that particular information. Any
correction or explanation may ultimately assist with the identification, verification, investigation and
decision-making processes.
Under the Framework, Participating Members are expected to notify the individual of the information
used against them to make an adverse decision, and provide the individual with an opportunity to
comment. Given the diversity of the membership, the Framework does not specify how this is to
occur, and therefore it is up to the Participating Member to have in place such processes for due
process or procedural fairness.

3.17 Potential disputes arising from alleged breaches of privacy
Disagreements and disputes may arise between individuals and Participating Members, and between
Participating Members, particularly in relation to privacy. Inadequate dispute resolution mechanisms
may result in lack of redress for individuals and Participating Members.
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3.16 Opportunities to comment on adverse decisions

Under the Framework, Participating Members have the primary responsibility for resolving disputes.
It is for Participating Members to determine what dispute resolution mechanisms are available to
individuals. The Framework provides that there should be procedures for access and correction
of personal information and that individuals should have opportunities to comment on the adverse
information that forms the basis of decisions made against them.
If there is a dispute between Participating Members, the Framework provides that all disputes will be
settled amicably through consultation or negotiation between the Participating Members concerned
through diplomatic channels and without reference to any third party or international tribunal. The
Bali Process may be an appropriate diplomatic channel for the discussion of any disputes under the
RBDES.

3.18 Hacking, system failures, security breaches and data compromise
While the System and Participating Member’s domestic systems are expected to be securely
maintained, there is always the possibility of hacking, security breaches and data compromise. This
can lead to unintended or unauthorized disclosure of personal information.
In relation to Participating Member’s domestic systems, Participating Members are expected
to protect information, including personal information used through the Framework. Secure
domestic systems should protect the information from loss or unauthorized access, destruction,
use, modification or disclosure. Domestic systems should also have a minimum number of users and
be able to log user access to limit the risk of breaches arising from imposters and other unauthorized
REGIONAL SUPPORT OFFICE THE BALI PROCESS
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use of legitimate user accounts. These requirements reflect the Security Safeguards Principle under
the OECD Guidelines and the APEC Framework.
In relation to the System, the System will not retain any data after the transmission has been
completed. Data will be heavily encrypted while it is transmitted, and the transmission period will be
minimized as much as possible. This substantially reduces the risk of any data compromise in the
event of any hacking or breach of the System.
Beyond this safeguard, security measures have been in the design of the System, Service
Arrangements and through Security Risk Assessments. A more technical discussion of these security
measures, which include user access control, firewall whitelisting and audit logging, is outlined in the
RBDES’s Security Risk Assessment.

3.19 Enforceability of procedures and safeguards
Individuals may be concerned that since the Framework is a non-binding framework, Participating
Members will not be legally obligated to comply with the provisions under the Framework, and that
any breaches of the provisions of the Framework will not be effectively addressed.
While the Framework is not legally binding, it is the expectation that Participating Members will comply
with the provisions in the Framework in good faith within the spirit of diplomacy, burden sharing and
regional cooperation that forms the foundation of the Bali Process. Participating Members also have
the option, if they wish, to enter into legally binding arrangements that would make the provisions
under the Framework legally binding.
Further, several enforcement mechanisms have been established under the Framework. An Oversight
Committee will be established that has powers to receive notification of breaches, discuss and
review any alleged breaches, make communications to Participating Members about any breaches,
decide to temporarily suspend or cancel participation, conduct audits of the RBDES, and publish
reports on the RBDES. In this way, adverse effects to international reputation and public relations and
suspension or cancellation of participation are the main forms of redressing any breaches.
Participating Members are also expected to take appropriate action in the event of any misuse of the
System or breach of the Framework. Appropriate action can include any remedial action under the
civil or criminal law or both of the domestic law. However, this list is not exhaustive and appropriate
action can also include administrative and organizational sanctions against the individual who has
committed the misuse or the breach. The appropriateness of the action is ultimately determined
by the Participating Member. However, the actions taken by the Participating Member may be
taken into account by the Oversight Committee when determining whether participation should be
suspended or cancelled. It may also be taken into account by other Participating Members when
considering whether or not to share information.

3.20 Reporting and auditing of the RBDES
Individuals may be concerned that the RBDES will be used in the future without any oversight, and
future breaches occur without being recognized or acted upon.
Under the Framework, many bodies will have a role in the future oversight of the RBDES. Participating
Members will maintain written records of the requests, responses and decisions not to respond under
the RBDES. The System’s Administrator will provide regular reports of the System’s usage data.
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The Oversight Committee will conduct audits of the RBDES, regularly publish reports on the use
of the RBDES, receive notifications of any alleged breaches, discuss any alleged breaches, and
decide to temporarily suspend or cancel participating in the event of a breach of the Framework.
The RBDES Manager will play an important role in the implementation and continuing development
of the RBDES, including reporting to the Oversight Committee on the use of the RBDES, acting
as non-voting members of the Oversight Committee, assisting Participating Members and training
National Accountability Officers and users about implementing the privacy safeguards provided in
the Framework.
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Such records and reports can provide an understanding of whether there are any recurring technical
errors during transmission and whether exchange volumes are consistent with expectations.
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4. Conclusion
This Privacy Impact Assessment has addressed a wide range of privacy concerns that specifically
arise from the exchange of biometric and biographical under the RBDES, and discussed actions to
address those concerns. The privacy concerns and mitigation actions available through the RBDES
are summarized in Appendix A of this PIA. In all cases, these privacy concerns may be reduced,
minimized or eliminated by features of the System or provisions and safeguards established under
the Framework. Personal information will be encrypted and will not be retained in the System once
a transaction is complete. All Participating Members will undertake to comply with minimum human
rights and privacy safeguards that are consistent with the OECD Guidelines and APEC Privacy
Framework. Participating Members may also establish additional safeguards in their Associated
Arrangements. In this way, a strong level of privacy protection has been designed into the RBDES.
There are also some general actions that can be taken to strengthen the level of privacy protection
once the RBDES has been endorsed.
The most significant actions are to be taken by Participating Members. While there is a strong
level of privacy protection at a multilateral level, much of that protection depends upon appropriate
implementation by Participating Members within their own specific domestic legal and policy contexts.
Different privacy laws and policies, different biometric capabilities and databases, and different
circumstances in which biometric data will be collected, used and disclosed means that there are
many variables that will impact on an individual’s privacy. Participating Members will need to conduct
their own privacy impact assessments to ensure that impacts on an individual’s privacy is effectively
considered and appropriate measures are taken to reduce those impacts before participation in the
RBDES. This will build on the privacy assessment begun in this PIA, and is an expectation reflected
in the Framework. The RBDES Manager should assist interested Bali Process members conduct
privacy impact assessments and taking the appropriate mitigation measures.
Once privacy impact assessments have been conducted and appropriate measures are taken,
responsibility falls on the users and National Accountability Officers of the RBDES. Systems and
processes may be established, but it will always be up to the individual users and officials who are
using the RBDES to comply with any procedures established. Training users and officials about the
RBDES and the Framework is essential to ensure that safeguards and measures are implemented
appropriately. The RBDES Manager should explore how it can assist members with training users
and other officials about the appropriate use of the RBDES.
Once the RBDES is operational, it is paramount that all the relevant parties and stakeholders should
be engaged reviewing and refining the RBDES to ensure that the RBDES is used, and continues to
be used, in a way that respects the individual’s privacy. The key players will be Participating Members,
the RBDES Manager, the System Administrator, and the Oversight Committee. Significantly, the
Oversight Committee will need to continue to assess the continued operation of the RBDES and any
breaches, and consider any amendments to the RBDES to improve the protection of the individual’s
privacy. This will ensure that the continued effective protection of the individual’s privacy under the
RBDES.
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Privacy Concerns and Mitigations Measures
Privacy concern

Mitigation measures

1.

Different privacy laws and policies among
Bali Process members results in personal
information attracting different levels of privacy
protection. Significantly, personal information
may be exchanged between two members with
little or no privacy protection.

Standard privacy safeguards are provided under
the Terms of Use that establish requirements
in relation to purpose notification, informed
consent, data retention, data security, and data
integrity. These privacy safeguards are drawn
from the privacy principles established under the
OECD Guidelines and APEC Privacy Framework.
As a condition of participation in the RBDES, all
Participating Members will comply with these
privacy safeguards.

2.

There is inconsistency between the Framework’s
privacy safeguards and international privacy
standards. In particular, the Framework’s
privacy safeguards contain various exceptions
to privacy protections where there is authority
from the law of the Participating Member.

The Framework’s privacy safeguards are
consistent with the OECD Guidelines and APEC
Privacy Framework and have been adapted
to the specific circumstances of biometric and
biographical data exchange through the RBDES
to address irregular migration, people smuggling
and trafficking in persons purposes. The
“authority from the law” exception is consistent
with the OECD Guidelines and APEC Privacy
Framework which allows for the exceptions
where those exceptions are as few as possible
and made known to the public.

3.

Inconsistency between the Framework and
domestic laws and policies will result in
Participating Members following their own
domestic laws and policies rather than the
Framework’s privacy safeguards.

Participating Members should assess whether
there are any inconsistencies between the
Framework and their domestic laws and policies.
They should also assess the domestic laws and
policies of their partnering Participating Members
to determine whether they can continue to
participate and exchange information through the
RBDES. Members should also consider making
Associated Arrangements that require that they
are informed of any changes in domestic laws
and policies that affect continued participation in
the RBDES.

4.

Personal information is collected, used and
disclosed without proper legal authority. This
increases the risk of abuses of power and
incursions into privacy where there is no clear
legal authority to do so, and where there are no
defined limits on government power.

Under the Framework’s privacy safeguards,
Participating Members are expected to collect
personal information by lawful and fair means.
This safeguard reflects the Collection Limitation
and Purpose Specification Principles of the
OECD Guidelines and the Notice and Collection
Limitation Principles of the APEC Framework.

5.

Government agencies will obtain information
about individuals from sources other than the
individuals themselves. This raises the concern
that the individual loses control of their personal
information and has no knowledge of the
information being collected about them.

The Framework’s privacy safeguards work
together to ensure that either individuals will have
consented to the collection, use and disclosure
of their personal information, or that there is legal
authority to do collect, use and disclose without
needing to notify the individual or obtaining their
consent.
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6.

Personal information may be collected, used
and disclosed without an individual’s knowledge
or informed consent. This risk may be
increased in circumstances where there is
clandestine biometric collection, for example if
a Participating Member uses CCTV footage to
capture facial images.

The Framework’s privacy safeguards require that
Participating Members notify individuals of the
purpose of the collection of personal information
and obtain their informed consent prior to the
collection, use and disclosure of their personal
information. Where there is authority from the
law that does not require informed consent,
the Participating member will notify the individual
concerned of this. The RBDES Manager should
explore with Participating Members how it can
assist Participating Members with implementing
this safeguard. Assistance can be in the form of
template privacy notices and consent forms, and
providing training to users of the System.

7.

Function creep might occur where individuals
are notified of the purpose of the collection, use
and disclosure of their personal information,
but Participating Members, once they have
that data, may decide in the future to use that
information for other purposes. The use of
the information for another purpose in effect
negates any utility in the individual providing
consent in the first place and removes the
individual’s ability to own and control the use of
their personal information.

The System will not retain any personal information
after the transmission is complete. This means
that there is no centralized database that can
be later used for another purpose, and this
eliminates the risk of function creep in relation to
the System.
Personal information should be destroyed by
Participating Members once it is no longer
required for the purpose for which it was
exchanged. This would mean that Responding
Members will destroy personal information once
they have made a response to the Requesting
Member. Participating Members should destroy
the personal information once it is no longer
necessary for identity verification, in accordance
with the relevant Associated Arrangements and
domestic law and policy. This reduces the risk of
personal information being stored for later use.
Participating Members are encouraged to assess
in the early stages of participation the potential
future uses of information exchanged through the
RBDES. Once assessed, Participating Members
can then incorporate the potential for these future
uses into the notification to the individuals. In this
way, the individual is notified of the future uses
and is able to give informed consent.

8.
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Individuals may be concerned that incapacitated
or vulnerable individuals may not be able to
provide fully informed consent due to their
special vulnerabilities.

Under the Framework, Participating Members
are required to take these individuals’ vulnerable
positions into account and to ensure the
necessary and appropriate protection of
that individual is provided when exchanging
information about that individual. Measures might
include ensuring that vulnerable individuals are
taken to safe and secure places, the potential
consequences of providing consent are more
clearly explained, and that any privacy notices
or notification are provided in their own language
and in a way that is easy to understand.
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Personal information about asylum seekers,
refugees and victims of torture, cruel, inhumane
or degrading treatment may be disclosed to the
country of origin, which may aggravate the harm
towards the individual as well as endangering
any relatives or associates in the country of
origin.

Under the Framework, a key safeguard is the
requirement that a Participating Member will
not share information about any individuals with
the country of national or origin unless certain
circumstances exist. Users of the System will
answer questions about confirming whether
these circumstances exist prior to uploading
any biometric data to ensure that information will
be sent to a country of origin only in permitted
situations. The RBDES Manager should assist
with training users.

10.

Individuals may have no choice but to provide
their biometric data and other personal
information in order to enter a member’s
territory, even if this is against their wishes.

Individuals should be adequately notified about
any requirements for biometric collection in
advance of them deciding to travel to the
Participating Member. One effective action is
to publish pre-warnings or pre-notifications of
the requirement to provide biometric data on
Participating Member websites, in embassies
or in general notices so that individuals can
be notified of this in advance of planning and
taking any journeys to the member’s territory.

11.

Personal information exchanged through the
System may be used to unfairly discriminate
against certain migrant groups without a
legitimate basis.

Under the Framework, Participating Members
are expected to not use information exchanged
through the RBDES to take action against an
individual on a discriminatory basis without
a legitimate reason. Actions taken against
an individual that are based only on the
characteristics listed above may result in a
breach of the Framework.

12.

Individuals may be concerned that their
personal information will be retained indefinitely
and stored or mined. This increases the risk of
unauthorized use or disclosure of their personal
information in the event of a misuse or breach.

No personal information, including biometric data,
will be retained in the System after a transmission
has completed. Personal information shared
through the RBDES will only be retained for as
long as it is necessary to verify the identity of an
individual. This would mean that Responding
Members will destroy personal information once
they have made a response to the Requesting
Member. Participating Members should destroy
the personal information once it is no longer
necessary for identity verification, in accordance
with the relevant Associated Arrangements and
domestic law and policy.
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13.

Personal information may be requested or
required to be disclosed to third parties. Personal
information is unnecessarily disclosed beyond
what was originally and primarily intended and
notified to individuals.

All information will be destroyed once it is no
longer necessary for the purpose for which it was
exchanged. Any personal information retained
will not be disclosed to a third party unless it is
compelled by law or there is consent from the
Participating Member that originally provided that
information and by the individual. Participating
Members can give clear and early notification
to individuals and partnering Participating
Members about possible disclosures to third
parties. Participating Members should assess
in advance of participation in the RBDES about
possible disclosures to third parties so that any
notification to individuals covers this possibility.

14.

Incorrect or inaccurate information is exchanged
and replicated between the databases of
Participating Members.

Under the Framework’s safeguards, information
shared about individuals will be complete,
accurate and up-to-date. Individuals should be
given the opportunity to access and correct their
personal information, and Participating Members
will inform relevant parties about any inaccurate
information shared through the Framework and
seek to correct that information.

15.

Individuals may not have an opportunity to
comment on adverse decisions made about
them based on information exchanged through
the RBDES.

Participating Members are expected to notify the
individual of the information used against them
to make an adverse decision, and provide the
individual with an opportunity to comment.

16.

Hacking, security breaches and data
compromise can lead to unintended or
unauthorized disclosure of personal information.

Biometric and biographical data will be heavily
encrypted while it is transmitted, and the
transmission period will be minimized as much
as possible. The System will not retain any data
after the transmission has been completed.
Participating Members are expected to maintain
secure systems that protect information,
including personal information used through the
RBDES. The secure system should protect the
information from loss or unauthorized access,
destruction, use, modification or disclosure. The
System should also have a minimum number of
users.

17.
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Personal information may be misused and there
might be unauthorized use and disclosure.

Various enforcement actions will act to prevent
misuse of the RBDES. Users will be asked
prior to any exchange of information that they
agree to not breach the Framework. National
Accountability Officers are responsible for the
operation of Participating Member’s systems and
processes in a way that is consistent with the
Framework. Participating Members are expected
to take appropriate actions in the event of a
breach. The Oversight Committee may publish
reports on the use of the RBDES. The Oversight
Committee may temporarily suspend or cancel
participation in the event of a breach.
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Inadequate dispute resolution mechanisms
may result in lack of redress for individuals and
Participating Members.

Under the Framework, Participating Members are
primarily responsible for resolving disputes. The
Framework provides that there should be access
and correction procedures and due process
procedures that may assist in resolving disputes
with individuals. The Framework provides that
all disputes between Participating Members
will be settled amicably through consultation or
negotiation through diplomatic channels. The
Bali Process and the Oversight Committee may
be appropriate diplomatic channels for such
discussions.

19.

Since the Framework is a non-binding
framework, Participating Members will not be
legally obligated to comply with the provisions
under the Framework, and that any breaches
of the provisions of the Framework will not be
effectively addressed.

It is expected that Participating Members will
comply with the provisions in the Framework in
good faith within the spirit of diplomacy, burden
sharing and regional cooperation that forms
the foundation of the Bali Process. Several
enforcement mechanisms have been established
to facilitate compliance. The Oversight
Committee can review any alleged breaches
and publicly publish reports or communications
about breaches, and can decide to suspend or
cancel a Participating Member’s participation.
Participating Members are also expected to take
appropriate action in the event of any misuse of
the System or breach of the Framework.

20.

Individuals may be concerned that the RBDES
will be used in the future without any oversight,
and future breaches occur without being
recognized or acted upon.

Under the Framework, many entities will
have a role in the future oversight of the
RBDES. Participating Members and a System
Administrator will keep records of usage of the
RBDES. The Oversight Committee will be able to
conduct audits and publish reports relating to the
use of the RBDES.
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Contact
Regional Support Office - The Bali Process
27th Floor Rajanakarn Building
3 South Sathorn Road, Sathorn Bangkok 10120, THAILAND
Tel. +66 2 343 9477 Fax. +66 2 676 7337
info@rso.baliprocess.net
http://www.baliprocess.net
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