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Template Privacy Impact
Assessment [Bali Process
Member’s] Participation
in the Regional Biometric
Data Exchange Solution
The purpose of this document is to provide Participating Members with a template Privacy
Impact Assessment to assist Participating Members with assessing the impact of biometric and
biographical data exchange through the Regional Biometric Data Exchange Solution. Participating
Members can identify the privacy impacts, assess and minimize privacy risks, and ensure compliance
with domestic and international privacy obligations. Privacy impact assessments (PIA) should be
carried out prior to joining the Regional Biometric Data Sharing Solution and before signing Associated
Arrangement with other Participating Members.

TEMPLATE PRIVACY IMPACT ASSESSMENT

Attachment 6

The wording and language contained in this template act as a guide only and Participating Members
are free to draft the PIA in whatever form, style and language that is appropriate to their circumstances.
Drafting notes are provided in italics when necessary.
Further guidance on how to conduct and draft a PIA can be found at the following resources:
• http://www.biometricsinstitute.org/pages/privacy-impact-assessments.html
• http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/guide-to-undertakingprivacy-impact-assessments
• https://www.privacy.org.nz/news-and-publications/guidance-resources/privacy-impactassessment-handbook/
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Executive Summary

TEMPLATE PRIVACY IMPACT ASSESSMENT

[The executive summary should provide a concise summary of the entire PIA. This should include
an explanation of the purpose of conducting the PIA in the context of participating in the Regional
Biometric Data Exchange Solution (RBDES), and the policy background and reasons for participating
in the RBDES. This should summarize the content of section 1.
The executive summary should also provide a general summary of how information will flow through
the RBDES and between Participating Members (this should be a summary of section 2), the privacy
risks assessed and any mitigation options discussed in the PIA (this should be a summary of section
3), and any recommendations that are made (this should be a summary of section 4).]

Table of Privacy Risks and Mitigation Strategies
Summary of Privacy Risks and Mitigations
Risk
1.

[This table will replicate Section 4 –
assessment of privacy risks]

2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
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Mitigation

[The introduction should provide foundation for the entire PIA. The introduction provides the context
and background necessary to understand the RBDES’s purpose and elements and the justification
for undertaking a privacy sensitive project. Subparagraphs provide a number of suggested elements
and issues that should be addressed. The bullet point lists are not exhaustive or final and can be
modified according to Participating Members’ specific circumstances.]

1.1 Privacy Impact Assessment
[In this section, Participating Members should discuss:
• What is a PIA
• Purpose of PIA
• How PIA was conducted
This section may instead be placed in the executive summary.]

1.2 Background and rationale for participation in the RBDES
[In this section, Participating Members should:
• Identify and describe specific migration and identity related issues and processes that would
be enhanced by biometric data exchange
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1. Introduction

• Describe the role that biometrics currently play in addressing these issues
• Describe how exchange of biometric and biographical data through the RBDES can assist
with addressing these issues
• Identify other tools available to address these migration and identity related issues].

1.3 Regional Biometric Data Exchange Solution
[In this section, Participating Members can draw from section 1.2 of the Regional Support Office’s
[RSO’s] PIA of the RBDES to draft the general description of the RBDES].

1.4 [Bali Process Member] participation in the RBDES
[In this section, Participating Members should describe broadly the Associated Arrangements that
they have entered into, and the process involved. For example, that the Participating Member had
entered into a Memorandum of Understanding with the Government of XXX on a certain date, and
that these arrangements will take effect on a certain date.]
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2. Information exchange under the RBDES

TEMPLATE PRIVACY IMPACT ASSESSMENT

[In this section, Participating Members should describe the process of information exchange under
the RBDES, and how information will flow from the individual to the Requesting Member, through the
System to the Responding Member, and then back to the Requesting Member. Individuals should
understand clearly how their information will be collected, used and shared.]

2.1 What information will be exchanged?
[The Participating Member identifies the information that will be exchanged, including:
• the type or types of biometric data to be exchanged
• the match/no match/error response
• upon a match response, the types of biographical data to be exchanged, consisting of the
name, date of birth, nationality and passport number of the matched individual
• any additional information to be exchanged upon a positive match according to the Associated
Arrangements]

2.2 Whose information will be exchanged?
[The Participating Member should identify, consistent with the Associated Arrangement:
• the categories of individuals whose information will be exchanged
• the categories of individuals whose information will not be exchanged.]

2.3 Who can exchange information?
[The Participating Member should identify:
• the agencies/ users who will be exchanging information
• the agencies and users of the other Participating Member with whom information will be
exchanged.]

2.4 How will information be exchanged?
[The Participating Member should explain the basic request and response procedure made through
the System, namely:
• Biometric data will be encrypted and uploaded into the System by the Requesting Member
and transmitted to one or more Responding Members through the System.
• Biometric data will be downloaded by the officer of the Responding Member and matched
against relevant databases. A response will be sent back to the Requesting Member with a
“Match”, “No Match” or “Error”. If a “match” response is send, the Responding Member may
send the following biographical data: name, date of birth, nationality, and passport number.
Once searched is concluded, data will be deleted according to the safeguards included in the
Terms of Use and Associated Arrangements.
• The type of the response will determine the Requesting Member’s next steps. If the response
is a positive match and the Requesting Member wish to obtain more information about
the individual in question, additional information can be provided based on Associated
Arrangements].
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2.5 With which databases biometric data will be matched?
[The Participating Member should identify:
• the databases that it will match biometric data against

2.6 How will the information be used once the Requesting Member
receives a response?
[The Participating Member should identify:
• the safeguard in the Terms of Use relating to requiring use of personal information that is either
consistent with the purpose for which it was collected, or which is authorized by law
• any safeguards under the Associated Arrangements or the Participating Member’s laws relating to how information will be used
• the type of decisions that can be made using the information exchanged
• any adverse effects on the individual that can arise from such decisions.]

2.7 What information will be retained in the System?
[The Participating Member should explain that biometric and biographical data will not be retained in
the System once the transaction has completed. Transmission through the System would normally
take a few seconds, depending on the speed of the data connections, the volume of transmissions
and other technical features. Biometric and biographical data will be transmitted through the
System, and will be deleted from the System once a request or response has been sent to the
other Participating Member. The System will only retain system usage data, such as the date of
the transaction, the transaction type, transaction origin and destination, unique reference numbers,
responses, and any error messages.]
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• the databases that its partnering Participating Members will match biometric data against.]

2.8 What information will be retained by Participating Members?
[The Participating Member should identify:
• the safeguard in the Terms of Use relating to retention of personal information, and any other
procedures relating to retention in the Associated Arrangements
• how the Participating Member will retain data that it receives and how information will be
destroyed according the Associated Arrangements and domestic law and policy
• how the partnering Participating Members will retain data that it receives and how information
will be destroyed according the Associated Arrangements and domestic law and policy.]
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2.9 Can information be disclosed to a third party?
[The Participating Member should identify:
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• the safeguard in the Terms of Use relating information disclosed to a third party (other than the
individual concerned, the Requesting Member or the Responding Member)
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• any third party services providers who may develop, manage or operate the databases that
might have access to biometric and biographical data
• any domestic laws, such as right to information laws, and judicial powers that may compel
disclosures to any third party.]

2.10 Will individuals be able to access and correct their personal
information?
[The Participating Member should identify:
• the safeguard in Terms of Use, providing that individuals should have access to and be able
to correct their personal information
• the procedures in place to access and correct personal information, both for the Participating
Member and any partnering Participating Members.]
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[In this section, Participating Members identify and analyze the risks that might arise within their
domestic context and use of the RBDES, and provide mitigation strategies to reduce these risks. The
suggested sub-sections in this section broadly correlate with the sub-sections in the RSO’s PIA, and
Participating Members may decide to use the RSO’s PIA as a guide in assessing these risks within
their own domestic context.
The suggested sub-sections provide a starting point of analysis of the privacy risks and Participating
Members should add or remove any other privacy risks as they wish.
Within each subsection or privacy risk, Participating Members may choose to draft their analysis
using the following structure:
• Identify the risk or concern, describing the circumstances in which the risk may arise and the
consequences or adverse effects on an individual’s privacy
• Analyze the effect of any domestic laws or policies that may be relevant to the privacy risk
• Analyze the effect of any safeguards under the Framework that may be relevant to the
privacy risk
• Identify and analyze any other practical measures or arrangements that may exist and be
relevant to the privacy risk
• Discuss any mitigation options that already exist, and those that might need developing
• Recommend any actions that need to be taken to address the privacy risk]
3.1

Inconsistency between the Participating Member’s laws and use of the RBDES

3.2

Inconsistency between domestic laws privacy safeguards and international standards

3.3

Different privacy contexts/frameworks between [Participating Member] and [partnering
Participating Member]

3.4

Personal information collected, used and disclosed without proper legal authority

3.5

Personal information will be obtained from sources other than the individual

3.6

Purpose and function creep

3.7

Consent by incapacitated or vulnerable individuals

3.8

Confidentiality of information of asylum seekers, refugees and victims of torture

3.9

Individual refusal to give biometric data
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3. Assessment of Privacy Risks

3.10 Use of personal information that may be discriminatory to an individual
3.11 Unnecessary retention of information/data mining
3.12 Disclosure to third parties
3.13 Unauthorized use or disclosure of personal information
3.14 Access and correction of incorrect or inaccurate information
3.15 Opportunities to comment on adverse decisions
3.16 Hacking, system failures and system maintenance
3.17 Enforceability of procedures and safeguards
3.18 Reporting and auditing of the RBDES
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4. Conclusions
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[In this section, Participating Members should summarize the assessment of privacy risks and
evaluate the level of privacy protection that exists to address those risks that meet international
standards, domestic laws and policies. Participating Members should consider all the recommended
actions discussed in section 3, and summarize those actions into recommendations. As with the
RSO’s PIA, general recommendations to assist in mitigating privacy risks include:
• Training for National Accountability Officer and users on the use of the System and the privacy
safeguards contained in Terms of Use.
• Continued oversight and privacy auditing of the RBDES – by the Oversight Committee and by
the Participating Member and a privacy authority (if applicable).
• Consider future amendments to domestic law and to the Framework to create more stringent
privacy safeguards.]
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Contact
Regional Support Office - The Bali Process
27th Floor Rajanakarn Building
3 South Sathorn Road, Sathorn Bangkok 10120, THAILAND
Tel. +66 2 343 9477 Fax. +66 2 676 7337
info@rso.baliprocess.net
http://www.baliprocess.net
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