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Attachment 3 

Explanatory Note for
the Terms of Use

1. This explanatory note outlines the operational and policy background for the Terms of Use for 
the Regional Biometric Data Exchange Solution (Terms of Use). While this explanatory note 
may be used to assist in interpreting the provisions of the Terms of Use, it does not form part 
of the Terms of Use or any Associated Arrangements.

2. There are explanatory notes for each paragraph of the Terms of Use, providing commentary 
about the policy background, interpretation, and possible implementation of each of the 
provisions.

Background

3. The background section provides the thematic background to the Regional Biometric Data 
Exchange Solution (RBDES). This section identifies the key considerations taken into account 
by the Regional Support Office of the Bali Process (RSO) and the Biometric Data Exchange 
Review Committee during the development of the policy framework. These key considerations 
are drawn from general principles of the Bali Process and the Regional Cooperation Framework, 
as well as key objectives arising specifically from exchanging biometric and biographical data 
between members of the Bali Process.

4. While this section provides useful principles that might assist in interpreting the Terms of Use, 
particularly the purpose and intentions behind the Terms of Use, this section does not form 
part of the core text of the Terms of Use.

 
Paragraph 1 - Definitions

5. The definition of “biometrics” is consistent with the definition of biometrics according to the 
International Standards Organization. “Faces, fingerprints, irises and retinas” are the most 
commonly used types of biometric data, but this list is not intended to be an exhaustive list. 

6. The definition of “personal information” includes information that can identify an individual. 
This definition captures the individual pieces of information that by itself do not identify a 
person, but can identify an individual when used with other information, such as biometric 
databases, intelligence reports, newspaper reports, and other publicly available information. 
“By itself or with other information” has been included into the definition for this reason. The 
definition of “personal information” also includes biometrics and biographical data. This allows 
for the privacy and data protection safeguards in Section IV to cover biometric data that is 
initially sent, biographical data sent upon a positive match, and any other personal information 
subsequently sent through the Associated Arrangements made between Participating 
Members.
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7. The definition of “individual” does not include corporations or other non-natural legal persons. 
“Individual” is used instead of “person” especially for this reason. The definition of “individual” 
is inclusive so that there is no discrimination between nationals and non-nationals or citizens 
and non-citizens when applying the rules and safeguards provided under the Framework. 

8. The remaining definitions are self-explanatory and mostly relate to common names and terms 
used throughout the Terms of Use. These common names and terms have been included in 
this definitions paragraph as a central point of reference to assist users with understanding the 
Terms of Use.

Section I: Purpose and scope 

Paragraph 2 – Purpose of the RBDES 

9. This paragraph outlines the purpose of the RBDES. The purpose is important not only because 
it clearly outlines why the RBDES has been established, but also because it may be useful when 
clarifying any differences in interpretation of the provisions of the Terms of Use or Associated 
Arrangements. If there is a difference in interpretation or understanding of the meaning of 
provisions in the Terms of Use and how the information exchange process should operate, an 
interpretation or understanding that best achieves the purpose described in this paragraph 
is preferred. Further, if there is an interpretation or understanding that is incompatible with 
the purpose described in this paragraph, that interpretation or understanding should not be 
followed.

Paragraph 3 – Scope of the RBDES

10. This paragraph outlines the scope of the RBDES by listing the purposes for which the RBDES 
can be used. These purposes are limited to identification and identity verification uses that 
are related to the broad subject matter of the Bali Process, that is, irregular migration, people 
smuggling, trafficking in persons and related transnational crime. 

11. This paragraph also provides that any information exchanged through the RBDES will only be 
used to assist Participating Members in making migration or border management decisions, 
in investigating any offences relating to irregular migration, people smuggling, trafficking in 
persons and related transnational crime and as evidence in any related judicial or quasi-judicial 
proceedings. Related judicial and quasi-judicial proceedings can include both review of the 
migration or border management decisions or prosecution of any offences relating to irregular 
migration, people smuggling, trafficking in persons or related transnational crime.

12. This paragraph is referred to in paragraph 5(a) of the Terms of Use. That paragraph outlines 
what should be specified in the Associated Arrangements between Participating Members, 
and in particular, the circumstances in which Participating Members will exchange information. 
Such circumstances must be within the scope outlined in this paragraph.

Section II: Participation and administration

Paragraph 4 – Voluntary participation

13. This paragraph explains that all Bali Process members may voluntarily participate in the RBDES, 
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and that they can decide to join or leave the RBDES at any time (see paragraphs 9 and 10 
of the Terms of Use). Inclusive and voluntary participation, with the discretion to suspend or 
terminate participation in the RBDES at any time, is fundamental and intrinsic to the princi-
ples of the Regional Cooperation Framework and the Bali Process. Furthermore, even when 
members have decided to participate in the RBDES, they can decide on a case-by-case basis 
whether they wish to exchange information. This is provided under paragraph 17 of the Terms 
of Use.

 
14. This paragraph also explains that participation in and use of the RBDES is subject to the 

domestic laws, policies, bilateral agreements and international obligations of Participating 
Members. This is to ensure that any action made under the RBDES is lawful according to 
a Participating Member’s domestic laws, policies, bilateral agreements and international 
obligations. 

Paragraph 5 – Associated Arrangements

15. This paragraph and subsequent paragraphs 7-10 of the Terms of Use outline the steps 
that Participating Members will take to participate in the RBDES. This paragraph provides 
that Participating Members must mutually decide the specific details of their data exchange 
arrangements under the RBDES. These arrangements must be made in writing and are referred 
to in the Terms of Use as Associated Arrangements. The RSO has developed model Associated 
Arrangements in the form of a Model Exchange of Letters and a Model Memorandum of 
Understanding to assist members with developing Associated Arrangements.

16. This paragraph provides that Associated Arrangements must be made by authorized 
representatives of each Participating Member. The representative must be authorized by the 
Participating Member to enter into international arrangements. The level of authority required 
will vary depending on the practices of individual Participating Members and the nature of the 
Associated Arrangements, and may involve the relevant Minister or head of a department or 
ministry. 

17. This paragraph provides that Associated Arrangements may be bilateral or multilateral. This 
provides interested Bali Process members with the flexibility to enter into negotiations and 
arrangements bilaterally, or multilaterally where there are many common elements in data 
exchange between many members or within a sub-region. A new member might also seek 
to join a pre-existing bilateral arrangement and transform that bilateral arrangement into a 
multilateral arrangement.

18. This paragraph also provides that any Associated Arrangements incorporate the Terms of 
Use, including any subsequent amendments. Associated Arrangements must also state that 
they will be compatible with the Terms of Use, and to the extent of any incompatibility, the 
provisions in the Terms of Use will prevail. Both of these elements are included in the model 
Associated Arrangements developed by the RSO. Under the model Associated Arrangements, 
the Terms of Use are directly attached to the Associated Arrangements as Annexure A. 

19. This paragraph also provides the specific details that need to be included in any Associated 
Arrangement. These specific details provide flexibility to meet the diverse needs of the Bali 
Process membership and the many bilateral relationships between members. These specific 
details are:

a. The circumstances in which Participating Members will exchange information, consistent 
with the scope outlined in paragraph 3 of the Terms of Use.
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b. The expected maximum number of requests to be made per year under paragraph 15 of 
the Terms of Use. 

c. The type or types of biometric data to be exchanged in a request made under paragraph 
15 of the Terms of Use.

d. The biometric databases in which biometric data will be matched.

e. Any other information, including personal information, to be exchanged upon a positive 
“match” response made under paragraph 16 of the Terms of Use. Information exchanged 
must be necessary and directly relevant to the purpose and scope provided under 
paragraphs 2 and 3 of the Terms of Use.

f. The maximum time period for which a response can be given referred to in paragraph 16 
of the Terms of Use.

g. The procedures established to provide individuals with access to and correction of their 
personal information referred to in paragraph 26 of the Terms of Use.

h. The security mechanisms in place, including details of data retention and maximum data 
retention periods by the Participating Member referred to in paragraphs 27 and 28 of the 
Terms of Use.

i. The procedures established to notify relevant Participating Members and the RBDES 
Manager of the designation of departments, ministries and National Accountability Officers 
referred to in paragraph 30.

j. Any other safeguards additional to the minimum safeguards provided in Section IV of the 
Terms of Use.

k. The date of expiry (if any) of the Associated Arrangement.

l. How the Associated Arrangements can be amended.

m. Any other operational procedures to be followed.

Paragraph 6 – Service Arrangements

20. This paragraph provides that Participating Members will comply with technical requirements 
as set out in the Services Arrangements. The Service Arrangements outline technical 
requirements such as user account management and security arrangements. The Service 
Arrangements are attached as part of Appendix A and form part of the Terms of Use. As part 
of the Terms of Use, they can only be amended as per the procedure established at paragraph 
35. The responsibility for the administration of the System will be on the RBDES Manager’s 
appointed System Administrator.

Paragraph 7 – Notification to RBDES Manager of participation

21. This paragraph explains that the RBDES Manager will confirm participation upon receiving 
written notification by authorized representatives of Participating Members that an arrangement 
consistent with paragraph 5 of the Terms of Use has been entered into.

22. This is a safeguard to ensure that Participating Members have declared to the RBDES Manager 
that they have complied with paragraph 5 of the Terms of Use, and in particular, that they have 
arranged for adoption of these Terms of Use into their Associated Arrangements. The RBDES 
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Manager will also write to Participating Members annually and confirm continued participation 
in the RBDES. Template correspondence has been developed by the RSO. 

Paragraph 8 – Notification of amendments to Associated Arrangements

23. This paragraph provides that Participating Members will write to notify the RBDES Manager 
of any amendments made to their Associated Arrangements. Suspension and resumption 
will take effect once the RBDES Manager has provided written confirmation to the relevant 
Participating Members. This is to ensure that the RBDES Manager remains up to date with 
any amendments, and any business rules that are incorporated into the System developed by 
the RBDES Manager are also updated. Template correspondence has been developed by the 
RSO. 

Paragraph 9 – Suspension and resumption of participation

24. This paragraph provides that Participating Members may suspend and resume participation 
in the RBDES or any of their Associated Arrangements at any time. Participating Members 
may suspend or resume participation by providing notice to the relevant Participating Member 
and to the RBDES Manager. The requirement to provide notification to the RBDES Manager 
ensures that the RBDES Manager remains updated about the operational status of any 
Associated Arrangements. This allows the RBDES Manager to incorporate any suspension 
or resumption of participation or any Associated Arrangements into the business rules of the 
System. 

25. Suspension and resumption will take effect once the RBDES Manager has provided written 
confirmation to the relevant Participating Members. Participation will continue and the 
provisions of the Terms of Use or relevant Associated Arrangements will continue to apply until 
the RBDES Manager provides written confirmation of suspension. Similarly, the provisions 
of the Terms of Use or relevant Associated Arrangements will begin to apply again once 
the RBDES Manager provides written notification of resumption. It should be noted that 
under paragraph 36, the minimum safeguards under Section IV of the Terms of Use and the 
additional safeguards under any Associated Arrangements will continue to apply regardless of 
any suspension. Template correspondence has been developed by the RSO.

Paragraph 10 – Termination of participation

26. This paragraph provides that Participating Members may terminate participation in the 
RBDES or any of their Associated Arrangements at any time. Participating Members may do 
so by providing notice to the relevant Participating Member and to the RBDES Manager. The 
requirement to provide notification to the RBDES Manager ensures that the RBDES Manager 
remains updated about the status of any Associated Arrangements. This allows the RBDES 
Manager to incorporate any termination of any Associated Arrangements into the business 
rules of the System. 

27. Termination will take effect once the RBDES Manager provides written confirmation to the 
relevant Participating Members. Participation will continue and the provisions of the Terms 
of Use or relevant Associated Arrangements will continue to apply until the RBDES Manager 
provides written confirmation of termination. It should be noted that under paragraph 36, the 
minimum safeguards under Section IV of the Terms of Use and the additional safeguards 
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under any Associated Arrangements will continue to apply after termination. Template 
correspondence has been developed by the RSO.

Paragraph 11 - Oversight Committee

28. The paragraph tasks the Senior Officials of the Bali Process Ad Hoc Group to establish 
a committee to act as the primary body responsible for the oversight of the RBDES 
(Oversight Committee). The Oversight Committee will be administratively supported by the 
RBDES Manager. A Terms of Reference was developed by the RSO and endorsed by Bali 
Process members at the same time as the endorsement of the RBDES.

Paragraph 12 – Suspension or cancellation of participation

29. This paragraph provides that, in the event of a breach of the Framework, the Oversight 
Committee has the discretion to suspend or cancel participation of the Participating Member. 
A breach of the Framework in itself does not necessarily and automatically result in suspension 
or cancellation of participation. Depending upon the circumstances, a breach may be minor 
or result in little or no harm. A Participating Member may have self-reported the breach and 
may have already taken appropriate remedial action in relation to the breach. The Oversight 
Committee may decide that, in the circumstances, it is appropriate for the Participating 
Member to continue to participate in the RBDES.

30. The paragraph also provides that an authorized member of the Oversight Committee may 
provide written directions to the RBDES Manager to take appropriate temporary measures to 
reduce the risk of possible further breaches until a decision has been made by the Oversight 
Committee on whether to suspend or cancel participation. The authorized member of the 
Oversight Committee is outlined in the Terms of Reference for the Oversight Committee. 
These measures are not exhaustively outlined, but can include temporarily suspension of 
participation of the Participation Member concerned. It is likely that this will be the main 
measure utilized.

31. This measure is to ensure that there are mechanisms available to eliminate improper use 
of the RBDES and other breaches of the Framework once there has been notification of a 
possible breach. Temporary suspension by the RBDES Manager upon written direction by an 
authorized member of the Oversight Committee is the first mechanism available because the 
Oversight Committee may not be able to meet immediately once a possible breach is notified. 
While the Oversight Committee will aim to make decisions in a timely manner, the Oversight 
Committee will require sufficient time to make the serious decision about whether participation 
should be suspended or cancelled. Suspension will be the second mechanism available to 
eliminate improper use and other breaches of the Framework. Termination will be the final 
mechanism available.

Paragraph 13 – Appropriate action by Participating Members

32. In addition to the suspension or cancellation mechanism provided in paragraph 12, this 
paragraph provides that Participating Members will take appropriate action in the event of any 
misuse of the System or breach of the Framework.

33. The paragraph expressly provides that appropriate action can include any remedial action 
under the civil or criminal law or both of the domestic law. However, this list is not exhaustive 
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and appropriate action can also include administrative and organizational sanctions against 
the individual who has committed the misuse or the breach.

34. The appropriateness of the action is ultimately determined by the Participating Member. 
However, the actions taken by the Participating Member may be taken into account by 
the Oversight Committee when determining whether participation should be suspended or 
cancelled. It may also be taken into account by other Participating Members when considering 
whether or not to exchange information.

35. Participating Members are also expected to self-report misuses and breaches and inform 
relevant Participating Members and the RBDES Manager.

Section III: Procedure for information exchange

Paragraph 14 – Multiple and alternative sources of information for identity verification

36. This paragraph provides that multiple sources of information should be used to identify or 
verify the identity of individuals. This provision acknowledges that while biometrics is a timely, 
highly accurate and useful tool for identity verification, it is only an identification tool available in 
the context of many other tools. Furthermore, as with any technology or tool, there is always 
a possibility of inaccuracy and human error. For these reasons, this paragraph suggests that, 
wherever possible, biometrics alone should not be used to identify or verify the identity of 
individuals.

37. Similarly, this paragraph also provides that there should be alternatives to using biometric data 
for identification and verification. There may be instances where the technologies involved in 
biometric data exchange, including biometric capturing and authentication technology and 
the System, are not operational due to planned maintenance or unplanned malfunctions. 
When these technologies are not working, there should be alternatives in place so as to not 
unfairly restrict an individual’s freedom of movement.

38. Alternatives also need to be provided in cases where an individual does not have the relevant 
biometric characteristics. For example, an individual may be the victim of violence, war or 
other disputes which may have resulted in loss of limbs and destruction of fingerprints. Such 
individuals should have alternatives available to them in order to not unfairly restrict their 
freedom of movement.

Paragraphs 15 and 16 – Request and response

39. Paragraph 15 provides the procedure for making a request through the System. A Requesting 
Member is the Participating Member that makes a request through the System to one or 
more Participating Members. Paragraph 16 provides that either a positive “match”, a negative 
“no match” response or an “error” response can be made. A Responding Member is the 
Participating Member that makes a response through the System.

40. The specific arrangements for requests will depend upon the relationship between the 
Requesting Member and the Responding Members. Paragraph 15 provides that the specific 
details, namely the type of biometric data to be exchanged and the expected maximum 
number of requests per year, will be outlined in individual Associated Arrangements. Outlining 
the maximum number of requests per year will give Participating Members and the RBDES 
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Manager an indication of how many transactions will occur annually. This will assist Participating 
Members and the RBDES Manager with managing personnel and technical resourcing. 

41. A positive “match” response should be made where the Responding Member has searched 
the biometric data against its relevant databases and found a positive match. If a positive 
“match” response is made, the Responding Member may provide biographical data consisting 
of the name, date of birth, nationality and passport number of the matched individual. The 
Responding Member may also provide to the Requesting Member, through means outside 
of the System, additional information that has been outlined in an Associated Arrangement 
between the Requesting Member and Responding Member and is necessary and directly 
relevant to the purpose and scope of the RBDES.

42. A “no match” response should be made where the Responding Member has searched the 
biometric data against its relevant databases and found no match.

43. An “error” response should be made in circumstances where matching is unable to be 
processed due to quality or other technical issues, such as corrupted or incorrectly formatted 
files. The System may also return an “error” message in circumstances where a business rule 
has not been satisfied or where there are technical issues preventing the transmission of data.

44. Paragraph 16 also establishes the response period, which is a period of days in which a 
Responding Member is expected to respond to the request. Through Associated Arrangements, 
Participating Members may mutually decide the maximum length of the response period, 
however, the maximum length must not be greater than 90 working days.

45. This safeguard is to ensure that Responding Members respond in a timely manner and that 
requests are not left without response for an indefinite period. This will facilitate timely exchange 
of information and reduce the length of time in which an individual’s personal information is 
being kept and used by the Responding Member.

Paragraph 17 – Discretion to not respond

46. This paragraph provides a Responding Member with the discretion to not respond to a 
request because of any national security, public order, public health or public policy reason. 
While members are encouraged to exchange information through the RBDES, the discretion 
provided in this paragraph reflects the voluntary nature of the RBDES. Under this paragraph, 
Responding Members have the flexibility to not respond to a request for broad public policy 
reasons. The paragraph provides, as an example, incompatibility with a Responding Member’s 
domestic laws and policy as a possible (but not exhaustive) public policy reason.

47. Responding Members may decide to not respond to requests either generally or on a case 
by case basis. This allows for circumstances where Responding Members may wish to 
respond to multiple requests, and not just one individual request in particular. This may occur, 
for example, when the Responding Member’s databases and systems are down or being 
repaired. When Responding Members do not wish to respond to requests generally, it is 
encouraged that they notify the relevant Participating Members in advance.  Participating 
Members may also decide to suspend participation under paragraph 9 of the Terms of Use.

48. If Participating Members decide to not respond, they are encouraged to notify the Requesting 
Member of the decision and provide reasons where appropriate. This is intended to facilitate 
understanding about why there has been a decision to not respond. Sharing the reasons 
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for that decision will help the Requesting Member understand the decision and assist 
the Requesting Member in taking these reasons into account when making future requests. 

Paragraph 18 – Written records

49. This paragraph requires Participating Members to make a written record of any requests 
made under paragraph 15, response returned under paragraph 16 or decision to not respond 
under paragraph 17. For auditing purposes, each transaction between Participating Members 
will generate a log of that transaction. This audit log will be used by the System Administrator 
to monitor system usage and for reporting purposes to the Oversight Committee. 

Section IV: Minimum safeguards

50. This section provides minimum safeguards that will be met by all Participating Members. 
These safeguards have been developed specifically for the purpose of exchanging information 
through the RBDES and are drawn from various international obligations and principles. Such 
obligations and principles include, but are not limited to, the Universal Declaration of Human 
Rights, the International Covenant on Civil and Political Rights, the Convention on the Rights 
of the Child, the Convention relating to the Status of Refugees, the Convention against Torture 
and other Cruel, Inhumane and Degrading Treatment,  the UN Guidelines for the Regulation 
of Computerized Personal Data Files, the OECD Guidelines on the Protection of Privacy and 
Transborder Flows of Personal Data (OECD Guidelines) and the APEC Privacy Framework. 
Participating Members may also mutually decide to establish additional safeguards in their 
Associated Arrangements under paragraph 5(j) of the Terms of Use. Under paragraph 36 of the 
Terms of Use, the safeguards provided under this section and any Associated Arrangements 
survive any suspension, termination or cancellation of participation under the Terms of Use or 
Associated Arrangements.

Paragraph 19 – Adverse inferences

51. This paragraph provides that adverse inferences and adverse actions should not be made 
against individuals simply because a request under paragraph 15, a response under paragraph 
16 or a decision under paragraph 17 has been made.

52. Information exchanged through the RBDES, particularly biometric data is, by itself, a neutral 
piece of information. Similarly, the identification and verification process is, by itself, a neutral 
process. Identification and verification of an individual may result in many different outcomes. 
For example, verification of the identity of an individual may reveal that the individual is 
exactly who they say they are, is a regular migrant, has genuinely lost their travel documents, 
has already been recognized as a victim of trafficking, a refugee or a victim of torture, or 
is under 18 years old and therefore should be protected under the Convention on the Rights 
of the Child. On the other hand, verification of the identity of an individual may reveal that the 
individual is not who they say they are, is an irregular migrant, is known to be a people smuggler 
or human trafficker, or has been known to circulate lost or fraudulent travel documents in 
another country for financial gain. 

53. This means that the possible circumstances of each individual verification case, and the 
reasons for requesting information to support verification, are varied and may or may not 
relate to any wrongdoing by the individual. Participating Members should appreciate all the 
possible positive and negative inferences that can be drawn about an individual and the 
possible actions that may be taken against an inidivudal and any third parties (for example 
associates or family members) that may arise from a request or response under the RBDES. 

E
XP

LA
N

AT
O

R
Y

 N
O

TE
 F

O
R

 T
H

E
 T

E
R

M
S

 O
F 

U
S

E



Policy Framework for the Regional Biometric Data Exchange Solution40

While the fact that a request has been made may indicate that the individual may be of interest 
to the Requesting Member, there should be no assumption that that interest is positive or 
negative. That interest may arise for many reasons and by itself is unlikely to be sufficient to 
justify adverse treatment. Similarly, the fact that a positive “match” or a negative “no match” 
response has been made is not enough to justify adverse treatment. In both cases, with that 
information alone, further information, for example explanations from the individual, is required 
before drawing any inferences, adverse or otherwise.

54. For example, a positive match for an asylum seeker in another country should not automatically 
lead to an adverse inference that the individual had effective protection in that country, and 
asylum seekers should not be denied access to asylum procedures merely because the 
asylum seeker had applied for asylum in another country. Further investigation should take 
place to assess the individual’s particular circumstances in that other country, such as whether 
effective protection was available and whether there is the possibility of re-admission.

Paragraph 20 – Non-discrimination and opportunity for comment

55. This paragraph provides that any information exchanged through the RBDES will not be used 
to take action against an individual on a discriminatory basis without a legitimate reason. 
This provision arises from the fundamental principle of non-discrimination, which generally 
protects against unlawful or arbitrary discrimination on the basis of characteristics such as 
sex, gender identity, age, race, ethnic origin, political opinion, religious or philosophical beliefs, 
membership of an association or trade union, health and sexuality. This list of characteristics 
protected from discrimination is not exhaustive. This principle is enshrined in the Universal 
Declaration of Human Rights and the International Covenant on Civil and Political Rights, 
as well as other specific international non-discrimination instruments and many domestic 
constitutions and laws.

56. Consistent with the purpose of the RBDES to address irregular migration and enhance 
border management, any actions taken by Participating Members as a result of information 
exchanged through the RBDES should be based on legitimate migration reasons. In some 
cases, because of legitimate screening processes, migration trends, alerts and warrants, 
characteristics protected from discrimination may legitimately form part of the reason why an 
individual may be investigated or why adverse action is taken. The legitimacy of any actions 
is based on these migration related factors, and not the characteristic itself. Actions taken 
against an individual that are based only on the characteristics protected from discrimination 
are unlikely to be legitimate for the purposes of the RBDES. 

57. This paragraph also provides that if there is any adverse action taken against an individual 
because of information exchanged through the RBDES, the individual should be notified of 
the information exchanged and given an opportunity to comment on it. This provision arises 
from the fundamental principle of procedural fairness, enshrined in the Universal Declaration 
of Human Rights and the International Covenant on Civil and Political Rights.

58. The decisions that result from the identification and verification process can have significant 
positive or negative outcomes for the individual. Positive outcomes can include faster approval 
of travel and visa applications, recognition of refugee status or other vulnerable person status, 
and issuance of replacement travel documents. Negative outcomes may include denial of 
entry into a country, removal from a country, or denial of refugee or other protections. In 
these circumstances, these decisions can adversely affect an individual. Under the principle 
of procedural fairness, Participating Members should provide the affected individual with 
an opportunity to comment on the information that formed the basis for making adverse 
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decisions against them. Providing individuals with an opportunity to know the information 
used against them gives individuals an opportunity to correct any inaccurate information or 
explain the circumstances for that particular information. Any correction or explanation may 
ultimately assist with identification, verification, investigation and decision-making processes. 

Paragraph 21 – Protection of vulnerable individuals

59. This paragraph provides that Participating Members will take steps to ensure the necessary 
and appropriate protection of vulnerable individuals when exchanging information about 
that individual. The groups of vulnerable individuals identified are asylum seekers, refugees, 
stateless persons, victims of torture or cruel, inhumane or degrading treatment, victims of human 
trafficking, children, women, and migrant workers. These groups have been identified as 
vulnerable because they are in positions where they are disadvantaged physically, emotionally, 
psychologically, politically, socially and economically. The Terms of Use only create the general 
requirement of protection and, apart from the specific measure provided in paragraph 22, 
do not specify exactly the measures Participating Members are expected to take. It is up to 
individual Participating Members to consider the particular vulnerability of the individual and 
act accordingly in the circumstances of each case.

60. For example, Participating Members may conduct victim-centered screening processes 
to quickly identify vulnerable persons. Participating Members may consider prioritizing and 
expediting certain categories of vulnerable persons to reduce any periods of investigation and 
detention. During the identification stage, Participating Members should apply a presumption 
of treating potential victims of human trafficking as victims for the purpose of initial assistance 
and protection. Such a presumption ensures that potential victims of trafficking are afforded the 
rights and protections victims of trafficking are entitled to, at least until the identification stage 
is complete and the presumption is proven otherwise. If an individual is a child or otherwise 
has limited understanding of what might occur if the individual provides biometric data, the 
Participating Member can take measures to ensure that the individual understands what is 
being notified to them. The Participating Member may explain precisely to the individual the 
possible consequences of providing biometric data for exchange through the RBDES. The 
Participating Member may explore whether the individual may have an appropriate legal 
guardian to act as their authorized representative.

61. Participating Members may also decide that, given the particular vulnerabilities of the individual, 
biometric data exchange is not appropriate. An individual might be too young or incapacitated 
to understand the consequences even if the consequences have been adequately explained 
to them.

Paragraph 22 – Specific protection of asylum seekers and refugees

62. This paragraph provides a specific measure intended to protect the personal information of 
asylum seekers, refugees, and individuals who have raised a claim of persecution or torture, 
cruel, inhumane or degrading treatment against a country or government agency. The specific 
measure is that a Participating Member must not exchange information about any individuals 
with the country of origin or nationality unless certain circumstances exist. 

63. A Participating Member may only exchange information with an individual’s country of 
nationality or origin in circumstances where:

a. there is express and specific written consent from the individual or a representative of the 
individual, 
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b. the Participating Member, after undertaking a victim-centered screening process and 
specifically asking the individual about whether they fear any harm from their country of 
origin or nationality, is satisfied that the individual has not expressed any fear of persecution 
or torture,

c. there is a national asylum and complementary protection system, and the Participating 
Member is satisfied that the individual has not made a claim of fear of persecution or torture, 

d. there is a legal determination under the Participating Member’s national asylum and 
complementary protection system that the individual is not a refugee or victim of torture, 
and where all legal avenues for review have been exhausted, or

e. the UNHCR has made a final determination that the individual is not a refugee or victim of 
torture, and all avenues for review have been exhausted.

64. Consistent with the principle that an individual will retain control of their information, if the 
individual, having been clearly notified of the intention to exchange personal information with 
the country of origin or nationality, freely and expressly gives written consent, the Participating 
Member can exchange information with the country of origin.

65. A national asylum and complementary protection system is a national system, enshrined in 
law, which allows an official of the Participating Member to make a determination of whether 
an individual is a refugee consistent with the Refugees Convention, and if not, whether 
an individual will face harm amounting to torture and is therefore in need of international 
protection. All legal remedies for review of this determination must have been exhausted in 
order for a Participating Member to exchange information with the country of origin.

66. A victim-centered screening process is a screening process where there is a focus on the 
needs and concerns of the individual to ensure that services are delivered in a compassionate, 
sensitive and non-judgmental manner. This approach ensures that Participating Members 
query in a manner where the individual is given a meaningful opportunity to express any 
fears of persecution or torture. During the process, the individual concerned should also be 
informed of the purposes of collecting data, exchange with other countries (including the 
country of origin), the consequences of such exchange, and the individual’s right to object. 
Participating Members must be satisfied that there is no expression of any fear. If there is any 
expression of fear, regardless of whether the Participating Member considers that fear well 
founded or not, this requirement is not met. 

67. In all cases where a claim of persecution or torture has been made, the Participating Member 
must not reveal to the country of origin or nationality that such a claim has been made.

68. This safeguard is necessary because the disclosure of personal information to a country of 
origin may have serious consequences for the individual. Exchanging personal information 
with the country of origin, including the fact that the individual has applied for asylum, may 
in itself aggravate the individual’s position with the country of origin. This may form a basis 
of persecution. Another possible adverse consequence is that the exchange of personal 
information may endanger relatives or associates of the asylum seeker remaining in the 
country of origin and may lead to a risk for retaliatory or punitive measures by the national 
authorities against them.

69. This risk of harm is increased in practice because of difficulties with being able to identify 
the individuals who may fear persecution or torture. Individuals themselves may not be able 
to express their fears, or know that these fears may trigger safeguards for their protection. 
Frontline immigration and border officers may also not know about these risks, and may not 
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adequately enquire about any fears of persecution or torture. 

70. The RBDES Manager can assist in training Participating Members, National Accountability 
Officers and frontline officers in all aspects of this safeguard.

Paragraph 23 – General right to privacy

71. This paragraph provides that Participating Members shall respect the privacy of individuals. 
The respect for the privacy of individuals is the key principle that underpins the privacy and 
data protection paragraphs in this section. The right to privacy is a right found in the Universal 
Declaration of Human Rights, the International Covenant on Civil and Political Rights, the 
Convention on the Rights of the Child, and in numerous constitutions, domestic laws and 
policies of Bali Process members. 

72. This paragraph also provides that Participating Members will conduct Privacy Impact 
Assessments (PIA) to assess the privacy risks when exchanging personal information. 
Conducting a formal PIA is the primary method for countries and organizations to assess 
the privacy risks of any proposed project. Participating Members may choose to assess the 
privacy risks on a case-by-case basis, upon entering into each Associated Arrangement, or 
upon general participation in the RBDES. It is important to conduct an assessment of the 
privacy risks prior to participation so that Participating Members can understand the privacy 
risks and develop ways to mitigate those risks. Privacy risks should also be assessed upon 
any modification to the Participating Member’s participation and use of the RBDES. Risk 
assessment will help build trust and confidence in the member’s participation in the RBDES 
among other Participating Members and the public in general. 

73. This paragraph also provides that Participating Members will take measures to reduce the 
impact of any actions taken under this RBDES on the individual’s privacy. The minimum 
safeguards outlined in the Terms of Use are a starting point for the measures that can be taken 
to reduce the impact on an individual’s privacy. These minimum safeguards are derived from 
the privacy principles outlined in the OECD Guidelines and the APEC Privacy Framework. 
Participating Members may also mutually decide to establish additional safeguards in their 
Associated Arrangements under paragraph 5(j) of the Terms of Use.

Paragraph 24 – Collection of personal information

74. This paragraph provides that personal information will be collected by lawful and fair means and 
that, unless otherwise authorized by law, individuals will be notified of the identity verification 
purpose for which their personal information has been or will be collected. To the greatest 
extent possible, notification will occur through means which the individual can understand. 
“Lawful and fair means” means that Participating Members must have lawful authority to 
collect personal information and that collection must be fair and not made under coercion or 
false pretenses. This safeguard reflects the Collection Limitation and Purpose Specification 
Principles of the OECD Guidelines and the Notice and Collection Limitation Principles of the 
APEC Framework.

75. The paragraph also provides the exception of being “otherwise authorized by law”. This 
exception removes the notification requirement where there is legal authority to collect, use 
and disclose personal information without notification. There will be circumstances where the 
safeguards relating to privacy need to be balanced against legitimate purposes, such as where 
it is necessary to protect national security, public order, public health or morality, as well as, 
among other things, the rights and freedoms of others, especially persons being persecuted. 
In these circumstances, the derogation of the need for notification can be legitimate in cases 
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where it is authorized by law and is necessary that the individual should not know that they 
are being investigated.

76. Notification of the identity verification purpose will ordinarily include notification of what 
information is being collected, why the information is being collected, which agencies are 
collecting the information, how the information will be used, for how long the information will 
be retained, and to which agencies information may be exchanged. Adequate notification can 
only occur if individual can understand the substance of what is being notified. To achieve 
this, notification should occur in a language and through methods which individuals can 
understand. 

77. This safeguard applies at all times when personal information is being collected. This not 
only includes the collection of personal information from a person of interest by a Requesting 
Member, but also includes the original collection of personal information from all individuals 
when establishing a Participating Member’s biometric database. The RBDES Manager can 
assist Participating Members in developing tools and templates to notify an individual of the 
purpose for which information is being collected.

Paragraph 25 – Informed consent of the individual

78. This paragraph provides that the informed consent of the individual should be obtained prior 
to the collection, use and disclosure of their personal information. This safeguard reflects the 
basic requirement of informed consent that underpins the right to privacy generally, and also 
reflects the Collection Limitation and Use Limitation Principles of the OECD Guidelines and 
Collection Limitation and Use of Personal Information Principles of the APEC Framework.

79. “Informed consent” can be obtained by various means. The most direct means is through the 
individual providing express oral and/or written consent. Another means is through implied 
consent arising from the individual’s knowledge and conduct. For example, an individual 
can be made aware of the collection, use or disclosure of their personal information through 
notices that are displayed at border crossings, airports, immigration check points, and, most 
significantly, at the point of biometric collection. Individuals should be notified in the language 
that they can understand. Once informed, if the individual freely proceeds to provide that 
personal information, the individual can be considered to have given implied consent by 
conduct. The RBDES Manager can assist Participating Members in developing tools to obtain 
an individual’s informed consent.

80. The paragraph also provides the exception of being “otherwise authorized by law”. This 
exception removes the requirement for informed consent where there is legal authority to 
collect, use and disclose personal information without that individual’s consent. There will 
be circumstances where the safeguards relating to privacy need to be balanced against 
legitimate purposes, such as where it is necessary to protect national security, public order, 
public health or morality, as well as, among other things, the rights and freedoms of others, 
especially persons being persecuted. In these circumstances, the derogation of the need for 
consent can be legitimate in cases where it is authorized by law and is necessary that the 
individual should not know that they are being investigated.

81. If the Participating Member has the legal authority to collect, use and disclose personal 
information without that individual’s consent, the Participating Member will notify the individual 
concerned of this fact. This is to ensure that, as a minimum, the individual is made aware that 
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personal information is being legally collected, used and disclosed without their consent.

Paragraph 26 – Use and disclosure of personal information

82. This paragraph provides that the use and disclosure of personal information should be 
compatible with the purpose notified to the individual at the time of collection (see also 
paragraph 24). “Use” includes any action that a Participating Member undertakes in relation 
to personal information between the times that that information is collected and destroyed. 
Within the context of the RBDES, “use” would ordinarily involve matching, processing and 
disclosing biometric and biographical data. This safeguard ensures that the use and disclosure 
of personal information remains compatible with the original purpose that was notified to the 
individual. This safeguard reflects the Purpose Specification and Use Limitation Principle of 
the OECD Guidelines and the Use of Personal Information Principle of the APEC Framework.

83. Compatibility between the original and current purposes will be determined on a case by case 
basis and will depend upon the relationship between the purpose originally notified to the 
individual and the purpose of the intended use of the personal information. A key consideration 
will be whether the matching, processing and disclosure of the information is conducted in a 
way that the individual who supplied that information would expect it to be used. 

84. This paragraph also specifies that personal information should only be matched with information 
that was obtained for a national identification, law enforcement, people smuggling, migration, 
trafficking in persons or related transnational crime purpose. This safeguard restricts the 
pool of potential information databases to those most relevant and compatible to identity 
verification and, for example, is intended to prevent matching with information from social 
security, taxation and other financial databases.

85. This paragraph also provides the exception where “there is authorization by law or 
subsequent consent from the individual to use or disclose the personal information for 
another purpose”. In the first case, this exception allows for personal information to be used 
and disclosed for another purpose if there is proper legal authority to do so. Similar to the 
discussion above in relation to paragraph 25 of the Terms of Use, there will be circumstances 
where the safeguards relating to privacy need to be balanced against legitimate purposes, 
such as where it is necessary to protect national security, public order, public health or morality, 
as well as, among other things, the rights and freedoms of others, especially persons being 
persecuted. In these circumstances, the derogation of the need for purpose compatibility can 
be legitimate in cases where there is authority from the law. 

86. In the second case, this exception also allows for personal information to be used and 
disclosed for another purpose if there is subsequent consent from the individual. This in effect 
allows for consent to be updated according to the changing requirements of the Participating 
Member.

Paragraph 27 – Accuracy of data

87. This paragraph provides that any personal information exchanged between Participating 
Members should be relevant, complete, accurate and up to date. Only “relevant” information 
should be kept and exchanged by the Participating Members to ensure that there is no 
data mining about individuals for which there is no legitimate identity verification purpose. 
Maintaining and providing only relevant information also ensures that verification processes 
remain effective and efficient. This complements paragraph 5(e) of the Terms of Use which 
requires any information exchanged to be necessary and directly relevant to the purpose and 
scope provided under paragraphs 2 and 3 of the Terms of Use. Information should also be 
“complete” and “accurate” to ensure that verification and other decisions are not made on the 
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basis of incomplete or inaccurate information. 

88. Similarly, information should be kept “up to date” to ensure that the verification process does 
not rely on out of date personal information. Examples of out of date biometric data include 
facial images of children that are no longer current because they have developed into young 
adults and adults, facial images of victims of violence that do not depict the alterations to 
their face because of violence or surgery, and fingerprint images that do not reflect changes 
caused by damage to an individual’s hands or loss of limbs. This safeguard reflects the Data 
Quality Principle of the OECD Guidelines and the Integrity of Personal Information Principle of 
the APEC Framework.

89. This paragraph also provides that individuals will be given the opportunity to access and 
correct their personal information, unless a Participating Member’s domestic law states 
otherwise. The ability to access and correct personal information is significant not only to 
protect personal privacy, but also to ensure that the information on which the verification 
process is based remains relevant, complete, accurate and up to date. This ensures that the 
verification process maintains its integrity. This safeguard reflects the Individual Participation 
Principle of the OECD Guidelines and the Access and Correction Principle of the APEC 
Framework.

90. This paragraph also provides that Participating Members are expected to inform relevant 
parties about any inaccurate information exchanged through the RBDES and seek to 
correct that information. This safeguard ensures that inaccurate information, once identified, 
is corrected and exchanged between Participating Members to reduce the risks of other 
Participating Members using, or continuing to use, inaccurate information received through 
the RBDES in their verification processes. 

Paragraph 28 – Data retention

91. This paragraph provides that personal information exchanged through the RBDES will only be 
retained for as long as it is necessary for the purposes for which it was exchanged, consistent 
with the purpose and scope identified in paragraphs 2 and 3. This safeguard ensures that 
personal information is not retained for longer than is necessary. Limiting the amount of 
personal information held is important to reduce the potential harm caused in the event of any 
misuse of personal information or breach of the system that holds the personal information. 
For Requesting Members, this means that any personal information exchanged will be retained 
for as long as it is necessary for the identification or identity verification purpose for which the 
request was made, unless a Participating Member’s domestic law provides otherwise. For 
Responding Members, personal information should not be retained once the request and 
response has been completed.

92. This paragraph provides that the System will not retain any personal information once personal 
information has been transmitted between Participating Members.

93. This paragraph provides that Participating Members should destroy the personal information 
once it is no longer necessary for the purpose for which it was exchanged, in accordance 
with the relevant Associated Arrangements and domestic law and policy. The reference to 
“domestic law and policy” is an acknowledgement that Participating Members may have laws 
and policies that require that official information be held for a specified period of time for 
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administrative, archival or other reasons.

Paragraph 29 – Data security

94. This paragraph provides that Participating Members are expected to maintain secure domestic 
systems that protect information, including personal information used through the RBDES. 
The secure domestic system should protect the information from loss or unauthorized access, 
destruction, use, modification or disclosure. The domestic system should also have a minimum 
number of users and an ability to log user access to limit the risk of breaches arising from 
imposters and other unauthorized use of legitimate user accounts. These requirements reflect 
the Security Safeguards Principle under the OECD Guidelines and the APEC Framework.

95. Both the System that supports the Framework and the domestic systems used by 
Participating Members to engage with the System should comply with this paragraph. The 
Service Arrangements provide more specific technical requirements relating to the security of 
the domestic system used by Participating Members.

Paragraph 30 – Users and accountability

96. This paragraph provides that each Participating Member will designate a department or 
ministry to act as the focal point for requests and responses made through the RBDES. The 
department or ministry will designate a National Accountability Officer who will be responsible 
for the operation of the Participating Member’s systems and processes in a way that is 
consistent with the Terms of Use and any Associated Arrangements. This paragraph requires 
Participating Members to establish procedures to notify each other and the RBDES Manager of 
the designations. This paragraph reflects the Accountability Principles in the OECD Guidelines 
and the APEC Framework.

Paragraph 31 – Services provided by third parties

97. This paragraph provides that Participating Members must ensure that third parties that 
are engaged under this RBDES must also comply with the Framework. It is likely that 
many Participating Members will engage with third parties, particularly information technology 
companies, to develop the technology systems related to the management of biometrics 
in their own country or organization. It is also possible that technology companies may be 
engaged to assist in managing and operating the developed technology systems. In these 
circumstances, there is a possibility that these technology companies will have access to 
the personal information collected, used and disclosed through the RBDES. This safeguard 
is provided, in addition to the provisions for disclosures to third parties under paragraph 
31, so that Participating Members have the responsibility to ensure that any third parties, 
including but not limited to the example provided here, also comply with the Terms of Use 
and any Associated Arrangements. It is likely that the most appropriate method of ensuring 
compliance is through creating contractual obligations with the third party.

Paragraph 32 – Disclosure to a third party

98. This paragraph ensures that information will not be disclosed to a third party unless disclosure 
is required by law or there is consent from the Participating Member that provided that 
information. The Participating Member may place restrictions on the use and disclosure of that 
information. Anticipated disclosures to third parties include, but are not limited to, disclosures 
to other Participating Members and States, freedom of information disclosures to journalists 
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and subpoenas during judicial processes.

99. The circumstances that are “required by law” include any compulsory orders of a judicial body, 
parliamentary process or executive authority that compels disclosure, or access to information 
legislation that creates a right for individuals and third parties to access information. These 
examples are not exhaustive. “Required by law” has a different meaning from “authorized by 
law”. If disclosure is “required”, there is an element of compulsion involved, while if disclosure 
is simply “authorized”, Participating Members have the authority to disclose but are not 
necessarily compelled to disclose. 

100. This safeguard applies to all information exchanged through the RBDES and applies in addition 
to the safeguards relating to the use and disclosure of personal information. When deciding 
whether to disclose information that is personal information to a third party, the Participating 
Member must also comply with paragraphs 24 and 25 of the Terms of Use relating to consent 
and the use and disclosure of personal information.

Section V: Final Paragraphs

Paragraph 33 – Responsibilities

101. This paragraph provides that each Participating Member will be responsible for the actions 
and decisions made by them based on any information exchanged through the RBDES. It is 
expected that Participating Members will exchange information in good faith and in the spirit 
of regional cooperation. Participating Members are expected to provide information that is 
relevant, accurate, complete and up-to-date. Participating Members are ultimately responsible 
for any action taken on an individual and the integrity of that decision.

Paragraph 34 – Costs 

102. This paragraph provides that each Participating Member will be responsible for their own costs 
of their use of the System. The management of costs associated with the use of the RBDES 
will be a matter for Participating Members. It is not intended during the initial implementation 
stage that Participating Members contribute to the development or management of the 
System. 

Paragraph 35 – Amendment 

103. This paragraph provides that the Oversight Committee may recommend to the Bali Process Ad 
Hoc Group Senior Officials amendments relating to the Terms of Use, these explanatory notes 
or the terms of reference for the Oversight Committee. The Oversight Committee will make the 
recommendation following consultation with Bali Process members. After the recommended 
amendment has been notified to the Bali Process Ad Hoc Group Senior Officials, the Senior 
Officials will have 90 days to make any objections. If no objections have been made during this 
time, the recommended amendment will take effect once the 90 day notification period ends. 

104. This paragraph also provides that any amendments made to the Terms of Use will 
automatically be incorporated into any Associated Arrangements. This provision means that 
once amendments have been endorsed by the Bali Process Ad Hoc Group and have been 
notified to National Accountability Officers, they will automatically apply to all Associated 
Arrangements without Participating Members needing to amend individual Associated 
Arrangements. Participating Members will need to continue to review their Associated 
Arrangements to ensure that there is continued compatibility between the amended Terms of 

 E
XP

LA
N

AT
O

R
Y

 N
O

TE
 F

O
R

 T
H

E
 T

E
R

M
S

 O
F 

U
S

E



REGIONAL SUPPORT OFFICE THE BALI PROCESS 49

Use and Associated Arrangements.

Paragraph 36 – Survival of minimum and additional safeguards

105. This paragraph provides that in the event of any termination, suspension or cancellation of 
participation in the RBDES, the minimum and additional safeguards provided under the Terms 
of Use and any Associated Arrangements will continue to have effect. This provision is required 
because even when participation is terminated, suspended or cancelled, personal information 
exchanged through the RBDES may still be held by suspended or former Participating 
Members. The minimum safeguards and the additional safeguards are connected directly to 
personal information and not to participation by members. Any safeguards should continue to 
have effect as long as that personal information continues to exist and be held by members.

Paragraph 37 – Disputes 

106. This paragraph provides that all disputes under the RBDES will be settled amicably through 
consultation or negotiation between the Participating Members concerned through diplomatic 
channels and not through any other third party or international tribunal. This paragraph 
means that there will be no referral of disputes to outside third parties or tribunals such as 
an independent arbitral tribunal or the International Court of Justice.

107. Participating Members may agree otherwise in any Associated Arrangements. 
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Contact 

Regional Support Office - The Bali Process
27th Floor Rajanakarn Building 

3 South Sathorn Road, Sathorn Bangkok 10120, THAILAND
Tel. +66 2 343 9477  Fax. +66 2 676 7337

info@rso.baliprocess.net

http://www.baliprocess.net


