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The Bali Process on People Smuggling, Trafficking
in Persons and Related Transnational Crime (the Bali
Process) was established in 2002 and is a voluntary and
non-binding regional consultative process co-chaired by the
Governments of Australia and Indonesia and comprising
over 45 member countries and organizations.
Queries about this policy framework should be addressed
to the Regional Support Office (RSO) to the Bali Process at:
Email: info@rso.baliprocess.net RSO website:
http://www.baliprocess.net/regional-support-office
Published December 2015.
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Foreword
Since its inception in 2002, the Bali Process on People Smuggling,
Trafficking in Persons and Related Transnational Crime (Bali Process) has
effectively brought together its 48 member countries and organizations
to raise regional awareness of the consequences of people smuggling,
trafficking in persons and related transnational crime, and develop and
implement strategies and practical cooperation in response. Exchange
of information and best practices has been a strong focus for the Bali
Process membership.
The Regional Support Office of the Bali Process (RSO) was established to operationalize the Regional
Cooperation Framework of the Bali Process. Under the Regional Cooperation Framework, member
States are encouraged to enter into practical arrangements to address irregular migration, people
smuggling, human trafficking and related transnational crime which, among other things, “support
and promote increased information exchange, while respecting confidentiality and upholding the
privacy of affected persons.”
Senior Officials at the Eighth Bali Process Ad Hoc Group Meeting endorsed the Bali Process Strategy
for Cooperation: 2014 and Beyond, which directed the RSO to explore opportunities to expand the
outcomes of existing bilateral and multilateral biometric data sharing arrangements. With oversight
from a Biometric Data Exchange Review Committee, the RSO developed a policy framework for the
Regional Biometric Data Exchange Solution to facilitate greater biometric data exchange between
Bali Process member States.
This policy framework is designed to provide Bali Process members with an inclusive, non-binding
and voluntary framework that aligns with domestic laws and international standards. The policy
framework not only facilitates timely and secure exchange of biometric data, and biographical
data where appropriate, but also strengthens bilateral and multilateral relationships Bali Process
members. This framework aims to enhance the timely exchange of information that is important to
combatting people smuggling, trafficking in persons, and related transnational crimes.

Lisa Crawford
RSO Co-Manager (Australia)

ii

Bebeb A.K.N. Djundjunan
RSO Co-Manager (Indonesia)
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INTRODUCTION
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1. Introduction

INTRODUCTION

The Asia-Pacific region is characterized by dynamic and diverse forms of migration. Regional
cooperation has become increasingly important to manage the movement of people across borders,
particularly to effectively combat transnationally operating criminal networks, protect vulnerable
populations and address the challenges posed by those exploiting the gaps in border security and
intelligence systems.
Criminal networks actively seek to exploit weaknesses in migration and border management systems,
including through identity fraud and using fraudulent travel documents. Addressing the cross-border
exploitation of these weaknesses requires cross-border solutions based on the principles of regional
cooperation, collective responsibility and burden sharing. There is a growing demand among Bali
Process member States for programmes to help build national and regional capacities in areas such
as identification and verification of travelers’ identities, early detection of identity fraud, fraudulent
documents, and sharing of immigration information.
The identity verification process is a key component of managing the movement of people across
borders, and biometric technology can be an integral component of this process. However in many
instances, the information domestically available to individual members may not be enough to identify
an individual or verify his or her identity. Members’ identity verification processes would be enhanced if
members could exchange biometric information and utilize the resources and biometric databases of
partnering members. Exchange of biometric data, and biographical data where appropriate, should
occur in a lawful manner that is consistent with international legal obligations and national privacy
laws. Currently, no mechanisms exist that allow all Bali Process members to securely exchange
biometric data specifically for migration and border management purposes.
In this context, at the 8th meeting of Bali Process Ad Hoc Group Senior Officials, participants
endorsed the Bali Process Strategy for Cooperation: 2014 and Beyond, which directed the Regional
Support Office of the Bali Process (RSO) to explore opportunities to expand the outcomes of existing
bilateral and multilateral biometric data sharing arrangements.
Due to interest from Bali Process members to develop arrangements for biometric data exchange, the
RSO has developed a policy framework for a Regional Biometric Data Exchange Solution (RBDES).
The RBDES facilitates harmonized, secure and timely exchange of biometric data, and biographical
data upon a positive match, between interested Bali Process members. Exchange of data will be for
identification and identity verification purposes and be consistent with member States’ national laws
and international standards.
The RBDES aims to contribute to the early detection of irregular migration, smuggling and trafficking
of people, detection of fraudulent documents and false identities, and provide evidence for
the investigation and prosecution of these crimes. The RBDES also has the potential to assist
in identifying vulnerable migrants, including victims of human trafficking, and to provide a timely
and efficient identification mechanism for refugee and asylum seeker claims. The RBDES will
foster greater regional cooperation to reduce irregular people movement by enabling members to
exchange information in a consistent and harmonized manner by aligning legal, technical, privacy
and operational processes with domestic and international frameworks.
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The RBDES has been designed to complement existing arrangements to share immigration
information available to selected Bali Process members, to avoid duplication and ensure maximum
efficiency and effectiveness for participating Bali Process members (Participating Members). The
RBDES is a simple channel of communication which allows Participating Members to exchange
biometric data, and biographical data upon a positive match, with other Participating Members
through a secure IT system (the System). The System is currently being developed by the Australian
Government.

Participation is achieved upon interested Bali Process members notifying the RBDES Manager that
they have entered into bilateral or multilateral arrangements to exchange biometric and biographical
data with other interested Bali Process members. These arrangements are known as “Associated
Arrangements” under the RBDES. A Terms of Use will commonly apply to all Participating Members.
The Terms of Use and Associated Arrangements form the policy framework that regulates the use
of the System (Framework).
Under the Framework, the System will serve as an initiating point in the identity verification
process, acting as a simple link between Participating Members to check whether there are any
biometric matches. The exchange procedure established under the Framework will result in a
“match”, “no match” or “error” response. If there is a “match” response, the Responding Member
may provide the name, date of birth, nationality and passport number of the matched individual
to the Requesting Member. The System will only retain data for the duration of the transaction
between Participating Members. It is expected that the exchange of data will occur only in high value
cases in order to maximize the effectiveness of each biometric data exchange between Participating
Members. High value means members will exchange biometric data only where they consider that
there is a high need or high likelihood of an outcome that is valuable to members. Participating
Members can outline in their arrangements the high value circumstances in which biometric data will
be exchanged, and the maximum number of exchanges expected to occur in one year.

INTRODUCTION

Participation in the RBDES is voluntary, non-binding and members can opt in and opt out of the
RBDES at any time. Any endorsement of the RBDES by Bali Process members does not commit
any member to using the RBDES.

In developing the Framework, the RSO has taken into account legal and policy considerations,
including human rights and privacy issues, and biometric standards and capabilities. The RSO
has sought to strike a balance between establishing a harmonized approach to biometric and
biographical data exchange and meeting the specific and diverse requirements of the Bali Process
membership. Human rights and privacy safeguards have been built into the Framework and the
System to provide a substantial level of human rights and privacy protection for individuals. These
minimum safeguards will be applicable to all Participating Members and will help to build trust and
confidence in the RBDES.
The human rights safeguards relate to anti-discrimination, due process, and the general protection of
vulnerable persons. Information will only be exchanged with countries of origin or nationality in certain
circumstances which protect the confidentiality of the information of asylum seekers, refugees and
victims of torture, cruel, degrading and inhumane treatment. These safeguards are drawn from and
are consistent with international legal obligations contained in the Universal Declaration of Human
Rights, the International Covenant on Civil and Political Rights, the Convention relating to the Status
of Refugees and its Protocol, the Convention Against Torture, and other international human rights
instruments.
The privacy safeguards include requirements relating to notification of the purpose of the collection
and use of personal information (unless otherwise authorized by domestic laws), obtaining informed
REGIONAL SUPPORT OFFICE THE BALI PROCESS
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consent (unless otherwise authorized by domestic laws), data retention, data security, and data
integrity. These privacy safeguards are drawn from the OECD Guidelines on the Protection of Privacy
and Transborder Flows of Personal Data and the APEC Privacy Framework and have been adapted
specifically for the RBDES. A Privacy Impact Assessment has been conducted to address and
minimize any privacy concerns to ensure that the Framework provides adequate privacy protection
for individuals and their personal information.
The RSO’s development of the policy framework of the RBDES involved rigorous consultation with
Bali Process members and stakeholders. The RBDES was developed with oversight by a Biometric
Data Exchange Review Committee, individual consultation with Bali Process members, and written
consultation with the full Bali Process membership. The Review Committee was co-chaired by the
Government of Australia and the International Organization for Migration, supported by delegates
from the Governments of Bhutan, Indonesia, New Zealand, the Philippines, Thailand and United
Nations High Commissioner for Refugees (UNHCR).
Upon the endorsement of the RBDES, an Oversight Committee will be established to govern
the ongoing implementation and operation of the RBDES. The Oversight Committee will meet at
least once a year, and will review the operation of the RBDES, review any reports made about the
RBDES, discuss any concerns, improvements, amendments to the RBDES, and conduct audits
of the RBDES. The Oversight Committee will be responsible for action in the event of any breach
of the Framework. Appropriate actions that can be taken include publically publishing reports or
communications relating to any breach and suspension or cancellation of member participation in
the event of a breach.
With continued use of and confidence in the RBDES, the RBDES can be further amended and
refined to meet any changing needs of Participating Members and the Bali Process in general.
Given the above features and considerations, the RSO is confident that the RBDES can be an
effective tool for the timely and secure exchange of biometric and biographical data for the purpose
of identity verification to address irregular migration, people smuggling and human trafficking and
enhance border protection.
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Since the launch of the Bali Process on People Smuggling, Trafficking in Persons and Related
Transnational Crime in 2002, Bali Process members have sought to develop more harmonized
responses to irregular migration, people smuggling, trafficking in persons and related transnational
crime through regional cooperation. There is a growing demand among Bali Process member States
for programmes to help build national and regional capacities in border management areas such as
the establishment and verification of travelers’ identities, early detection of identity fraud, fraudulent
documents and other criminal activities, and sharing of immigration information.
The identity verification process is a key component of managing the movement of people across
borders. This process depends on countries having the capability to ensure that individuals who
present at borders or engage in migration processes are genuine. The effective determination of
the identity of migrants assists countries in combating identity fraud, deciding whether to grant
individuals entry and departure visas, facilitating regular migration, ensuring secure borders, and
assisting with voluntary returns.
Biometrics can be an integral component of the identity verification process. Biometrics (or
biometric recognition) is defined by the International Standardization Organization as the “automated
recognition of individuals based on their biological and behavioral characteristics.” The biological and
behavioral characteristics are those from which distinguishing, repeatable biometric features can be
extracted for the purpose of biometric recognition. Biometrics can include fingerprint recognition,
face recognition, DNA matching, eye (iris and/or retina) recognition, and signature recognition. Based
on current adopted technologies by both government and private entities, fingerprint and facial
images are the most widely used form of biometric data.

INTRODUCTION

2. Background

Biometrics is a form of identification that is more universal, more accurate and more difficult to falsify
than other forms of identification such as physical passports and travel documents. For these reasons,
biometric data is emerging as a technology that countries increasingly utilize to assist in identifying
and verifying the identity of individuals for many purposes, including to combat identity fraud as part
of irregular migration, people smuggling and human trafficking. While biometric technology is not
infallible and it will not, by itself, be the complete solution to combating identity fraud, it can be an
important component of the solution.
In addition to assessing the authenticity and consistency of an individual’s travel documents, the
identity verification process can also include collecting the individual’s biometric data and checking
this against the biometric data contained in the individual’s travel documents or the member’s own
biometric databases. However, members’ databases may not have sufficient information to verify the
identity of the individual, particularly if it is the first time that the individual has entered the territory of
the member or has been captured in that member’s migration and biometric databases. Members’
identity verification processes would be enhanced if they could exchange biometric data, exchange
biographical data upon a positive match, and utilize the resources and biometric databases of
partnering members in a lawful manner that is consistent with international legal obligations and
national privacy laws.

REGIONAL SUPPORT OFFICE THE BALI PROCESS
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The exchange and matching of biometric data alone will not provide the complete solution to
identification issues and identity fraud. However, exchange and matching between partnering
members will provide a useful link for members for further cooperation and investigation. Within
the migration context, potential uses of biometric data exchange for identification and verification
purposes include, but are not limited to:
Checking of visa applicants, migrant workers, displaced persons, asylum seekers, residency
applicants and transit passengers to confirm their identity;
Checking of travelers or migrants to determine whether they are victims of human trafficking;

INTRODUCTION

Checking of visa applicants to determine whether known or suspected sex tourists/sex
offenders, known or suspected terrorists (including foreign fighters), engaged in serious
criminal activity or involved in funding/collecting donations for prescribed organizations;
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Checking of visa applicants and persons seeking protection to determine whether they are
making asylum claims in multiple jurisdictions and are “forum shopping”;
Assessing asylum seekers or displaced persons who have already received protection from a
3rd country (country of first asylum) or have been registered as a refugee by the UNHCR;
Supporting Assisted Voluntary Return and Reintegration (AVRR) programs;
Re-documenting genuine visa or passport holders who have had their travel document lost/
stolen/withheld;
Checking of travel documents against white lists and black lists.
Currently, various information exchange mechanisms are available to some Bali Process members
that may assist to exchanging information between some members. These include the Five Country
Conference, Interpol’s i24/7 communication system and biometric databases, ASEANAPOL’s electronic ASEANAPOL Database System (eADS), Agreement on Information Exchange and Establishment of Communication between some ASEAN countries, UNODC Voluntary Reporting System
– Migrant Smuggling and Related Crime (VRS-MSRC), the APEC Regional Movement Alert System
(RMAS), as well as informal and ad-hoc arrangements between countries. However, no mechanisms
exist that allow all Bali Process members to securely exchange biometric and biographical data
specifically for migration and border management purposes. The RBDES has been designed to
complement these pre-existing arrangements to avoid duplication and ensure maximum efficiency
and effectiveness for Participating Members.

Policy Framework for the Regional Biometric Data Exchange Solution

The Regional Biometric Data Exchange Solution (RBDES) is a simple channel of communication
which allows participating Bali Process members to exchange biometric data, and biographical
data upon a positive match, with other participating Bali Process members in a timely, secure and
harmonized manner. Biometric and biographical data can be sent from one Participating Member to
one or more Participating Members through a secure IT system hosted by an RBDES Manager (the
System).
Participation in the RBDES is voluntary, non-binding and members can opt in and opt out of the
RBDES at any time. Participation is achieved upon interested Bali Process members notifying the
RBDES Manager that they have entered into bilateral or multilateral arrangements with other interested
Bali Process members to exchange data with those members. These bilateral and multilateral
arrangements are known as “Associated Arrangements” under the RBDES. A Terms of Use will
commonly apply to all Participating Members. The Terms of Use and Associated Arrangements form
the policy framework that regulates the use of the System (Framework).

3.1 Purpose of the RBDES

INTRODUCTION

3. Regional Biometric Data
Exchange Solution

The Regional Biometric Data Exchange Solution aims to:
• Facilitate secure and timely biometric and biographical data exchange between participating
Bali Process members in order to contribute to the early detection of irregular migration,
smuggling and trafficking of people and provide evidence for the investigation and prosecution
of these crimes.
• Enhance Bali Process member capacity to effectively respond to crimes of human trafficking
and people smuggling in the region and to provide protection for those in need.
• Develop a consistent and harmonized approach to data exchange and information sharing
that accommodates the diverse domestic contexts of members.
• Create an effective multilateral information exchange system that is consistent with diverse
domestic laws, including privacy laws, and international obligations.
• Provide timely and efficient identification and information exchange for processing refugee and
asylum seeker claims and assist in identifying vulnerable migrants.
• Foster greater regional cooperation to reduce irregular people movement by enabling
members to share information by aligning legal, technical, privacy and operational processes
with domestic and international frameworks.
• Promote greater regional cooperation between Bali Process member States and participating
organizations in sharing biometric data and other information.

REGIONAL SUPPORT OFFICE THE BALI PROCESS
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3.2 Key benefits of the RBDES
The RBDES will enhance Participating Members’ decision making in relation to border management
and migration processes by linking Participating Members with other Participating Members who
may have relevant and valuable information that can be used to verify an individual’s identity.

INTRODUCTION

Exchange is based on a request and response procedure and Participating Members can decide to
not respond to a request for any national security, public order, public health or other public policy
reason.
The System is being designed as a simple and user friendly channel for communication used to
securely connect members over the Internet. The System will be able to convert biometric formats
to assist with any interoperability issues, reducing concerns about different biometric formats used
between Participating Members. These features of the System will mean that the cost of using the
System is minimized for Participating Members.
The System is being designed to only retain data for the duration of the transaction between
Participating Members. Transmission through the System will only take seconds to complete,
depending on the speed of the data connections, the volume of transmissions and other technical
features. Participating Members will need to upload biometric data only when there is a need to
request information and respond to a request. This approach ensures that Participating Members
retain control of their own data and the privacy risk to individuals’ biometric data is significantly
reduced.
Within the Framework, the Terms of Use provides a harmonized approach to information exchange
among Participating Members, and provides human rights and privacy safeguards that are consistent
with international standards. This consistency in procedure and safeguards will help to build trust
and confidence in information sharing in general among Bali Process members as well as among
individuals and the public.
The Associated Arrangements allow interested Bali Process members to specify the exact exchanges
that will occur between Participating Members. For example, Participating Members can specify the
types of biometric data they will exchange, the circumstances in which exchange will take place, and
the biometric databases that will be used for matching.
The RBDES has been developed to account for the varying technological capabilities across the
region and to simplify implementation during the initial stages. However, both the System and the
Framework can continue to be developed and refined to meet the evolving needs of the Bali Process
and its members.
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3.3 Key roles and responsibilities
The key roles and responsibilities involved in the operation of the RBDES are outlined below.

Participating Members will be responsible for negotiating and entering into Associated Arrangements,
training users of the System and other officials, conducting privacy impact assessments, and ensuring
the security of their domestic systems. By participating in the RBDES, Participating Members will
comply with the Framework, in particular the human rights and privacy safeguards provided under the
Framework. While the RBDES is based on principles of regional cooperation, collective responsibility
and burden sharing, once data is exchanged, each Participating Member will be responsible for any
decisions or actions that they take.
National Accountability Officers are officials of the Participating Member who will be responsible for
the operation of the Participating Member’s systems and processes in a way that is consistent with
the Framework. Users of the System will be trained on the use of the System and its safeguards.
The RBDES Manager will manage member participation in the RBDES. The RBDES Manager will
continue to develop the RBDES, and explore any opportunities to provide training and assistance
to the Bali Process membership. It will also provide administrative assistance to the Oversight
Committee, report on the System at Bali Process meetings and act as a non-voting member of the
Oversight Committee.

INTRODUCTION

Biometric data will be provided to Participating Members by individuals. Where necessary, individuals
will also provide consent to collect, use and exchange their personal information. Under the
Framework’s privacy safeguards, individuals may request access to and correction of their personal
information, and have the opportunity to comment on any adverse information against them.

A System Administrator will manage the technical operation of the System. The System Administrator’s
responsibilities are outlined in the Service Arrangements contained in the Terms of Use. These
responsibilities include user management, handling of technical issues, reporting, managing business
rules, and making emergency technical changes to the System.
The Oversight Committee will govern the ongoing implementation and operation of the RBDES. Five
members of the Bali Process will be members of the Oversight Committee. The Oversight Committee’s
responsibilities are outlined in a Terms of Use and its Terms of Reference. The Oversight Committee’s
responsibilities include reviewing the operation of the RBDES, reviewing any communications,
incident reports or any other reports from the RBDES Manager and System Administrator, and
discussing any concerns, improvements, amendments to the RBDES. The Oversight Committee, if
it considers it appropriate to do so, may suspend or terminate a member’s participation if there has
been any breach.
The Oversight Committee may recommend amendments to the RBDES. The Bali Process Ad Hoc
Group Senior Officials will be responsible for raising any objections to amendments to the RBDES
recommended by the Oversight Committee.

REGIONAL SUPPORT OFFICE THE BALI PROCESS
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3.4 The Framework

INTRODUCTION

The Framework regulates the use of the System and provides principles regarding collection and
exchange of personal information. It is comprised of the Terms of Use and Associated Arrangements.
The Terms of Use establishes the standard rules for participation, and outlines the key responsibilities
of Participating Members, the request and response procedure for exchanging information, and
the common human rights and privacy safeguards to be applied to all Participating Members.
The Associated Arrangements outline the specifics of the bilateral or multilateral data exchanges
between Participating Members. Participating Members can specify, among other things, the types
of biometric data they will exchange, the circumstances in which exchange will take place, the
biometric databases that will be used for matching, and management of data by the Responding
Member.
In developing the Framework, the RSO has taken into account legal and policy considerations,
including human rights and privacy issues, and biometric standards and capabilities. The RSO has
sought to strike a balance between establishing a harmonized approach to biometric and biographical
data exchange through the Terms of Use and meeting the specific and diverse requirements of
individual Bali Process members through the Associated Arrangements.
Human rights and privacy safeguards have been built into the Framework to provide a substantial
level of human rights and privacy protection for individuals and information exchanged through the
RBDES. The human rights safeguards relate to anti-discrimination, due process, and protection
of vulnerable persons. Information will only be exchanged with countries of origin or nationality in
certain circumstances which protect the confidentiality of the information of asylum seekers, refugees
and victims of torture, cruel, degrading and inhumane treatment. These certain circumstances arise
where:
• there is express and specific consent from the individual,
• the Participating Member, after undertaking a victim-centered screening process and
specifically asking the individual, is satisfied that the individual has not expressed any fear of
persecution or torture,
• there is a national asylum and complementary protection system and the Participating
Member is satisfied that the individual has not made a claim of persecution or torture against
the country of origin,
• there has been a legal determination under a national asylum and complementary protection
system that the individual is not a refugee or a victim of torture, and all avenues for review have
been exhausted, or
• the UNHCR has made a final determination that the individual is not a refugee, and all avenues
for review have been exhausted.
These safeguards are drawn from and are consistent with international legal obligations contained in
the Universal Declaration of Human Rights, the International Covenant on Civil and Political Rights,
the Convention relating to the Status of Refugees and its Protocol, the Convention Against Torture,
and other international human rights instruments.
The privacy safeguards built into the Framework require Participating Members to:
• conduct privacy impact assessments,
• notify the individual of the purpose of collection and use of their personal information, unless
otherwise authorized by a domestic law,
• obtain informed consent from the individual, unless otherwise authorized by a domestic law,
12
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• only use personal information for a purpose compatible with the purpose that was notified to
the individual at the time of collection, unless there is subsequent consent from the individual
or authorization from the law,
• retain personal information only for the period necessary,
• maintain secure systems to protect information from loss or unauthorized access, destruction,
use, modification or disclosure,
• exchange only information that is relevant, complete, accurate and up-to-date, and

These privacy safeguards are drawn from the OECD Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data and the APEC Privacy Framework and have been adapted
specifically for the RBDES. A Privacy Impact Assessment has been conducted to assess and
minimize any privacy concerns to ensure that the Framework provides adequate privacy protection
for individuals and their personal information.

3.5 The System
Under the Framework, the System will serve as an initiating point in the identity verification process,
acting as a simple mechanism to check whether there are any biometric matches between
Participating Members. The exchange procedure established under the Framework will result in a
“match”, “no match” or “error” response. If there is a “match” response, the Responding Member
may provide the name, date of birth, nationality, and passport number of the matched individual. The
Responding Member may also provide additional information, through means outside of the System,
either through arrangements made through this RBDES or through other available mechanisms.

INTRODUCTION

• provide individuals with an opportunity to access and correct their personal information.

Any System being developed will only retain data for the duration of the transaction between
Participating Members. It is expected that the exchange of data will occur only in high value cases
in order to maximize the effectiveness of each biometric data exchange between Participating
Members. High value means members will exchange biometric data only where they consider there is
a high need or high likelihood of an outcome that is valuable to members. Participating members can
outline in their arrangements which high value circumstances biometric data will be exchanged, and
the maximum number of exchanges expected to occur in one year. To cater for different biometric
formats a conversion capability will be integrated into the System to provide maximum compatibility
and interoperability between Participating Members.
The System is being developed as a hub and spoke model. Under this model, data is transferred
from a Participating Member’s access point via a central router (the hub) to the access point of one
or more Participating Members.
Privacy considerations are being incorporated in the design of the System. Under the hub and
spoke model, the risk of data compromise is reduced because data will be routed through but
not stored in the System. Under this approach Participating Members can better control their data
without unnecessary interference or additional processing. This approach maintains better integrity
and control of transmitted data. Since data is only present during the end-to-end transmission the
cost of using the System is significantly lower and the system size is protected against unplanned
growth.

REGIONAL SUPPORT OFFICE THE BALI PROCESS
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3.6 Oversight Committee
As part of the implementation of the RBDES, an Oversight Committee will be established to govern the
integrity and ongoing operation of the RBDES. The Terms of Reference for the Oversight Committee
outlines the roles and responsibilities of the Oversight Committee and how meetings of the Oversight
Committee will be conducted.
The Oversight Committee will meet at least once a year in person, and will:
• Review the operation of the RBDES.

INTRODUCTION

• Review any communications, incident reports or any other reports from the Administrator of
the System.
• Discuss any concerns, improvements, amendments to the RBDES.
• Provide recommendations regarding any amendments to the RBDES.
The Oversight Committee may:
• Conduct, or engage third parties to conduct, audits of the RBDES.
• Consult with the Bali Process membership regarding any amendments to the RBDES.
• Make recommendations to the Bali Process Ad Hoc Group Senior Officials regarding any
amendments to the RBDES.
• Receive written communications from any Committee member, any Bali Process member or
observer of any alleged breach of the Framework, and report such breaches to the Bali Process
Ad Hoc Group Senior Officials.
• Hold any ad-hoc or emergency meetings to discuss and consider any alleged breach of the
Framework.
• Produce and disseminate written communications concerning any alleged breach of the
Framework.
• Decide to suspend or cancel the participation of any Bali Process member in the RBDES in
the event of a breach of the Framework.
• Give written directions to the RBDES Manager to take any specific appropriate temporary action
until the Oversight Committee has decided on whether to suspend or cancel participation.
Decisions will be made by consensus or agreement wherever possible. If this is not possible,
decisions will be made by an absolute majority of the Committee members.
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3.7 Implementation and future refinement
After the RBDES is endorsed through the Bali Process, the RBDES will be operational once
interested Bali Process members have notified the RBDES Manager that they have entered into
an Associated Arrangement. These members will become Participating Members. The RSO has
developed template documents to assist members in their participation and use of the RBDES.
These documents include:

• Template correspondence: These template documents can be used by members when
notifying the RBDES Manager of participation, suspension or termination of participation in
the RBDES.
• Template Privacy Impact Assessment: This template document can be used by members to
conduct privacy impact assessments prior to participation in the RBDES, or when there are
any substantial changes in their participation in the RBDES.
• Template privacy notices and consent forms: These template documents can be used by
members to notify individuals of members’ participation in the RBDES and how their personal
information may be collected, used and disclosed. These template documents may assist
members in complying with some of the privacy safeguards contained in the Framework.
The RBDES Manager should also explore providing further specific assistance to interested
Bali Process members, including assistance in conducting Privacy Impact Assessments and training
users of the System.

INTRODUCTION

• Template Associated Arrangements: These template documents can be used by members to
develop their own bilateral or multilateral arrangements.

With continued use of and confidence in the RBDES, the RBDES can be further amended and
refined to meet any changing needs of Participating Members and the Bali Process in general. For
example, based on discussions during the development of the RBDES, further development may
include the exchange of information, in addition to basic biographical data, through the System.
Under the Framework, the Terms of Use and the Terms of Reference for the Oversight Committee
may be amended through a recommendation by the Oversight Committee. The amendment will take
effect 90 days after notification if no objection is raised by the Bali Process Ad Hoc Group Senior
Officials within that 90 days.

REGIONAL SUPPORT OFFICE THE BALI PROCESS
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4. Development process

INTRODUCTION

The RSO’s development of the policy framework for the RBDES involved rigorous consultation with
Bali Process members and stakeholders. The policy framework was developed with oversight by a
Biometric Data Exchange Review Committee, individual consultation with Bali Process members,
and written consultation with the full Bali Process memberships.

4.1 Development of the RBDES
The RSO developed the Framework by taking into account the risks, challenges and solutions
on how biometric data for identity verification can be exchanged among interested Bali Process
members. The Framework takes into account policy and legal considerations such as effectiveness,
cost, feasibility, legal authority of government agencies, human rights and other protections, privacy
and data protection. The RSO has examined the framework options available and determined that
the structure of the Framework should follow the frameworks of two comparable data exchange
mechanisms within the region: the Five Country Conference (FCC) and the Regional Movement Alert
System (RMAS). Both these mechanisms are regulated by frameworks consisting of an umbrella
framework document and a network of secondary bilateral arrangements. This framework structure
strikes a balance between establishing a harmonized approach to biometric and biographical data
exchange through the Terms of Use and meeting the specific and diverse requirements of the Bali
Process membership through Associated Arrangements. A more in-depth analysis of the policy
rationale and framework options is discussed in the document: “Discussion Paper: Framework for
the Regional Biometric Data Exchange Solution”.
During the development of the Framework, the RSO conducted research on the privacy laws of
Bali Process members to assess the level of privacy protection within the region. A Privacy Impact
Assessment (PIA) was also conducted to assess and minimize any privacy concerns to ensure that
the RBDES provides adequate privacy protection for individuals. The PIA concluded that there was
a substantial level of privacy protection designed into the RBDES that minimized privacy concerns
related to exchange of biometric and biographical data. The PIA recommended that further actions
to minimize privacy included:
• Participating Members conducting their own privacy impact assessments.
• The RBDES Manager exploring ways to assist Participating Members with participation in
the RBDES and compliance with the Framework, including assisting Participating Members
conducting their PIAs and training authorized users.
• Continued oversight and privacy auditing of the RBDES by the Oversight Committee, by the
RBDES Manager, and by Participating Members (including a privacy enforcement authority, if
applicable).
• Consider future amendments to domestic law and to the Framework to create more stringent
privacy safeguards.
All of these recommendations reflect intended actions in the future development of the RBDES.
The Government of Australia is procuring the System from a private vendor. Upon completion of the
procurement and development, the System will be gifted to the Bali Process and managed by the
RBDES Manager.
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4.2 Biometric Data Exchange Review Committee
The Biometric Data Exchange Review Committee (Review Committee) was established at the
Roundtable on Biometric Data Sharing for Identity Verification held on 15-16 October 2014 in
Bangkok. The Review Committee was established to oversee the development of a regional biometric
data exchange solution through the Bali Process.

INTRODUCTION

The Review Committee was co-chaired by Australia and IOM, supported by delegates from the
Governments of Bhutan, Indonesia, New Zealand, the Philippines, Thailand and UNHCR. The Review
Committee held 2 meetings during the development of the RBDES.

REGIONAL SUPPORT OFFICE THE BALI PROCESS
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Contact
Regional Support Office - The Bali Process
27th Floor Rajanakarn Building
3 South Sathorn Road, Sathorn Bangkok 10120, THAILAND
Tel. +66 2 343 9477 Fax. +66 2 676 7337
info@rso.baliprocess.net
http://www.baliprocess.net
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