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Foreword
Since its inception in 2002, the Bali Process on People Smuggling, Trafficking in
Persons and Related Transnational Crime (Bali Process) has effectively raised
regional awareness of the consequences of people smuggling, trafficking in persons
and related transnational crime. The Regional Support Office (RSO) has supported
the Bali Process through the implementation of practical solutions to enhance the
capacity of Bali Process Members, facilitating the sharing of information and best
practice, and encouraging the pooling of common technical resources.
These Guidelines on Information Sharing to Address People Smuggling, Trafficking in
Persons and Related Transnational Crime have been produced as part of an RSO project
to give Bali Process Members the confidence, shared knowledge and common tools
needed to increase and strengthen information sharing efforts. These goals are
articulated in the Bali Process Framework for Information Sharing that has also been
developed by this project.
Throughout the project, the RSO sought advice and experience from Bali Process
Members and other information sharing experts through a serious of workshops. This high
level of engagement shows the commitment from Bali Process Members to work together
to improve and harness opportunities to increase cross-border information sharing.
The principles and tools in these Guidelines form the basis for a related training
curriculum on Information Sharing to Address People Smuggling, Trafficking in Persons
and Related Transnational Crime.
Together these resources help Bali Process Members work towards a shared vision of
decreasing people smuggling, trafficking in persons and related transnational crime
through effective information sharing practices.
Cross-border information sharing is an invaluable opportunity for collaboration to address
people smuggling, trafficking in persons and related transnational crime. Reflecting on
the collaborative nature of the Bali Process, the use of these Guidelines will increase the
ability of Bali Process Member States to use information sharing to prevent, disrupt and
prosecute the crimes of people smuggling, trafficking in persons and related
transnational crime.

Michael Odgers
Co-Manager (Australia)
Regional Support Office

Dicky Komar
Co-Manager (Indonesia)
Regional Support Office
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1.1 About these Guidelines
Purpose of the Guidelines
These Guidelines outline effective cross-border information sharing tools and
practices for addressing people smuggling, trafficking in persons and related
transnational crime.
Advice from Bali Process Member States and technical experts in law enforcement and
migration informed the development of these Guidelines through a Technical Advisory
Group, Consultation Workshop and Pilot Training Workshop in the first half of 2018.
These Guidelines reflect global good practice and relevant expert experience on
information sharing to address people smuggling, trafficking in persons and related
transnational crime.
By drawing on these Guidelines, Bali Process Member States and Organizations can
work towards a coordinated approach to information sharing that best addresses a
shared vision of reducing people smuggling, trafficking in persons and related
transnational crime.
The advice within this document is not exhaustive and non-prescriptive. It is intended as
a point of reference for strong and effective information sharing.
Sections 2 to 4 provide an overview of specific aspects of information sharing, including
key principles and considerations, and ways to exchange information. These sections
look at the strengths and weaknesses of such aspects and place them within the context
of people smuggling, trafficking in persons and related transnational crime.
Sections 5 and 6 offer advice on how to maximise the value of sharing and requesting
information by providing techniques and tools for use when exchanging information.

Who are the Guidelines for?
These Guidelines are for frontline officers and other officials working on
people smuggling and trafficking in persons in law enforcement, immigration
and border management agencies.
These Guidelines focus on cross-border information sharing in relation to people
smuggling, trafficking in persons and related transnational crime. Therefore, they have
been drafted with an audience of operational personnel in law enforcement, immigration
and border management in mind. They provide practical advice on effective crossborder information sharing for those frontline officers and officials who deal with
operational information on a daily basis.
9
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Further advice for other interested parties
Information sharing happens every day throughout agencies, across borders and
between private, government and non-profit sectors. This means the principles and
practices contained in these Guidelines have a broad application and are useful as a
reference tool for a wide range of stakeholders, including those involved in policy,
training and drafting legal instruments for information exchange.
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1.2 How to use these Guidelines
You can use these Guidelines as a learning resource when assigned a role that includes
responsibility for information sharing. It can also be used as a reference when new or
unusual information sharing opportunities arise. Officials can use these Guidelines to
develop policy and procedures to govern their agency’s information sharing practices.
Agencies and governments can also consider using these Guidelines as part of their
training programmes and in conjunction with the related training curriculum that has
been developed by the RSO (see Section 1.4).

Toolkit boxes
The ‘Toolkit’ boxes highlight examples, guiding questions and considerations that you
can use to help put the Guidelines into practice. Together, they build a ‘Toolkit’ for
information sharing.

Signposts
‘Signposts’ are markers to highlight where content directly relates to the four high level
goals for increasing information sharing outlined in the Bali Process Framework for
Information Sharing (see Section 1.3). For example:

11
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1.3 The Bali Process Framework for
Information Sharing
These Guidelines are part of the collaborative approach by Bali Process Member States
and Organizations for harnessing information sharing to address people smuggling,
trafficking in persons and related transnational crime under the Bali Process Framework
for Information Sharing (Framework). A copy of the Framework is in Appendix A.
Increasing effective information sharing under the Framework allows the law
enforcement, immigration and border enforcement agencies of Bali Process Member
States to prevent, disrupt and prosecute these crimes more readily.
The Framework gives Bali Process Member States a roadmap to increase cross-border
information sharing through the achievement of four high level goals:

GOAL 1. Increase confidence to share information
GOAL 2. Strengthen the information sharing capacity of officials
GOAL 3. Develop and promote shared and practical information
sharing tools
GOAL 4. Create and promote greater opportunities to share
information
By providing a practical and comprehensive overview of information sharing, these
Guidelines are designed to help readers and Member States achieve the four high level
goals.
These goals are highlighted throughout these Guidelines with ‘Signposts’:
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1.4 Associated training
These Guidelines have been used as a basis to develop a scenario-based training
curriculum that covers practices, principles and processes in the provision of successful
cross-border information sharing.

A training curriculum based on the Guidelines
The training curriculum is scenario-based and includes topics such as, how information
is used, requesting information, making information valuable to the recipient, and
providing information in a manner that satisfies relevant security, ethical and legal
considerations.
The training has been designed for a broad audience that may include frontline officers
in border management, immigration and law enforcement, as well as consular officials
and senior officials who either undertake information sharing activities themselves or
manage officers who do.
The training curriculum can be used to complement and enhance existing training
programmes. It is designed in flexible modules to cover a wide range of timings and
contexts:
• Options to scale-up or scale-down content to cover a variety of timeframes:
two hours, two days and three days
• People smuggling and/or trafficking in persons by land, sea or air
• A wide range of government agencies involved in addressing people smuggling,
trafficking persons and related transnational crime such as police, immigration,
border guards and labour inspectors
• Small or large-scale audiences
Please contact the Regional Support Office of the Bali Process at
info@rso.baliprocess.net to discuss options for the delivery of the training.
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1.5 Distinguishing between people smuggling
and trafficking in persons
People smuggling and trafficking in persons are different crimes that can be difficult to
distinguish. To effectively share information to prevent, disrupt or prosecute these
crimes, it is important to understand their similarities and differences.

People smuggling
Also referred to as migrant smuggling or smuggling of migrants.
People smuggling is the facilitated, irregular movement of people across borders for
financial or other benefit. The criminal networks facilitating this movement provide a
service to the potential irregular migrant.

Trafficking in persons
Also referred to as human trafficking, trafficking in human beings or people trafficking
Trafficking in persons is the recruitment, transportation, transfer, harbouring or receipt of
a person by deceptive, coercive or other improper means, for the purpose of exploiting
that person. This enterprise creates victims of trafficking from whom criminal
organizations profit. Trafficking can occur within a country or between countries.
Even though trafficking in persons differs from people smuggling it may be only one
specific element that differentiates one from the other. For example, consent (of the
potential migrants) might be one key element differentiating the two.

Figure 1: People smuggling and trafficking in persons

Source: Danziger, R. & Martens, J. 2014
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1.6 What is cross-border information sharing?
In the context of these Guidelines, cross-border information sharing includes the sharing
of any information between two parties in different countries that can be used to prevent,
disrupt or prosecute people smuggling, trafficking in persons and related transnational
crime.
Sharing happens when a person, agency or country (the sharer) sends, tells, or
otherwise transmits information to another person, agency or country (the recipient).
These roles can overlap. For example, if a sharer
provides information to a recipient that they think may
be helpful (but was not requested), they are signalling
what information they consider important and wish to
receive in return (as a recipient). Or, post exchange, a
recipient of information might provide feedback to the
sharer about its use that in itself provides important
information to the sharer (making the original recipient
now the sharer).
These two roles will be referenced throughout these Guidelines.

Table 1: Examples of different information sharing roles and relationships

Sharer

Recipient

The person, agency or country that is
sending information across a border.

The person, agency or country that
receives information, usually so they
can take action.

Immigration enforcement officer telling a
colleague in a neighbouring country of an
address housing trafficking victims

Focal point for sharing or head of a trafficking
unit who forwards the information to local
police to search the house

Investigator sending a request for
information relating to a suspected
trafficker of interest

Person in the intelligence or liaison unit who
researches the background of the suspect

Profiling team who notice a suspected
escort travelling with possible victims of
trafficking and advises immigration
officials at the destination airport

Airport team who interdict the group and
ascertain the true nature of their travel

Investigator who receives a formal request
for bank records and transactions to help
prosecute a smuggling financier

Prosecutor who uses the information as
evidence
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Roles and actors in information sharing
There is a wide variety of ‘actors’ and ‘roles’ in cross-border information sharing to
address people smuggling, trafficking in persons and related transnational crime. These
roles
range from officials (law enforcement, border control and immigration officers) to
non-governmental organizations providing information to the government, right down to
members of the public (e.g. business owners or bystanders who report suspected cases
of smuggling and trafficking).

Figure 2: An example of relevant information sharing actors

The complex nature of people smuggling, trafficking in persons and related transnational
crime means that structures for addressing the crimes will differ from country to country.
Some roles can be combined and/or part of a single agency (e.g. if police also control
the border).
This can make it challenging to communicate quickly and efficiently with all relevant
actors across countries. Often countries will have a designated ‘focal point’ (refer Section
5.6) either for people smuggling or trafficking in persons, but not often for both. It is easy
to understand why this is the case when the acts cross into immigration, criminality,
financial fraud as well as victim support and services.
Understanding the roles and relationships between agencies and across borders can be
difficult. But if you understand that another country’s arrangements will likely be different
to those of your country, you can ask an information sharing partner the necessary
questions to help you identify who you can engage with.
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SECTION 2
Principles of information
sharing
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2.1 The RAAPT Principles of information
sharing
This section explains the five principles of information sharing to be considered every
time you intend to share information, or are the recipient of information. They are derived
from international good practice and professional standards in information sharing.
These Guidelines will refer to these principles of Relevance, Accuracy, Accountability,
Partnership and Timeliness under the acronym RAAPT.

Relevance
Share information only with your partners who need it to take a
desired action.

Accuracy
Ensure that you share information that is correct and as complete
as possible.

Accountability
It is your responsibility to share information in adherence to
applicable ethical, legal and professional standards.

Partnership
Build strong sharing relationships through reciprocity, feedback
and shared understanding.

Timeliness
Consider the context of the information exchange and share
information as soon as possible.

21
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2.2 Relevance
Share information only with your partners who need it to take a desired action.

Make sure that the information you share is of value to the
recipient
You should only share information that you believe will offer the recipient some benefit.
Information is only of benefit when it is relevant to the recipient’s priorities and shared in
a way it can be used.

Only share it with recipients that need it to take action
The second side to the principle of Relevance encapsulates the practices of operational
security and privacy protection. There is usually a requirement for tight operational
security when working to prevent, disrupt and prosecute people smuggling and
trafficking in persons. It is good professional practice to only share information with
relevant recipients.
It is not appropriate to share information with recipients who are unlikely to be able to use
the information in a meaningful way.
Importantly, the principle of Relevance strengthens the privacy protection for potential
victims of trafficking, other vulnerable people and non-serious offenders. Sharing their
personal and identifiable information only with those who need it mitigates the risk that
the sharing may increase their vulnerability.
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2.3 Accuracy
Ensure that you share information that is correct and as complete as possible.

Why is accuracy important?
Sharing inaccurate or incomplete information will waste the recipient’s time in dealing
with rectifying the mistakes. Inaccuracies in the information you provide to another
country will also damage your information sharing partnership.
Differences in language, terminology and policy between countries increase the risk that
a partner will misinterpret the information. This could result in action against innocent
people, damaging the credibility of evidence for use in prosecution, or missing an
opportunity to rescue a victim of trafficking. Therefore, it is important to be as accurate
as possible to reduce the likelihood of this happening.

What can you do to ensure accuracy and completeness?
Understand the relative strengths and weaknesses of your sources, including databases,
witnesses, open source information, the public, other organizations and documents.
Section 5.5 explains how you can develop a tool for evaluating sources.
When you share information, you should also give the necessary context to the
information and advise the recipient of its likely accuracy and completeness. It is also
important to outline when the information is fact or opinion as this will affect its use.
If you receive incomplete or inaccurate information, ask for clarification or further details.
The more questions you ask or advice you give about the nature of the information can
determine the success of the exchange. Discussing these issues will make the next
information exchange even easier.
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2.4 Accountability
It is your responsibility to share information in adherence to applicable ethical, legal and
professional standards.

Being accountable
The principle of Accountability asks you to ensure that your information sharing is not in
conflict with ethical, legal and professional standards for sharing and protecting it.
When you share information, you are accountable to people, communities and
institutions that need you to uphold certain standards, including legal rules and policies.
These Guidelines explain some of the professional standards you may be accountable
for. Your relevant legal and ethical standards relate more specifically to your own
country’s specific context. You need to consider and adhere to these standards every
time you exchange information.
The information, identity of the recipient and the purpose of the sharing, will help you
judge to whom you are accountable and which standards to uphold. An experienced law
enforcement or border officer will understand what local contextual factors also affect
this decision.
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2.5 Partnership
Build strong sharing relationships through reciprocity, feedback and shared
understanding.

Information sharing is a partnership
When you share information with someone or with an agency in another country you are
establishing an important connection with the recipient. This connection forms a
partnership that has implied expectations and responsibilities for each party. A strong
sense of shared partnership increases confidence and results in better sharing, not just
in terms of regularity (how often two parties share information) but also the quality of the
information.
Every partnership is different. This is because every country, agency and person is
different. The status of this partnership, including the methods for exchanging
information, can change over time. It is important you understand your role and
responsibilities in each partnership.

Strong partnerships
The most common way to have a strong sharing partnership is a history of previous
sharing. This will mean you have established parameters for the information exchange,
such as preferred ways to share and how feedback is given.
If your sharing partnership is new, then a consistent understanding of information sharing
will help you and your new sharing partner build strong foundations for successful
sharing. This can be done through a combination of formal and informal engagement,
discussing your shared aims and identifying where you can help each other fill
knowledge gaps.
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2.6 Timeliness
Consider the context of the information exchange and share information as quickly as
possible.

When is the information needed?
When you consider the actions that the recipient will undertake as a result of the sharing
(the purpose), you must also consider how soon they need the information in order to
take action. Depending on the circumstances, they may require the information very
quickly or it may not be needed for months, or even years.
Generally, information should be shared as soon as possible. Use your experience to
judge the balance between sharing the information as quickly as possible and taking
time to assess its accuracy and relevance before sharing.
Consider whether only a portion of the information is urgent and if the rest can be shared
later so that other factors can be taken into account and more value can be added to it
(refer Section 5.7).
Timeliness is often cited as the most significant issue in information sharing partnerships.
Do not assume that your partner is happy with silence while you take the time to share
information. Send a short email, message or phone call to update your partner whenever
you can.
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SECTION 3
Sharing information for a
desired action
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3.1 What is information?
In the context of these Guidelines, information is data, records and opinions held by
agencies to help prevent, disrupt and prosecute people smuggling and trafficking in
persons. Law enforcement, immigration and border management agencies collect this
information from the public, private sector, civil society and other government agencies.
This includes information stored in databases, case notes, files, emails and other written,
audio, video or electronic records.

Information stored as a record
Most information is recorded and stored in an unprocessed and unfiltered form. It has no
analysis or any other opinion attached to it.
It is important to recognise that this information is not always a true representation of fact.
For example, the record might be wrong because it was collected from a dishonest
person or entered into a database incorrectly.
This type of information is the most common you will encounter in work undertaken to
prevent, disrupt and prosecute people smuggling and trafficking in persons. You will
often use this information as a lead for an investigation or to prompt a quick operational
response (e.g. an interdiction at the border, or rescuing victims of trafficking).
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Some examples of the type of information stored as records in people smuggling and
trafficking in persons include:
• Information received from members of the public
• Open source information, such as news reporting on events
• Telecommunication logs, bank statements and other records from private
companies
• Passport and movement records captured by immigration and border authorities
when someone crosses a border
• Travel records (e.g. PNR) received from airlines and travel agencies
Usually, the records will not contain any opinion or comment to help assess the likely
truthfulness of the information or increase its value in any way. It is just an unaltered
version of what is recorded on a database or what a witness has said (or other types of
record).
As an immigration officer, border official, investigator or intelligence professional you
often have to judge the truthfulness of the information provided. Your training and
experience mean you are likely to subconsciously assess the value and truthfulness (or
validity) of this information.

Table 2: Two examples of how to assess the truthfulness of information

Factor

Consideration

Examples

Reliability of
the source

If the source is a person,
consider whether the person has
any reason to not be truthful, or
has a history of telling the truth.

•
•

When the source is a database,
consider how the data is entered.

•

•

•

Amount of
information

A known criminal
An employee of a private
company
A member of the media
If it is typed by a person it
could contain errors.
If it automated through a
machine, it is more likely to
be correct.

Is the database a reflection of the
truth, or just information that
someone has entered?

•

A fake name or DOB (or any
other details) can be entered
into a database as fact.

If the information contains only
limited details, it is hard to
understand its truthfulness
without further context.

•
•

A name without a DOB
A date of travel without the
destination

When you have a lot of detail,
there is more context and a
greater understanding of the
information.

•

All details on the bio-page of
a passport
A complete list of phone
calls over a period
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•

3.2 Sharing information for a desired action
When sharing information, you should understand what actions the recipient will, or may,
undertake. The intended use of the information will affect how you share it, including
whether you can share the information at all.

The goals of prevention, disruption and prosecution
How information is used to address the crimes of trafficking and smuggling differs from
country to country. But in a general sense, the goals of the actions taken to address
smuggling and trafficking fall into three broad categories:
• To prevent things happening
• To disrupt things that are happening
• To prosecute those who have committed crimes
These three goals differ slightly from the commonly used three ‘P’ (3P) approach to
combatting human trafficking: prosecution, protection and prevention. But they are
relevant to people smuggling and transnational crime as well as trafficking. It is also
important to understand that you can impact on people smuggling and trafficking in a
number of ways in addition to prosecuting criminals.
The goals of prevention, disruption and prosecution flow into each other and work
together to protect individuals, including victims and the public at large.

Figure 3: Actions defined by their goals of prevention, disruption and prosecution
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Table 3: Examples of information and how it can be used for a desired action

begin an investigation, targeted operation,
interdiction at the border, seize assets, arrest,
association analysis
execute a search warrant, rescue victims of
trafficking, assess working conditions,
surveillance operation
trend and association analysis, evidence in a
prosecution, begin an investigation
identify associates, analyse network, seize
assets, evidence at trial regarding information
and money flows
begin a profiling exercise at an airport, begin an
investigation
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The need to share for a desired action
Information received from another country is a powerful tool in combatting the
transnational crimes of people smuggling and trafficking in persons. It prompts or
strengthens actions that can be undertaken by the recipient. In the context of these
Guidelines, sharing should help prevent, disrupt or prosecute people smuggling and
trafficking in persons, so you should consider sharing at every opportunity. Unless, of
course, there are good reasons not to share.
But information is only powerful if it can be accessed, understood and used to take an
action, such as rescuing victims of trafficking, arresting a suspect or developing a better
understanding of a transnational criminal network.

Figure 4: Access, understand and action information

Intended use and when you cannot share
Exchanging information with other countries requires agreement from both sharing
partners regarding the desired actions that will be undertaken by the recipient. There will
be times that you cannot share because you are not sure or do not agree on the desired
actions taking place because of the information sharing.
The principle of Accountability helps you understand that sometimes you are not able to
share information (and that is okay). Knowing when these situations will arise is important
for a sharing partnership. If both partners recognise the limitations of their ability to share
it will allow them to focus on the information and actions that they can share, and in turn,
this will drive positive sharing and grow the partnership.
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3.3 The ‘can, what and how’ model
The desired action or intended use of the information informs how you handle it and the
method of exchange required. Once the desired action is known, you can ask yourself:
1. Can I share the information?
2. What information should I share?
3. How should I share this information?

Figure 5: Simplified ‘can, what and how’ model

Can I share the information?
The question of whether you can share information will depend on:
• Availability — do you have the information in the first place?
• Security and legal parameters — are you allowed to share information under your
country or agency’s legislative framework and policies?
• Ethical considerations — does sharing information pose any risk to the rights of
an individual, for example, the right to security and privacy?
• Confidence — are you confident of and agree with the intended use of the
information?
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Figure 6: The ‘can, what and how’ model
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What information should I share?
The question of ‘what’ should be shared will depend on a range of factors. Some key
factors for consideration are:
• What information is available?
• What information would be most helpful given the intended use?
• This helps ensure the information shared will be targeted.
• What are you allowed to share, in light of your country or agency’s legislative
framework and policies?

How should I share this information?
The combined answers to ‘can you share’ and ‘what should you share’ will in many ways
determine how the information is shared. For example, sharing classified information will
require specific standards and secure channels.
In the efforts to address people smuggling and trafficking in persons, often the principle
of timeliness will pay a part in deciding how information should be shared and whether
any further steps to strengthen the information (e.g. using formal translation or analysis)
can be taken in time for it to be of use in achieving the desired action.
Section 4 ‘Ways to exchange information’ explains the necessary tools and
considerations to help you make the right decision on how to share information.
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3.4 Sharing intelligence information
There is no universal definition of the word ‘intelligence’ when referring to information
used by governments to counter threats and address risks. Often intelligence is
information that is ‘special’ or ‘valuable’ in some manner. How this special value is
obtained varies depending on your definition of intelligence. Every country and agency
has a different conceptualisation of intelligence and how it is used to drive action.
These Guidelines define intelligence as information that has been assessed or analysed
so that it has added value and insight. Intelligence uses probability and logic to help
assess the likely explanation for certain issues or circumstances. This means it is a
professional assessment or judgement on the probability of something being true (or
false).
You can consider intelligence as an opinion based on strong critical thinking. It is
therefore important to highlight intelligence when it is shared, otherwise the recipient may
think it is fact.

The value of intelligence
Intelligence analysis can identify gaps in knowledge which can drive investigative work,
including information requests. It can be used to take action against a person or address
whether to do so is in line with the relevant legal framework (e.g. requiring a ‘reasonable
cause to suspect’ or similar).
In border and immigration management relating to people smuggling and trafficking in
persons, intelligence analysis is used to identify passengers or visa applicants who are
most likely to be of interest to border officials, such as victims of trafficking, irregular
migrants, escorts and other facilitators.
This intelligence is developed by analysing all available information to find trends and
anomalies indicating a high-risk traveller. Examples of intelligence used by border
agencies include watch-lists and intelligence-led operations targeting a specific type of
traveller over time.
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3.5 Understanding evidence
Generally, evidence is information that helps establish that an argument or idea is valid.
When considering the crimes of people smuggling and trafficking in persons, evidence is
the information that will be used in court (or other official proceedings) to support a
decision — for example, a warrant, arrest, visa decision or prosecution.
Information for use as evidence has special characteristics. Every country has its own
‘rules of evidence’ encoded in legislation, legal precedent and government policy. These
rules provide the judicial system, including prosecutors, defenders, judges and juries,
with the necessary safeguards to ensure the evidence is a statement of fact.
Sharing of evidence usually requires a formal request through pre-defined information
sharing channels. The procedures required will differ depending on the intended use of
the information. Criminal evidence follows stricter protocols than information for use as
evidence in a regulatory environment, such as border entry or visa decisions.
For criminal offences, this can be done under a Mutual Legal Assistance agreement or
similar request. For non-criminal sharing of evidence (for example using regulatory
powers) the information usually requires an agreement between countries or explicit
reference to legislation that enables it to be shared. The detail will differ under each
country’s legislative authority for exercising its criminal justice and regulatory powers.
Requests for evidence in criminal trials are normally sent and handled by prosecutors
and other members of a country’s judiciary. These people will likely be working within
your country’s Central Authority (e.g. an Attorney-General’s office).
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Considerations for sharing evidence
Information shared for use as evidence in a prosecution (or
defence) by the recipient must be shared in accordance with
the rules of evidence for that receiving country. This can
include requirements as to how the information was originally
collected and how it was stored and handled.
This has significant implications for the potential process for
collecting information if you believe it could be used as
evidence by the recipient at some stage in the future.

When evidence cannot be shared
Sometimes information cannot be shared as evidence because of different rules
between countries, information security requirements, or because a country simply does
not have the information.
A strong sharing partnership can allow for informal discussion to help identify what
evidence of value can be shared. The outcomes of this discussion will inform a formal
request that is both relevant and achievable.
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SECTION 4
Ways to exchange
information
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4.1 Information is always shared officially
The principle of Accountability states that you must share information in accordance with
your government and agency policies. This means that all information sharing is official
and has the appropriate authorisation and clearance from your agency and government.
There are two broad methods of sharing information: pre-defined channels and informal
channels. Pre-defined channels are usually outlined in official agreements between
partners and/or use a well-established means of exchange (e.g. a technology platform).
Informal channels are officially sanctioned methods for sharing information in an ad hoc
way, usually verbally or by using a written form of communication like email or
smartphone-based messaging applications.
These two methods of exchange do not exist in isolation. They are both important ways
to exchange information but have their relative strengths and weaknesses.

Table 4: Examples of sharing channels and their characteristics

Channel

Description

Liaison points

Mutual Legal
Assistance

Well-defined, official legal
channels for sharing evidence.

Attorney-General’s office or
Government Legal Department

Bi-lateral
agreements

Official agreements for sharing
information that prescribe
channels for sharing and types of
information that can be shared.

Ministry of Foreign Affairs and
dedicated teams for people
smuggling and trafficking in
persons

International
organizations

Facilitating collaborative efforts
for sharing. Specifics will vary
across the world. (e.g. INTERPOL,
ASEANAPOL, UNODC, the
Bali Process).

Ministry of Foreign Affairs, or
international engagement
teams in police and
immigration departments

Privacy and
public relations
teams

Dedicated teams dealing with
external (usually public) enquiries
about official records and
government policy.

Executive office of your ministry
or department

Diplomatic and
consular
missions

Foreign government officials on
diplomatic postings to your
country. These can include police
and immigration liaison officers.

Embassy accredited to your
country

Intelligence and
liaison teams

Police, immigration and other
border-related agencies with
dedicated intelligence and liaison
functions will have experience in
sharing information through the
appropriate channels.

These teams are not usually
advertised publicly. Use your
networks or contact your own
intelligence and liaison teams
to see if they already share
information
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4.2 Pre-defined sharing channels
Pre-defined sharing channels are characterised by well-defined processes and
expectations on both sides of the sharing partnership.
Examples of pre-defined information sharing include:
• Responses to Requests for Information using agreed templates
• Use of secure databases or messaging platforms, for example INTERPOL’s i24/7
• Mutual Legal Assistance (MLA)
• Regular official immigration/law enforcement forums for sharing information
Pre-defined channels for information sharing may provide more time to review
information before it is officially authorised for sharing. This has the benefit of increasing
the credibility and completeness of the information (the principle of Accuracy), which
may be essential to the intended use (e.g. prosecution).
Examples of when to use pre-defined methods of sharing include:
• Sharing information for evidence in a prosecution
• Where there are legal requirements to do so
• Where there are privacy and national security requirements
• When there is confusion or misunderstanding between partners
• Where it is important to keep an official record

Templates and dedicated units for sharing
Agencies will often manage sharing through a specific role or unit, such as an
international engagement team. This provides confidence that the sharing will align with
the required processes and standards of all parties, as well as increasing efficiency and
timeliness.
These units will probably use templates and forms to ensure that all of the required
information is exchanged and that key considerations are taken into account. This will
likely mean that there is some direction and parameters for use when considering the
RAAPT Principles during an information exchange.
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Information sharing agreements
A formal agreement for information sharing between two parties (e.g. a Memorandum of
Understanding or Mutual Legal Assistance Treaty) provides an agreed set of processes
and purposes for information sharing, allowing for a ‘no surprises’ approach and
establishing regular information exchanges.
Information sharing agreements usually specify:
• The type of information, including definitions of
terms and level of detail
• The legal authority for the sharing
• What the information can, and cannot, be used for
• The method of information exchange
• How the information is stored, and for how long
A formal agreement is negotiated and developed so that it
can be agreed by both partners. Once established, the agreement will provide an
approved approach, reducing the need for individual negotiations in each information
exchange. In this way, an agreement will ensure that the information sharing meets the
RAAPT Principles.
An information sharing agreement can also provide a better opportunity for informal
methods of exchange to develop. It gives officers and officials more confidence to
engage and share information in the correct manner.
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Automated sharing
With sufficient access to technology and legal authority, information sharing agreements
can allow the automation of information sharing. This type of sharing can allow countries
to automatically (or very quickly) check each other’s databases for criminal activity and
other activities indicating people smuggling or trafficking in persons.
This exchange of large amounts of information in almost real-time can be an incredibly
powerful tool for both sharing partners. This method of sharing involves lengthy
negotiations, legal opinions and high levels of trust between the sharing partners.
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4.3 Informal sharing methods
Informal sharing methods are legal and professional ways of exchanging information.
They still meet the requirements of the RAAPT Principles of information sharing and
therefore require the correct authority from your country and agency to share information
in this way.
Most commonly, informal sharing methods are used by two people or agencies who
have a strong history of successful information exchange and trust each other to use the
information in an appropriate manner.
Informal sharing methods provide flexibility on how you can exchange information. This
can be helpful if timeliness or security issues are of particular concern. Email, online
messaging platforms and face-to-face conversations are common examples of informal
channels.
Talking about a current investigation to your colleague at a conference or emailing a
comment about document fraud trends to a contact of yours at a regional air hub are
examples of informal sharing.
Most importantly, the informal channel must be within the legal parameters of the
partners involved. Sharing information informally does not allow anyone to work outside
the law or policies and process of their respective agencies.
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Extra precautions when using informal channels
You need to be aware that procedural safeguards are not always available when using
informal methods of sharing. Use the RAAPT Principles to help ensure you consider the
necessary aspects when sharing through informal channels.
The most secure form of informal sharing is face-to-face. This minimises the risk of the
information being intercepted or used inappropriately. It also provides an opportunity to
build the trust and partnership underlying a strong sharing relationship.

Informal sharing methods can limit the use of information
The flexibility offered by informal sharing methods should be measured against the
limitations it places on the use of the information.
Common limitations of informal ways of sharing information include:
• Information shared cannot be used as evidence or in other official procedures
(e.g. visa decisions, civil proceedings, warrant applications, etc.).
• Information shared may not be stored centrally or in a database for later use.
• Information may be incomplete or inaccurate.
• Information security and operational security is significantly lower when using
unsecured or informal electronic forms of informal sharing.
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4.4 Assessing the ways to share information
Both pre-defined and informal channels have strengths and weaknesses when sharing
information. Knowing when to use either channel, or a mixture of both, gives you the
most power as a sharer of information.
Every information exchange is different. If you have an option about the channel or
method of exchange, you should consider the relative strengths and weakness of each
channel. In particular, note the impact of variability and lack of control that informal
sharing channels can mean for the exchange.

Table 5: Key characteristics of sharing channels and their application to the RAAPT Principles

Pre-defined channels

Informal channels

Exchanging information using
specific methods with clear
roles and expectations.

Methods of sharing information
that are ad hoc and have
varying levels of expectation.

Pre-requisites

Formal or implied agreement with
clear expectations of the partners.

Person-to-person networks,
strong relationships.

Common
sharing
channels

Letters, emails, templates,
embassies, regular forums for
sharing.

Verbal (including telephone),
messaging apps, emails.

Flow of
information

Rigid and pre-defined channels.

Flexible and changeable
channels.

Relevance

Agreement on the categories and
recipients of shared information.

Defined by the partners’
knowledge of each other’s
priorities.

Accuracy

Highly accurate. Any issues with
accuracy are known and
managed.

Level of evaluation is controlled
by the sharer.

Accountability

Defined by the relevant agreement
and officially monitored.

Must be monitored by the sharing
partners, with no agreed
standards.

Partnership

Roles and expectations agreed
upon before the exchange.

Partners may have different ideas
about roles and expectations.

Timeliness

Defined by the protocols and
processes of the agreement.

The lack of a defined process can
make sharing fast or slow.
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Using a mixture of channels
Informal partnerships will strengthen your sharing because you can often ‘get to know’
someone by meeting them, eating with them, or even playing golf with them. Using
informal channels also allows you to informally prepare your partner for an information
request, and helps you know the limits of their ability to share — including what
mechanisms they can use to share information.
However, information shared in an informal way will often need to be followed up by
sharing it in a more detailed way or through a pre-defined channel so that the necessary
actions and processes can be completed. This provides both sides of the sharing
partnership with an official record of the exchange and gives you the opportunity to
share further information through a more secure channel. Importantly it provides the
partners’ respective agencies with the assurance that the necessary factors have been
considered.
If you have information to share, you can break it down into sensitive and non-sensitive
information, and share using the appropriate channels. You can also break it down
according to timeliness or ownership. This allows you to consider each piece of
information differently under the RAAPT Principles and provides greater flexibility and
sharing power.
If an exchange has a successful result, make sure you provide this feedback. And if you
are using pre-defined channels, make sure you formally acknowledge the sharing and
discuss further opportunities to share.
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SECTION 5
Adding value when
sharing

53
REGIONAL SUPPORT OFFICE THE BALI PROCESS

54
Bali Process Guidelines for Information Sharing

5.1 Using the RAAPT Principles to add value
These Guidelines outline a number of considerations and important steps to take when
sharing information. This section describes certain concepts and processes directly
relating to the RAAPT Principles for adding further value to your information exchange.

Table 6: How the RAAPT Principles add value

RAAPT Principles
Relevance
Share information only with
your partners who need it
to take a desired action.

Accuracy
Ensure that you share
information that is correct
and as complete as
possible.

Accountability
It is your responsibility to
share information in
adherence to applicable
ethical, legal and
professional standards.

Partnership
Build strong sharing
relationships through
reciprocity, feedback and
shared understanding.

Timeliness
Consider the context of the
information exchange and
share information as soon
as possible.

How it adds value

When it most important

Ensures that the
necessary information
is shared with the right
person/agency.

• When sharing information
that can identify a person
• When sharing sensitive and
classified information

Provides your partner
with confidence in your
shared information.

• When you have concerns
about the source of the
information
• When sharing information
for use as evidence

Establishes you as a
lawful and professional
sharer of information to
grow your
partnerships.

• When you are sharing
using informal channels
• When you are developing
new information sharing
partnerships

Builds a strong twoway relationship,
strengthens every
aspect of sharing.

• To promote understanding
and learn from mistakes
• When you exchange
information proactively

Ensures that
information is shared in
time to achieve a
desired action.

• When there are victims or
people are travelling
• Sharing information for use
in civil and criminal
decisions
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5.2 Know your partner’s information needs
RAAPT Principles: Relevance and Partnership
Whenever you share information, try to fill gaps in the recipient’s knowledge. You can do
this by anticipating or learning their information gaps and their collection priorities (i.e.
the information of most value to them).
If you are sharing in response to a request, the information needed (or of value) is usually
described in that request.

Information gaps are common in efforts to prevent, disrupt and prosecute people
smuggling, trafficking in persons and related transnational crime. The reasons for this
include:
• The transnational nature of the activity means information will be collected by
other countries.
• Obtaining accurate data on irregular migration is difficult.
• Witnesses and victims can be unreliable sources of information.
• Criminal activity is often masked within legitimate businesses.
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5.3 Ascertain the likely use of the information
RAAPT Principles: Relevance, Accountability and
Timeliness
As noted throughout these Guidelines, the likely use of the information by the recipient is
an important consideration when sharing it.
If you believe the likely use of the information is unusual then you should discuss it in
detail with the recipient before sharing it. Do not share information if you are
uncomfortable or do not understand how the information is likely to be used.
As the sharer of information, you may have a desired action that you want to be
undertaken (e.g. stop a suspect at a border) or the recipient may have other possible
uses for the information. Whatever the likely action that will be undertaken, it will inform
how you handle the information and the method of exchange you need to use.

Information shared across borders to prevent, disrupt and prosecute people smuggling,
trafficking in persons and related transnational crime can be used to:
• Arrest or otherwise detain a suspect, often at a border checkpoint
• Use legislative powers such as for a search, surveillance or the seizure of assets
• Apply regulatory powers to disrupt a criminal network, such as refusal of a visa,
de-registering a company or enforcing labour standards
• Make further enquiries with third parties such as financial institutions or
telecommunications companies
• Fill gaps in knowledge as part of an ongoing investigation or information
gathering exercise
• Conduct regional analysis to identify trends and patterns that provide insight into
networks of people smuggling and trafficking in persons
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5.4 Add more information if you can
RAAPT Principles: Accuracy and Partnership
You should always try and share as much information as you can, so long as you meet
your responsibilities under the RAAPT Principles. Your partner may not know what
information you have available to share so being proactive and generous with your
sharing will help your partnership.

The type of information you share can help identify what other information may be of
value to the recipient. The following table provides some examples of other information of
value based on the type you are sharing.

Table 7: Adding more information based on the type of information

Share the answers to these questions with the recipient:
Are people of this age from that area often trafficked?
Are there any employers of migrant labour close by?
Does the company have an online presence?
Is this flight a common smuggling route?
How big is the boat?
What are the most common cell towers?
Does any associate have a history of violence?
What are their cross-border movements?
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5.5 Evaluating information
RAAPT Principle: Accuracy
Evaluating the reliability and credibility of information before you share gives the recipient
crucial insight into its truthfulness and accuracy. Common evaluation methods use a
grading system to assign a score to aspects of source reliability and information validity.

Figure 7: Source reliability and information validity

Source Reliability

Information Validity

Assessment of the person,
agency or database
providing the information
against their history of
reliability.

Professional assessment
regarding your knowledge of
the circumstances and
context of the information.

For ease of use, some evaluation systems use numbers and letters (e.g. a scale of 1 to 5,
or A to E) to signify the outcome of the assessment.
The scales usually range from assessments such as ‘completely reliable’ to ‘unreliable’ or
‘unable to assess reliability’ for source reliability and from ‘corroborated as true
personally’ to ‘highly unlikely to be true’ for information validity. Two examples of such
evaluation systems are the Admiralty System and the 5x5x5 System (refer Appendix B).

Figure 8: A basic evaluation matrix
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A note on source reliability
Even the most trusted human sources are subject to cognitive bias and the possibility of
misunderstanding or misconstruing the events of facts as they are presented. Due to this
fundamental subjectivity of human experience, it is very difficult to guarantee that the
source is 100% reliable.
Technology-based sources (e.g. the collection of a biometric by a fingerprint scanner, or
the recording of a video) have the potential for human error in installation, software
development and recording. Do not believe that something is an accurate and factual
record just because it is stored on a database.
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5.6 Using focal points for sharing
RAAPT Principles: Relevance and Partnership
Perhaps the most powerful way to ensure that information sharing meets the RAAPT
Principles is to share it with people and teams who are trained as liaison or focal points.
This gives you greater certainty that the recipient will know the best course of action to
take and that the information will be appropriately protected and stored.
Focal points can be a person or a team. Sometimes a focal point is officially designated,
but often these people and teams undertake the information sharing role because it is an
important part of their wider responsibilities (e.g. an intelligence unit or a liaison role).
It is important to note that focal point roles and teams rotate and without central
coordination, they can fall into disuse. This can happen if the information sharing is not
valuable or seen as an unfair burden on the person or organization.
People entrusted with liaison and information sharing should have strong interpersonal
skills, access to information and speak a common language with their partners. There
are some common characteristics of a strong and effective focal point. These include:
• Having the authority to share from the necessary hierarchal and procedural parts
of the organization
• Having the skills and experience in information sharing so that they can tailor their
information exchanges to suit the context at the time
• Being proactive and helpful so that they strive to meet their information sharing
partners’ needs and adhere to RAAPT Principles and relevant legal and policy
frameworks
• Having access to, and understanding of, the relevant information, including a
sound knowledge of the databases and collection points of the information
• Being well connected in their own organization and government so that
information can be sourced if it is not immediately available to the focal point
• Having sufficient common language skills to communicate with the information
sharing partners — sharing the same or similar language helps both parties
understand the detail of an information exchange, particularly in light of the
RAAPT Principles and their associated responsibilities
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5.7 Control of shared information
RAAPT Principles: Relevance and Accountability
It is important that you trust your sharing partner to undertake only appropriate and legal
action with the information you share. But as the sharer of the information, it is also
important that you know what that action will be so that you can be confident you are
sharing it for an appropriate reason.
This means you will need to retain an element of control concerning the use of the
information. But this control can never be absolute once you have shared the
information.
Documents can be copied, emails and messages forwarded, even verbal conversations
can be passed on to a third person.

Classified information
Classified information has formal handling protection, defined by law and policy and set
by your government. This type of information often includes sensitive information and
intelligence.
Sharing classified information must be done through approved secure channels (often
pre-determined). If you think you are handling information that has a formal classification
(e.g. if words like ‘restricted’, ‘protected’ or ‘secret’ appear on the front of the document
or the heading of each page) then seek advice about how you should handle it before
you consider sharing.
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Be clear when sharing intelligence and use caveats
When your information contains opinion, assessed intelligence or other information that
will not meet evidential standards, you must clearly label it so that the recipient does not
accidentally use it as evidence (or similar).
You should use clearly understood terms to signify the nature of the information being
shared and explicitly direct the recipient that it cannot be used as evidence. These
directions are usually called ‘caveats’ and are common on shared information and
intelligence products.
Below is an example of a caveat for use when sharing information that cannot be used
as evidence:

This document (and any attachments) are shared for intelligence
purposes only and may not be used evidentially. Please contact [your
contact details] to discuss options for obtaining any of the information
within this document for evidence.
Often law enforcement and border security agencies will use the term ‘for intelligence
purposes only’ to signify that the content cannot be used as evidence.
A list of caveats relating to the sharing of information and intelligence can be found in
Appendix C.
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Protecting sensitive information
You should always exercise caution when sharing information containing sensitive details
(e.g. source information or sensitive assessments).
If such information is released outside trusted relationships it can cause confusion and
misconception among the unintended recipients. This can endanger the safety of a
person (e.g. a source or victim of trafficking) or lead to the use of the information without
an appropriate context, possibly in the public domain.
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5.8 Keeping a record
RAAPT Principles: Accountability and Partnership
You should always keep a record of what you have shared and with whom. This will allow
you to keep track of your sharing partnerships. It will also help to ensure you meet your
responsibilities under the principles of Accountability and Partnership.
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SECTION 6
Requesting information
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6.1 The Request for Information (RFI) process
Most cross-border information sharing is reactive. This happens when one country asks if
they can obtain information from another country. This process is often referred to as a
‘Request for Information’ or RFI. This chapter focuses on how to prepare an RFI to
increase the chances of receiving the information you have requested.

Figure 9: The RFI Process

Establish what information you need from the other country.

Take time to draft the RFI and consider key content such as purpose, time and level of
detail.
Take the necessary steps to send the RFI through the appropriate channels and wait
for an acknowledgement of receipt.
Allow the sharer time to retrieve and collate the information. Speak with the sharer if the
request is urgent.

Receive a response and check that the information answers your RFI.

Use the shared information to take your desired action.

Feedback and tell the sharer how you used the information and if it was successful.
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6.2 A six-step checklist for preparing an RFI
The preparation of an RFI is the most important part of the process. It is your opportunity
to clearly state what information is needed and its intended use. This key step will
determine the success of the information exchange, and the ongoing strength of the
information sharing partnership.
If you do not prepare the RFI in a professional and considered manner, you may not get
the information you need.

It is important to note that sending an RFI is an act of sharing information itself. You are
directly sharing the details within the RFI (e.g. a name or an address) with another
country. In addition, you are indirectly signalling that you are interested in those details
and related information.
Whether you are using a template, writing a request free-form in an email or asking
face-to-face, there are some important questions and topics to address when preparing
an RFI. This section explains a six-step process, covering common parameters used
when developing RFIs and other pre-determined channels for requesting information.
Answering the questions in the six-step process clearly will give the RFI recipient clarity
concerning the context and intent of your request.
This six-step checklist is provided in an RFI Template in Appendix D.
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Figure 10: The six-step checklist for preparing an RFI
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1. What is the purpose of the request?

You should always know and clearly state in your RFI what you want to do with the
information you are requesting. This will help define how to undertake the RFI, including
what channel to use and what type of information to request.
You should be very confident that the information will only be
used in the specific ways agreed to with your sharing partner.
For the requestor, this means knowing that the RFI will be
handled appropriately and you will receive a professional
response. For the recipient of the RFI, this means that you know
how the requestor will use the information and what actions will
be taken by them (it should be written in the RFI).
In addition, if your partner knows the purpose of the request they can increase the value
of the information exchange by adding relevant context or further information you were
not aware of. It may also help to increase the timeliness of the response.
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2. Is the request targeted or large-scale?

Targeted requests are more likely to result in timely, accurate and relevant information
being shared. This is especially true in countries with strong protections concerning the
right to privacy for individuals. Technology-related parameters may also limit the sharer’s
ability to retrieve and share large amounts of information.

Figure 11: Definitions of targeted and large-scale requests

Targeted request
A common request targeted
at collecting limited or
specific pieces of
information.

Large-scale request
A rare request, wide in scope
so it can be used for further
analysis.

Requests for a large amount of information should only be considered on rare occasions
for serious cases and/or if there are significant benefits for both partners.
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Table 8: Examples of targeted and large-scale requests

TARGETED REQUESTS

LARGE-SCALE REQUESTS

Dates of specific money transfers on
bank transactions

All bank records for a period of months

Does Person A live at Address Y?

People and companies known to be linked
to Address Y

Birth certificate of Person A

Every person born in year XXXX

Did Person A travel on Flight 001?

A list of every passenger on Flight 001

Do you have any adverse information
about Person A’s trip to Country Z?

All information known about Person A

Short comment on fraudulent use of
boarding card swapping at a local
airport

Full history of boarding card swaps at a
local airport

Top five strategic threats

A copy of the strategic threat assessment

Most common nationality of victims of
trafficking in persons

List of the nationalities of trafficking victims
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3. What information will your partner need to release the
information?

Most countries have legislation controlling cross-border sharing of information, mainly
relating to certain criteria on the rationale for the request — saying ‘please’ is not
enough!
You can ask about these requirements informally before you submit the RFI. Often the
requirement is for you to confirm you are undertaking law enforcement (or similar)
activities and can protect the security of the information.
If the reason for the RFI is to investigate a crime or exercise legal powers, then you
should clearly state the relevant legislative authority in the RFI. You must also explain
what you intend to do with the information, including storage, handling and use. This
gives your sharing partner confidence that the request is for a legitimate, legal reason. It
will also help them consider the request under the RAAPT Principles and the best way to
share the information with you.
If there is no formal sharing relationship or no history of sharing, then it can be difficult to
identify what information you need to include in the RFI. If this is the case, it is best to
add as much detail as possible about your legal authority and the reasons for the
request.
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4. How urgently do you need the information?

The principle of Timeliness is an important consideration when requesting information.
You should clearly state in the RFI how urgent the request is.
If you have an established sharing relationship, there may be
standardised timeframes for RFIs. Should you require the information
outside agreed timeframes, this should be stated clearly.
It is good practice to follow up the RFI with a verbal conversation (for example a phone
call) to ensure it has been received and the level of urgency is understood by all parties.
This provides an additional opportunity to discuss the RFI with your partner and reach a
compromise if only some of the information can be shared within the timeframe.
The urgency of the RFI should be the first thing to note when it is received. It is possible
that the most important and urgent RFI information can be shared quickly and the rest
followed up at a slower pace. If you are unsure of the urgency of an RFI you have
received, contact the sender.
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5. Is the information available to be shared?

You should always consider what information is accessible to your sharing partner
(including their access to resources and technology) before requesting information.
This may involve an informal conversation with them before you prepare the RFI.
Asking for information that cannot be retrieved (or shared) can damage a sharing
relationship. An established sharing partnership will provide you with an understanding
of what information is available.

Table 9: Examples of information and why they can be difficult to share

Why can it be difficult to
share?
Not all border
movement records
are captured.
Contains
sensitive
analysis.

Example of information
sought in an RFI

• All travel in and out

Ask if there are ways to
refine the RFI — e.g. are
there likely dates of
travel?

of country X

• Every person who
arrived in country X
on date XXXX

Remove sensitive
information.

• Strategic threat
assessments

Information is
classified secret.

• Tactical intelligence
bulletins

Ways for the sharer to
handle the RFI

Security and legal rules
mean you cannot share
the information.

• Explain that compiling the
These may not
exist.

This may be
impossible
depending on the
way the data is
stored.
This information
may not have
been collated and
analysed to
identify trends.

• Everything you
know on person X

information will take time.

• Is there specific

information required?

• All visa applicants • Be open about the
from country A in
year XXXX

• All arrivals today
named ‘X’

• Most common
fraudulent passport

• Top three exploited
nationalities

limitations of your data
and systems — this will
help refine the RFIs and
improve trust.

• Offer to provide the raw
data (if possible) and
collaborate with the
requestor to analyse it for
trends.
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6. How do you want to receive the information?

Depending on the purpose of your RFI, you may require the information to be shared in a
specific format or with reference to a certain legal authority. If there are such
requirements you should clearly state them in the RFI and in any follow-up
communication.
Lack of clarity surrounding your requirements may result in
unusable information being provided, damaging the
relationship. For example, a photocopy of a spreadsheet
instead of an electronic file, or the personal details of
someone sent to your phone instead of using a secure
channel.
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6.3 Receiving a Request for Information
Receipt of an RFI gives you the opportunity to help prevent, disrupt or prosecute people
smuggling or trafficking in persons in another country. This is a great opportunity for you
and it is important that you consider the RFI in the same detail as the requestor.

You can use the six-step checklist for creating an RFI as a guide to help you assess it
and provide a valuable response to the requestor. Take each of the six questions from
that checklist and consider them (in reverse order) in relation to the RFI you have
received. This can be very helpful if you have received an unclear RFI as it will help you
identify what information is missing.
Ask the following questions when receiving the RFI:

1. What information is requested and for what purpose?
Identify the scope of the information being requested. There will be further ethical, policy
and legal considerations to address if the RFI includes personal information or other
sensitive information.
If the scope of the RFI seems large, consider ways to refine it and propose these to the
requestor.
If the requestor is looking for information to use as evidence, consult your legal team and
ensure you follow the proper processes. This may mean passing the RFI on to another
part of your agency or government. Mistakes in evidence collection and handling can
damage a prosecution.
Discuss the RFI with the requestor if there is any ambiguity concerning the scope or
purpose of the request.
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2. What are the timeframes for the RFI?
If the timeframes are short, you should have a verbal conversation to be clear why the
urgency is relevant and help assess what urgent help you can provide (e.g. can you
provide some information quickly and the rest at a later date?).
If the timeframes are not urgent then acknowledge receipt of the RFI and complete it as
soon as you can (as per the principle of timeliness).

Table 10: Examples of timeframe considerations

Situation

Timeframe required

Possible action

Person arriving on a flight.

Very quick (depending on
flight time).

Interdiction at the border.

Trafficking victims located at
a farm.

As quickly as possible.

Search warrant and save
the victims.

Trial of a boat captain for
smuggling.

Court dates will be set,
possibly months in advance.

Prosecution of the suspect.

New leads for an
investigation.

Days or weeks.

Identify criminality before
the suspects leave the
country.

3. Do you have the information?
Check that you have the information being requested and can access it.
If you do not have the information, discuss this honestly with the requestor and explore
what other information may serve a similar purpose.

4. Can you share the information?
Consider the RAAPT Principles, particularly the principle of Accountability, and assess
whether you have the authority to share the information.
Then consider the principle of Relevance and ensure that the requestor (or whoever the
RFI asks you to share the information with) is a relevant recipient of the information.
If you have any doubts, consult your legal area.
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5. Can you add value to the information?
Once you have collected the information to share, and know that you are able to share it,
refer to Section 5 and explore options for adding value to the information for the
requestor. Sometimes one extra piece of information can change the context of the RFI
significantly.
Most importantly, check the information is complete and correct, as per the principle of
Accuracy.

6. How should you share the information?
If the RFI contains directions on the format in which the requestor would like the
information shared, do your best to follow those instructions. If you cannot fulfil the
requested format, consider similar or analogous formats.
Do not spend too much time considering the choice of format for sharing the information
if the RFI is urgent.
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SECTION 7
Conclusion
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7.1 Conclusion
These Guidelines provide advice, tools and techniques on how cross-border information
sharing can be strengthened to address people smuggling, trafficking in persons and
related transnational crime.
The four high level goals (confidence, capacity, tools and opportunities) from the
Bali Process Framework for Information Sharing bring together key areas of focus to
increase success in both the short and long term.
The five RAAPT Principles of Relevance, Accuracy, Accountability, Partnership and
Timeliness provide practical considerations for frontline officers and other officials when
sharing information. The adoption and use of the RAAPT Principles will allow information
sharing partnerships to strengthen among Bali Process Member States.
The ‘Toolkit’ sections identify practical ways for agencies to put these Guidelines into
practice in their everyday work.
Agencies and Bali Process Member States should use these Guidelines in ways that
work within their context, including domestic law and policy. Bali Process Member States
can draw on the elements of effective sharing described within these Guidelines to
inform a coordinated and considered approach to information sharing.
The Regional Support Office of the Bali Process can assist Bali Process Member States
in tailoring these Guidelines for their own use, including delivery of the associated
information sharing training that has been developed based on these Guidelines.
For further information please contact the Regional Support Office at
info@rso.baliprocess.net.
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SECTION 8
Appendices
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Outcomes

Member States have a
shared understanding of
the benefits of sharing,
and an agreed plan to
strengthen information
sharing in the region.

Strategic
Develop a regional
strategy and
support/promote
information sharing
activities

Scope

Focus

Increase conf idence to
share information

High level
goals

Develop effective and
innovative tools and
promote existing ones

Develop and promote
shared and practical
information sharing t ools

Members have a greater
understanding of
information sharing
methodologies and
capabilities.

Information sharing tools
that are fit-for-purpose
and tailored for user
needs are used within
Member States and
between countries.

Bali Process (facilitated)

National

Regional

OPPORTUNI TI ES

Share experiences and
capture knowledge

Strengthen the
information sharing
capacit y of officials

Sharing happens more
often and is of more value.

Provide opportunities for
sharing to happen

Operational

Create and promote
greater opport unit ies to
share information

Our strategy: to increase the confidence and capacity of Bali Process Member States to share information pertinent to the prevention,
disruption and prosecution of people smuggling, trafficking in persons and related transnational crime.

Our vision: People smuggling, trafficking in persons and related transnational crime is decreased
through effective information sharing practices.

Appendix A – Bali Process Framework for Information Sharing

Key Driv ers : (1) Bali Process mandate, including the Bali
Declaration on People Smuggling, Trafficking in Persons and
Related Transnational Crime, (2) International and Regional
Standards and Best Practices, (3) Members Priorities, (4)
Stakeholder Needs
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Appendix B – Examples of systems for
evaluating information
Admiralty System
The Admiralty Systems uses two sets of six characters (A-F and 1-6) to evaluate source
reliability and information credibility, with the final character in each set used to signify an
‘unknown’ assessment. Using these two variable sets any piece of information can be
graded on reliability and data (e.g. C2 or F6).
Reliability of Source
A Completely reliable
B

Usually reliable

C

Fairly reliable

D

Not usually reliable

E

Unreliable

F

Reliability cannot be
judged

Accuracy of data
1 Confirmed by other
sources
2 Probably True
3

Possibly True

4

Doubtful

5

Improbable

6

Truth cannot be
judged

No doubt of authenticity, trustworthiness, or competency;
has a history of complete reliability
Minor doubt about authenticity, trustworthiness, or
competency; has a history of valid information most of the
time
Doubt of authenticity, trustworthiness, or competency but
has provided valid information in the past
Significant doubt about authenticity, trustworthiness, or
competency but has provided valid information in the
past
Lacking in authenticity, trustworthiness, and competency;
history of invalid information
No basis exists for evaluating the reliability of the source

Confirmed by other independent sources; logical in itself;
Consistent with other information on the subject
Not confirmed; logical in itself; consistent with other
information on the subject
Not confirmed; reasonably logical in itself; agrees with
some other information on the subject
Not confirmed; possible but not logical; no other
information on the subject
Not confirmed; not logical in itself; contradicted by other
information on the subject
No basis exists for evaluating the validity of the
information
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5x5x5 system
Another well-known system is the 5x5x5 System used in the UK law enforcement
National Intelligence Model (and subsequently adopted by a number of agencies
worldwide). This system differs from the Admiralty System by using three sets of five
characters, slightly altering the focus on how to evaluate the credibility of the information,
and adding a set that defines how the information can be handled.
Source Evaluation
A Always
There is no doubt of the authenticity, trustworthiness and
Reliable
competence of the source. Information has been supplied in the past
and has proved reliable in all instances.
B Mostly
Information has been received from this source in the past and in the
Reliable
majority of instances has proved to be reliable.
C Sometimes Some of the information received from this source has proved to be
Reliable
both reliable and unreliable.
D Unreliable
Information under this grading will refer to individuals who have
provided information in the past which has routinely proved
unreliable. There may be some doubt regarding the source’s
authenticity, trustworthiness, competency or motive.
E Untested
This grading refers to information received from a source that has not
source
previously provided information to the person recording it. The
source may not necessarily be unreliable but the information
provided should be treated with caution.
Information/Intelligence Evaluation
1 Known to be true
This grade refers to first-hand information. This could be
without reservation
information generated from a technical deployment or an
event which was witnessed by a law enforcement officer or
prosecuting agency.
2 Known personally
Information under this grading is believed to be true by the
to the source but
source although is not personally known to be so by the
not the person
person recording the information. The source has first-hand
reporting
knowledge of the information.
3 Not known
Information given may have been received by a source from
personally to the
a third party and its reliability has been corroborated by
source, but
other information.
corroborated
4 Cannot be judged
The reliability of this information cannot be judged or
corroborated. Information with this grading should be treated
with caution.
5 Suspected to be
Information with this grading should be treated with extreme
false
caution. The grading must be justified by the reporting
officer.
Handling codes
1 Permits dissemination within the UK Police and other law enforcement agencies as
specified
2 Permits dissemination to UK non-prosecuting parties
3 Permits dissemination to (non-EU) foreign law enforcement agencies
4 Permits dissemination within originating service agency only.
5 Permits dissemination but receiving agency to observe conditions as specified.
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Appendix C – Examples of caveats
Security procedures
This document must be handled, stored and transferred in accordance with the security
procedures applicable to its security classification as detailed in [your government or
agency’s security policy].

This document is for intelligence purposes only
This RFI (and any attachments) are shared for intelligence purposes only and may not be
used evidentially. Please contact [your contact details] to discuss options for obtaining
any of the information within this document for evidence.

Further distribution
This document (and any attachments) must not be distributed to other work areas or
agencies without prior authorisation from [your name or unit or manager]. Any requests
for further distribution of this document must by authorised by [your name and contact
details] and include a reason for the request. This document is not to be released to the
public, the media, or other persons who do not have a valid need-to-know.

Copying
This document, or any part of it, may not be copied without authorisation from [your
name or unit or manager]. Information in this document may only be incorporated in
other documents or otherwise used provided that it does not lessen the degree of
protection afforded this information.

Destruction
This document must be destroyed once it has been used for the purpose for which it was
produced.
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Privacy and official information legislation
This document remains the property of [your agency]. Do to the nature of the information
contained in this document its release under [relevant legislation] may adversely affect
or jeopardize the prevention, investigation and detection of criminal offences. This
document may also contain information relating to individuals that is covered by [relevant
legislation]. Accordingly, this document should be protected by use of the above
security measures to safeguard against its loss, or unauthorized access, use,
modification or disclosure.

Confidentiality and emails
The information contained in this email is confidential and protected. It is intended only
for use only by the individual(s) named above in the address section or referenced in the
body of the email. If you are not the intended recipient or this email, any distribution or
copying of this email is prohibited. If you have received this email in error, please notify
[author/unit email address] and delete all copies.
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Appendix D – An RFI template example
FROM

Name, role, agency, country

DATE

TO

Name, role, agency, country

REFERENC
E

PURPOSE

What action will you take with this information?

REQUEST
TYPE

Targeted OR Large-scale (please circle)

INFORMATION HANDLING

Use this space to write down any information that your partner needs to know in order to
release the information (e.g. legislation, privacy protection, etc.).

URGENCY
AVAILABILITY

URGENT/Routine/Other (Please circle)

Further detail if needed:

I have requested this type of information from this agency before
I believe this type of information may be held by this agency
I do not know if this agency holds this type of information, but I have
discussed it with the agency while preparing this RFI
Other. Please explain:

METHOD OF
EXCHANGE

Method: Electronic/Hard copy/Verbal (please circle)
Details:

Provide specifics on file format, delivery method, etc.
INFORMATION
REQUESTED

What information are you requesting?

BACKGROUN
D DETAILS

Why is the subject of interest?
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Glossary
Action (or desired action) applies to a wide range of activities, from starting an investigation,
building a prosecution case, or even raising awareness by forwarding information on to
another party.
Border security (including border control) refers to the act of securing and controlling a
border (or borderlands) by a country.
Channels refers to how information is shared both in terms of ‘who’ it is shared by/with, and
‘how’ in terms of email, telephone, etc.
Classified information is information that has been formally designated a ‘classification’
according to a country or agencies’ laws or regulations. This classification will usually
dictate the handling and use of the information.
Cross-border means passing, occurring or performed across the borders between one
country and another country. Note that this border does not have to be a common
border.
Evidence is information meeting the necessary standards (depending on the specific legal
framework) used to support official legislative decision making and/or the exercise of official
powers, e.g. a warrant, arrest, visa decision or prosecution.
Information, in the context of these Guidelines, means any data, records, opinions, facts or
other information that can be used to prevent, disrupt or prosecute acts of trafficking,
smuggling or related transnational crime. It includes processed information like analysis,
trends, reporting intelligence and evidence.
Immigration, in the context of these Guidelines, refers to the systems, controls,
processes and physical spaces that a country uses to manage the cross-border
movement of people, e.g. the primary line at an airport, or the act of deciding a visa
application.
Information security refers to measures undertaken to ensure the safe and secure
handling of information, including the unauthorized use of information.
Intelligence, for the purposes of these Guidelines, is defined as information that has been
assessed or analysed to provide added value and insight. Every agency and country has a
different definition of intelligence, and it must be acknowledged that for some, information
does not have to be assessed or analysed to have added value or insight (e.g. covert source
information).
Law enforcement refers to the agencies, and those agencies’ personnel, that enforce the
laws of a country by identifying and prosecuting individuals who violate those laws.
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National security refers to the security of a country, including its citizens, economy,
institutions and geographic integrity.
Operational security, in the context of these Guidelines, refers to the control of
information in an on-going operation (or other activity) so that it does not jeopardise the
outcome of that operation.
People smuggling (or migrant smuggling) is the facilitated, irregular movement of people
across borders for financial or other benefit. The criminal networks facilitating this
movement provide a service to the potential irregular migrant.
Personal information (or personally identifiable information) is information that can
identify an individual, e.g. a name, date of birth, passport number or any combination of
this type of information.
Privacy refers to an individual’s ability to be free from unwarranted observation or other
impeachment of a person’s reasonable expectation of privacy. Depending on the
country, this may or may not be defined more clearly by legislation and other legal
instruments.
Sensitive information refers to a wide range of information, including classified
information and personal information, that requires protection against unwarranted
disclosure.
Sharer and recipient refers to the primary partnership roles in an information exchange. The
‘sharer’ being the individual or agency providing information to another party, and the
‘recipient’ being the person who or receives the information. Note that these roles can overlap
during a single exchange.
Trafficking in persons (or human trafficking) is the recruitment, transportation, transfer,
harbouring or receipt of a person by deceptive, coercive or other improper means, for
the purpose of exploiting that person. This enterprise creates victims of trafficking from
whom criminal organizations profit. Trafficking can occur within a country or between
countries.
Transnational crime, in the context of these Guidelines, is defined as criminal activity for
financial or other material benefit, involving cross-border movement or activity. It can be
organised or ad hoc and it differs from the United Nations Convention Against
Transnational Organized Crime, in that it encapsulates criminal activity not necessarily
organised in nature.
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Further resources on information sharing
https://www.unodc.org/documents/humantrafficking/2017/Case_Digest_Evidential_Issues_in_Trafficking.pdf
https://www.unodc.org/documents/organized-crime/LawEnforcement/Criminal_Intelligence_for_Managers.pdf
https://www.unodc.org/documents/organized-crime/LawEnforcement/Criminal_Intelligence_for_Analysts.pdf
http://www.crownlaw.govt.nz/assistance-for-foreign-authorities/mutual-assistance/
http://library.college.police.uk/docs/APPref/how-to-complete-5x5x5-form.pdf
http://www.baliprocess.net/regional-support-office/resources/
https://www.unodc.org/documents/treaties/UNTOC/Publications/TOC%20Convention/TO
Cebook-e.pdf
https://www.unodc.org/documents/humantrafficking/ASEAN_Handbook_on_International_Legal_Cooperation_in_TIP_Cases.pdf
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The Bali Process on People Smuggling, Trafficking in Persons
and Related Transnational Crime (the Bali Process) was
established in 2002 and is a voluntary and non-binding
regional consultative process co-chaired by the Governments
of Australia and Indonesia and comprising over 45 member
countries and organizations.
Queries about this document should be addressed to the
Regional Support Office (RSO) to the Bali Process at:
Email: info@rso.baliprocess.net
RSO Website:
http://www.baliprocess.net/regional-support-office
Published June 2018.
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