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The Bali Process on People Smuggling, Trafficking 
in Persons and Related Transnational Crime (the Bali 
Process) was established in 2002 and is a voluntary and 
non-binding regional consultative process co-chaired by the 
Governments of Australia and Indonesia and comprising 
over 45 member countries and organizations.

Queries about this policy framework should be addressed 
to the Regional Support Office (RSO) to the Bali Process at:

Email: info@rso.baliprocess.net RSO website:
http://www.baliprocess.net/regional-support-office 
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Foreword
Since its inception in 2002, the Bali Process on People Smuggling, 
Trafficking in Persons and Related Transnational Crime (Bali Process) has 
effectively brought together its 48 member countries and organizations 
to raise regional awareness of the consequences of people smuggling, 
trafficking in persons and related transnational crime, and develop and 
implement strategies and practical cooperation in response. Exchange 
of information and best practices has been a strong focus for the Bali 
Process membership.

The Regional Support Office of the Bali Process (RSO) was established to operationalize the Regional 
Cooperation Framework of the Bali Process. Under the Regional Cooperation Framework, member 
States are encouraged to enter into practical arrangements to address irregular migration, people 
smuggling, human trafficking and related transnational crime which, among other things, “support 
and promote increased information exchange, while respecting confidentiality and upholding the 
privacy of affected persons.”
 
Senior Officials at the Eighth Bali Process Ad Hoc Group Meeting endorsed the Bali Process Strategy 
for Cooperation: 2014 and Beyond, which directed the RSO to explore opportunities to expand the 
outcomes of existing bilateral and multilateral biometric data sharing arrangements. With oversight 
from a Biometric Data Exchange Review Committee, the RSO developed a policy framework for the 
Regional Biometric Data Exchange Solution to facilitate greater biometric data exchange between 
Bali Process member States. 

This policy framework is designed to provide Bali Process members with an inclusive, non-binding 
and voluntary framework that aligns with domestic laws and international standards. The policy 
framework not only facilitates timely and secure exchange of biometric data, and biographical 
data where appropriate, but also strengthens bilateral and multilateral relationships Bali Process 
members. This framework aims to enhance the timely exchange of information that is important to 
combatting people smuggling, trafficking in persons, and related transnational crimes.

Lisa Crawford 
RSO Co-Manager (Australia)

Bebeb A.K.N. Djundjunan 
RSO Co-Manager (Indonesia)
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1. Introduction

The Asia-Pacific region is characterized by dynamic and diverse forms of migration. Regional 
cooperation has become increasingly important to manage the movement of people across borders, 
particularly to effectively combat transnationally operating criminal networks, protect vulnerable 
populations and address the challenges posed by those exploiting the gaps in border security and 
intelligence systems. 

Criminal networks actively seek to exploit weaknesses in migration and border management systems, 
including through identity fraud and using fraudulent travel documents. Addressing the cross-border 
exploitation of these weaknesses requires cross-border solutions based on the principles of regional 
cooperation, collective responsibility and burden sharing. There is a growing demand among Bali 
Process member States for programmes to help build national and regional capacities in areas such 
as identification and verification of travelers’ identities, early detection of identity fraud, fraudulent 
documents, and sharing of immigration information. 

The identity verification process is a key component of managing the movement of people across 
borders, and biometric technology can be an integral component of this process. However in many 
instances, the information domestically available to individual members may not be enough to identify 
an individual or verify his or her identity. Members’ identity verification processes would be enhanced if 
members could exchange biometric information and utilize the resources and biometric databases of 
partnering members. Exchange of biometric data, and biographical data where appropriate, should 
occur in a lawful manner that is consistent with international legal obligations and national privacy 
laws. Currently, no mechanisms exist that allow all Bali Process members to securely exchange 
biometric data specifically for migration and border management purposes. 

In this context, at the 8th meeting of Bali Process Ad Hoc Group Senior Officials, participants 
endorsed the Bali Process Strategy for Cooperation:  2014 and Beyond, which directed the Regional 
Support Office of the Bali Process (RSO) to explore opportunities to expand the outcomes of existing 
bilateral and multilateral biometric data sharing arrangements. 

Due to interest from Bali Process members to develop arrangements for biometric data exchange, the 
RSO has developed a policy framework for a Regional Biometric Data Exchange Solution (RBDES). 
The RBDES facilitates harmonized, secure and timely exchange of biometric data, and biographical 
data upon a positive match, between interested Bali Process members. Exchange of data will be for 
identification and identity verification purposes and be consistent with member States’ national laws 
and international standards. 

The RBDES aims to contribute to the early detection of irregular migration, smuggling and trafficking 
of people, detection of fraudulent documents and false identities, and provide evidence for 
the investigation and prosecution of these crimes.  The RBDES also has the potential to assist 
in identifying vulnerable migrants, including victims of human trafficking, and to provide a timely 
and efficient identification mechanism for refugee and asylum seeker claims. The RBDES will 
foster greater regional cooperation to reduce irregular people movement by enabling members to 
exchange information in a consistent and harmonized manner by aligning legal, technical, privacy 
and operational processes with domestic and international frameworks. 
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The RBDES has been designed to complement existing arrangements to share immigration 
information available to selected Bali Process members, to avoid duplication and ensure maximum 
efficiency and effectiveness for participating Bali Process members (Participating Members). The 
RBDES is a simple channel of communication which allows Participating Members to exchange 
biometric data, and biographical data upon a positive match, with other Participating Members 
through a secure IT system (the System). The System is currently being developed by the Australian 
Government.

Participation in the RBDES is voluntary, non-binding and members can opt in and opt out of the 
RBDES at any time. Any endorsement of the RBDES by Bali Process members does not commit 
any member to using the RBDES.

Participation is achieved upon interested Bali Process members notifying the RBDES Manager that 
they have entered into bilateral or multilateral arrangements to exchange biometric and biographical 
data with other interested Bali Process members. These arrangements are known as “Associated 
Arrangements” under the RBDES.  A Terms of Use will commonly apply to all Participating Members. 
The Terms of Use and Associated Arrangements form the policy framework that regulates the use 
of the System (Framework). 

Under the Framework, the System will serve as an initiating point in the identity verification 
process, acting as a simple link between Participating Members to check whether there are any 
biometric matches. The exchange procedure established under the Framework will result in a 
“match”, “no match” or “error” response. If there is a “match” response, the Responding Member 
may provide the name, date of birth, nationality and passport number of the matched individual 
to the Requesting Member. The System will only retain data for the duration of the transaction 
between Participating Members. It is expected that the exchange of data will occur only in high value 
cases in order to maximize the effectiveness of each biometric data exchange between Participating 
Members. High value means members will exchange biometric data only where they consider that 
there is a high need or high likelihood of an outcome that is valuable to members. Participating 
Members can outline in their arrangements the high value circumstances in which biometric data will 
be exchanged, and the maximum number of exchanges expected to occur in one year. 

In developing the Framework, the RSO has taken into account legal and policy considerations, 
including human rights and privacy issues, and biometric standards and capabilities. The RSO 
has sought to strike a balance between establishing a harmonized approach to biometric and 
biographical data exchange and meeting the specific and diverse requirements of the Bali Process 
membership. Human rights and privacy safeguards have been built into the Framework and the 
System to provide a substantial level of human rights and privacy protection for individuals. These 
minimum safeguards will be applicable to all Participating Members and will help to build trust and 
confidence in the RBDES. 

The human rights safeguards relate to anti-discrimination, due process, and the general protection of 
vulnerable persons.  Information will only be exchanged with countries of origin or nationality in certain 
circumstances which protect the confidentiality of the information of asylum seekers, refugees and 
victims of torture, cruel, degrading and inhumane treatment. These safeguards are drawn from and 
are consistent with international legal obligations contained in the Universal Declaration of Human 
Rights, the International Covenant on Civil and Political Rights, the Convention relating to the Status 
of Refugees and its Protocol, the Convention Against Torture, and other international human rights 
instruments.

The privacy safeguards include requirements relating to notification of the purpose of the collection 
and use of personal information (unless otherwise authorized by domestic laws), obtaining informed 
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consent (unless otherwise authorized by domestic laws), data retention, data security, and data 
integrity. These privacy safeguards are drawn from the OECD Guidelines on the Protection of Privacy 
and Transborder Flows of Personal Data and the APEC Privacy Framework and have been adapted 
specifically for the RBDES. A Privacy Impact Assessment has been conducted to address and 
minimize any privacy concerns to ensure that the Framework provides adequate privacy protection 
for individuals and their personal information.

The RSO’s development of the policy framework of the RBDES involved rigorous consultation with 
Bali Process members and stakeholders. The RBDES was developed with oversight by a Biometric 
Data Exchange Review Committee, individual consultation with Bali Process members, and written 
consultation with the full Bali Process membership. The Review Committee was co-chaired by the 
Government of Australia and the International Organization for Migration, supported by delegates 
from the Governments of Bhutan, Indonesia, New Zealand, the Philippines, Thailand and United 
Nations High Commissioner for Refugees (UNHCR). 

Upon the endorsement of the RBDES, an Oversight Committee will be established to govern 
the ongoing implementation and operation of the RBDES. The Oversight Committee will meet at 
least once a year, and will review the operation of the RBDES, review any reports made about the 
RBDES, discuss any concerns, improvements, amendments to the RBDES, and conduct audits 
of the RBDES. The Oversight Committee will be responsible for action in the event of any breach 
of the Framework. Appropriate actions that can be taken include publically publishing reports or 
communications relating to any breach and suspension or cancellation of member participation in 
the event of a breach.

With continued use of and confidence in the RBDES, the RBDES can be further amended and 
refined to meet any changing needs of Participating Members and the Bali Process in general.

Given the above features and considerations, the RSO is confident that the RBDES can be an 
effective tool for the timely and secure exchange of biometric and biographical data for the purpose 
of identity verification to address irregular migration, people smuggling and human trafficking and 
enhance border protection.
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Since the launch of the Bali Process on People Smuggling, Trafficking in Persons and Related 
Transnational Crime in 2002, Bali Process members have sought to develop more harmonized 
responses to irregular migration, people smuggling, trafficking in persons and related transnational 
crime through regional cooperation. There is a growing demand among Bali Process member States 
for programmes to help build national and regional capacities in border management areas such as 
the establishment and verification of travelers’ identities, early detection of identity fraud, fraudulent 
documents and other criminal activities, and sharing of immigration information. 

The identity verification process is a key component of managing the movement of people across 
borders. This process depends on countries having the capability to ensure that individuals who 
present at borders or engage in migration processes are genuine. The effective determination of 
the identity of migrants assists countries in combating identity fraud, deciding whether to grant 
individuals entry and departure visas, facilitating regular migration, ensuring secure borders, and 
assisting with voluntary returns.

Biometrics can be an integral component of the identity verification process. Biometrics (or 
biometric recognition) is defined by the International Standardization Organization as the “automated 
recognition of individuals based on their biological and behavioral characteristics.” The biological and 
behavioral characteristics are those from which distinguishing, repeatable biometric features can be 
extracted for the purpose of biometric recognition. Biometrics can include fingerprint recognition, 
face recognition, DNA matching, eye (iris and/or retina) recognition, and signature recognition. Based 
on current adopted technologies by both government and private entities, fingerprint and facial 
images are the most widely used form of biometric data.

Biometrics is a form of identification that is more universal, more accurate and more difficult to falsify 
than other forms of identification such as physical passports and travel documents. For these reasons, 
biometric data is emerging as a technology that countries increasingly utilize to assist in identifying 
and verifying the identity of individuals for many purposes, including to combat identity fraud as part 
of irregular migration, people smuggling and human trafficking. While biometric technology is not 
infallible and it will not, by itself, be the complete solution to combating identity fraud, it can be an 
important component of the solution.

In addition to assessing the authenticity and consistency of an individual’s travel documents, the 
identity verification process can also include collecting the individual’s biometric data and checking 
this against the biometric data contained in the individual’s travel documents or the member’s own 
biometric databases. However, members’ databases may not have sufficient information to verify the 
identity of the individual, particularly if it is the first time that the individual has entered the territory of 
the member or has been captured in that member’s migration and biometric databases. Members’ 
identity verification processes would be enhanced if they could exchange biometric data, exchange 
biographical data upon a positive match, and utilize the resources and biometric databases of 
partnering members in a lawful manner that is consistent with international legal obligations and 
national privacy laws.

2. Background
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The exchange and matching of biometric data alone will not provide the complete solution to 
identification issues and identity fraud. However, exchange and matching between partnering 
members will provide a useful link for members for further cooperation and investigation. Within 
the migration context, potential uses of biometric data exchange for identification and verification 
purposes include, but are not limited to:

 Checking of visa applicants, migrant workers, displaced persons, asylum seekers, residency 
applicants and transit passengers to confirm their identity;

 Checking of travelers or migrants to determine whether they are victims of human trafficking;

 Checking of visa applicants to determine whether known or suspected sex tourists/sex 
offenders, known or suspected terrorists (including foreign fighters), engaged in serious 
criminal activity or involved in funding/collecting donations for prescribed organizations;

 Checking of visa applicants and persons seeking protection to determine whether they are 
making asylum claims in multiple jurisdictions and are “forum shopping”;

 Assessing asylum seekers or displaced persons who have already received protection from a 
3rd country (country of first asylum) or have been registered as a refugee by the UNHCR;

 Supporting Assisted Voluntary Return and Reintegration (AVRR) programs;

 Re-documenting genuine visa or passport holders who have had their travel document lost/
stolen/withheld;

 Checking of travel documents against white lists and black lists.

Currently, various information exchange mechanisms are available to some Bali Process members 
that may assist to exchanging information between some members. These include the Five Country 
Conference, Interpol’s i24/7 communication system and biometric databases, ASEANAPOL’s elec-
tronic ASEANAPOL Database System (eADS), Agreement on Information Exchange and Establish-
ment of Communication between some ASEAN countries, UNODC Voluntary Reporting System 
– Migrant Smuggling and Related Crime (VRS-MSRC), the APEC Regional Movement Alert System 
(RMAS), as well as informal and ad-hoc arrangements between countries. However, no mechanisms 
exist that allow all Bali Process members to securely exchange biometric and biographical data 
specifically for migration and border management purposes. The RBDES has been designed to 
complement these pre-existing arrangements to avoid duplication and ensure maximum efficiency 
and effectiveness for Participating Members.
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The Regional Biometric Data Exchange Solution (RBDES) is a simple channel of communication 
which allows participating Bali Process members to exchange biometric data, and biographical 
data upon a positive match, with other participating Bali Process members in a timely, secure and 
harmonized manner. Biometric and biographical data can be sent from one Participating Member to 
one or more Participating Members through a secure IT system hosted by an RBDES Manager (the 
System). 

Participation in the RBDES is voluntary, non-binding and members can opt in and opt out of the 
RBDES at any time. Participation is achieved upon interested Bali Process members notifying the 
RBDES Manager that they have entered into bilateral or multilateral arrangements with other interested 
Bali Process members to exchange data with those members. These bilateral and multilateral 
arrangements are known as “Associated Arrangements” under the RBDES.  A Terms of Use will 
commonly apply to all Participating Members. The Terms of Use and Associated Arrangements form 
the policy framework that regulates the use of the System (Framework). 

3.1 Purpose of the RBDES

The Regional Biometric Data Exchange Solution aims to:

• Facilitate secure and timely biometric and biographical data exchange between participating 
Bali Process members in order to contribute to the early detection of irregular migration, 
smuggling and trafficking of people and provide evidence for the investigation and prosecution 
of these crimes. 

• Enhance Bali Process member capacity to effectively respond to crimes of human trafficking 
and people smuggling in the region and to provide protection for those in need.

• Develop a consistent and harmonized approach to data exchange and information sharing 
that accommodates the diverse domestic contexts of members.

• Create an effective multilateral information exchange system that is consistent with diverse 
domestic laws, including privacy laws, and international obligations.

• Provide timely and efficient identification and information exchange for processing refugee and 
asylum seeker claims and assist in identifying vulnerable migrants.

• Foster greater regional cooperation to reduce irregular people movement by enabling 
members to share information by aligning legal, technical, privacy and operational processes 
with domestic and international frameworks. 

• Promote greater regional cooperation between Bali Process member States and participating 
organizations in sharing biometric data and other information.

3. Regional Biometric Data 
Exchange Solution
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3.2 Key benefits of the RBDES

The RBDES will enhance Participating Members’ decision making in relation to border management 
and migration processes by linking Participating Members with other Participating Members who 
may have relevant and valuable information that can be used to verify an individual’s identity. 

Exchange is based on a request and response procedure and Participating Members can decide to 
not respond to a request for any national security, public order, public health or other public policy 
reason.

The System is being designed as a simple and user friendly channel for communication used to 
securely connect members over the Internet. The System will be able to convert biometric formats 
to assist with any interoperability issues, reducing concerns about different biometric formats used 
between Participating Members. These features of the System will mean that the cost of using the 
System is minimized for Participating Members.

The System is being designed to only retain data for the duration of the transaction between 
Participating Members. Transmission through the System will only take seconds to complete, 
depending on the speed of the data connections, the volume of transmissions and other technical 
features. Participating Members will need to upload biometric data only when there is a need to 
request information and respond to a request. This approach ensures that Participating Members 
retain control of their own data and the privacy risk to individuals’ biometric data is significantly 
reduced.

Within the Framework, the Terms of Use provides a harmonized approach to information exchange 
among Participating Members, and provides human rights and privacy safeguards that are consistent 
with international standards. This consistency in procedure and safeguards will help to build trust 
and confidence in information sharing in general among Bali Process members as well as among 
individuals and the public.

The Associated Arrangements allow interested Bali Process members to specify the exact exchanges 
that will occur between Participating Members. For example, Participating Members can specify the 
types of biometric data they will exchange, the circumstances in which exchange will take place, and 
the biometric databases that will be used for matching. 

The RBDES has been developed to account for the varying technological capabilities across the 
region and to simplify implementation during the initial stages. However, both the System and the 
Framework can continue to be developed and refined to meet the evolving needs of the Bali Process 
and its members. 
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3.3 Key roles and responsibilities

The key roles and responsibilities involved in the operation of the RBDES are outlined below.

Biometric data will be provided to Participating Members by individuals.  Where necessary, individuals 
will also provide consent to collect, use and exchange their personal information. Under the 
Framework’s privacy safeguards, individuals may request access to and correction of their personal 
information, and have the opportunity to comment on any adverse information against them.

Participating Members will be responsible for negotiating and entering into Associated Arrangements, 
training users of the System and other officials, conducting privacy impact assessments, and ensuring 
the security of their domestic systems. By participating in the RBDES, Participating Members will 
comply with the Framework, in particular the human rights and privacy safeguards provided under the 
Framework. While the RBDES is based on principles of regional cooperation, collective responsibility 
and burden sharing, once data is exchanged, each Participating Member will be responsible for any 
decisions or actions that they take. 

National Accountability Officers are officials of the Participating Member who will be responsible for 
the operation of the Participating Member’s systems and processes in a way that is consistent with 
the Framework. Users of the System will be trained on the use of the System and its safeguards.

The RBDES Manager will manage member participation in the RBDES. The RBDES Manager will 
continue to develop the RBDES, and explore any opportunities to provide training and assistance 
to the Bali Process membership. It will also provide administrative assistance to the Oversight 
Committee, report on the System at Bali Process meetings and act as a non-voting member of the 
Oversight Committee.

A System Administrator will manage the technical operation of the System. The System Administrator’s 
responsibilities are outlined in the Service Arrangements contained in the Terms of Use. These 
responsibilities include user management, handling of technical issues, reporting, managing business 
rules, and making emergency technical changes to the System. 

The Oversight Committee will govern the ongoing implementation and operation of the RBDES. Five 
members of the Bali Process will be members of the Oversight Committee. The Oversight Committee’s 
responsibilities are outlined in a Terms of Use and its Terms of Reference. The Oversight Committee’s 
responsibilities include reviewing the operation of the RBDES, reviewing any communications, 
incident reports or any other reports from the RBDES Manager and System Administrator, and 
discussing any concerns, improvements, amendments to the RBDES. The Oversight Committee, if 
it considers it appropriate to do so, may suspend or terminate a member’s participation if there has 
been any breach. 

The Oversight Committee may recommend amendments to the RBDES. The Bali Process Ad Hoc 
Group Senior Officials will be responsible for raising any objections to amendments to the RBDES 
recommended by the Oversight Committee.
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3.4 The Framework

The Framework regulates the use of the System and provides principles regarding collection and 
exchange of personal information. It is comprised of the Terms of Use and Associated Arrangements. 
The Terms of Use establishes the standard rules for participation, and outlines the key responsibilities 
of Participating Members, the request and response procedure for exchanging information, and 
the common human rights and privacy safeguards to be applied to all Participating Members. 
The Associated Arrangements outline the specifics of the bilateral or multilateral data exchanges 
between Participating Members. Participating Members can specify, among other things, the types 
of biometric data they will exchange, the circumstances in which exchange will take place, the 
biometric databases that will be used for matching, and management of data by the Responding 
Member.

In developing the Framework, the RSO has taken into account legal and policy considerations, 
including human rights and privacy issues, and biometric standards and capabilities. The RSO has 
sought to strike a balance between establishing a harmonized approach to biometric and biographical 
data exchange through the Terms of Use and meeting the specific and diverse requirements of 
individual Bali Process members through the Associated Arrangements. 

Human rights and privacy safeguards have been built into the Framework to provide a substantial 
level of human rights and privacy protection for individuals and information exchanged through the 
RBDES. The human rights safeguards relate to anti-discrimination, due process, and protection 
of vulnerable persons. Information will only be exchanged with countries of origin or nationality in 
certain circumstances which protect the confidentiality of the information of asylum seekers, refugees 
and victims of torture, cruel, degrading and inhumane treatment. These certain circumstances arise 
where:

• there is express and specific consent from the individual, 

• the Participating Member, after undertaking a victim-centered screening process and 
specifically asking the individual, is satisfied that the individual has not expressed any fear of 
persecution or torture,

• there is a national asylum and complementary protection system and the Participating 
Member is satisfied that the individual has not made a claim of persecution or torture against 
the country of origin,

• there has been a legal determination under a national asylum and complementary protection 
system that the individual is not a refugee or a victim of torture, and all avenues for review have 
been exhausted, or

• the UNHCR has made a final determination that the individual is not a refugee, and all avenues 
for review have been exhausted.

These safeguards are drawn from and are consistent with international legal obligations contained in 
the Universal Declaration of Human Rights, the International Covenant on Civil and Political Rights, 
the Convention relating to the Status of Refugees and its Protocol, the Convention Against Torture, 
and other international human rights instruments.

The privacy safeguards built into the Framework require Participating Members to:

• conduct privacy impact assessments,

• notify the individual of the purpose of collection and use of their personal information, unless 
otherwise authorized by a domestic law,

• obtain informed consent from the individual, unless otherwise authorized by a domestic law,

IN
T

R
O

D
U

C
T

IO
N



REGIONAL SUPPORT OFFICE THE BALI PROCESS 13

• only use personal information for a purpose compatible with the purpose that was notified to 
the individual at the time of collection, unless there is subsequent consent from the individual 
or authorization from the law,

• retain personal information only for the period necessary,

• maintain secure systems to protect information from loss or unauthorized access, destruction, 
use, modification or disclosure,

• exchange only information that is relevant, complete, accurate and up-to-date, and

• provide individuals with an opportunity to access and correct their personal information. 

These privacy safeguards are drawn from the OECD Guidelines on the Protection of Privacy and 
Transborder Flows of Personal Data and the APEC Privacy Framework and have been adapted 
specifically for the RBDES. A Privacy Impact Assessment has been conducted to assess and 
minimize any privacy concerns to ensure that the Framework provides adequate privacy protection 
for individuals and their personal information. 

3.5 The System

Under the Framework, the System will serve as an initiating point in the identity verification process, 
acting as a simple mechanism to check whether there are any biometric matches between 
Participating Members. The exchange procedure established under the Framework will result in a 
“match”, “no match” or “error” response. If there is a “match” response, the Responding Member 
may provide the name, date of birth, nationality, and passport number of the matched individual. The 
Responding Member may also provide additional information, through means outside of the System, 
either through arrangements made through this RBDES or through other available mechanisms. 

Any System being developed will only retain data for the duration of the transaction between 
Participating Members. It is expected that the exchange of data will occur only in high value cases 
in order to maximize the effectiveness of each biometric data exchange between Participating 
Members. High value means members will exchange biometric data only where they consider there is 
a high need or high likelihood of an outcome that is valuable to members. Participating members can 
outline in their arrangements which high value circumstances biometric data will be exchanged, and 
the maximum number of exchanges expected to occur in one year. To cater for different biometric 
formats a conversion capability will be integrated into the System to provide maximum compatibility 
and interoperability between Participating Members.

The System is being developed as a hub and spoke model. Under this model, data is transferred 
from a Participating Member’s access point via a central router (the hub) to the access point of one 
or more Participating Members. 

Privacy considerations are being incorporated in the design of the System. Under the hub and 
spoke model, the risk of data compromise is reduced because data will be routed through but 
not stored in the System. Under this approach Participating Members can better control their data 
without unnecessary interference or additional processing. This approach maintains better integrity 
and control of transmitted data. Since data is only present during the end-to-end transmission the 
cost of using the System is significantly lower and the system size is protected against unplanned 
growth.
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3.6 Oversight Committee

As part of the implementation of the RBDES, an Oversight Committee will be established to govern the 
integrity and ongoing operation of the RBDES. The Terms of Reference for the Oversight Committee 
outlines the roles and responsibilities of the Oversight Committee and how meetings of the Oversight 
Committee will be conducted.

The Oversight Committee will meet at least once a year in person, and will:

• Review the operation of the RBDES.

• Review any communications, incident reports or any other reports from the Administrator of 
the System.

• Discuss any concerns, improvements, amendments to the RBDES.

• Provide recommendations regarding any amendments to the RBDES.

The Oversight Committee may:

• Conduct, or engage third parties to conduct, audits of the RBDES.

• Consult with the Bali Process membership regarding any amendments to the RBDES.

• Make recommendations to the Bali Process Ad Hoc Group Senior Officials regarding any 
amendments to the RBDES.

• Receive written communications from any Committee member, any Bali Process member or 
observer of any alleged breach of the Framework, and report such breaches to the Bali Process 
Ad Hoc Group Senior Officials.

• Hold any ad-hoc or emergency meetings to discuss and consider any alleged breach of the 
Framework.

• Produce and disseminate written communications concerning any alleged breach of the 
Framework.

• Decide to suspend or cancel the participation of any Bali Process member in the RBDES in 
the event of a breach of the Framework.

• Give written directions to the RBDES Manager to take any specific appropriate temporary action 
until the Oversight Committee has decided on whether to suspend or cancel participation. 

Decisions will be made by consensus or agreement wherever possible. If this is not possible, 
decisions will be made by an absolute majority of the Committee members.

IN
T

R
O

D
U

C
T

IO
N



REGIONAL SUPPORT OFFICE THE BALI PROCESS 15

3.7 Implementation and future refinement

After the RBDES is endorsed through the Bali Process, the RBDES will be operational once 
interested Bali Process members have notified the RBDES Manager that they have entered into 
an Associated Arrangement. These members will become Participating Members. The RSO has 
developed template documents to assist members in their participation and use of the RBDES. 
These documents include:

• Template Associated Arrangements: These template documents can be used by members to 
develop their own bilateral or multilateral arrangements.

• Template correspondence: These template documents can be used by members when 
notifying the RBDES Manager of participation, suspension or termination of participation in 
the RBDES.

• Template Privacy Impact Assessment: This template document can be used by members to 
conduct privacy impact assessments prior to participation in the RBDES, or when there are 
any substantial changes in their participation in the RBDES.

• Template privacy notices and consent forms: These template documents can be used by 
members to notify individuals of members’ participation in the RBDES and how their personal 
information may be collected, used and disclosed. These template documents may assist 
members in complying with some of the privacy safeguards contained in the Framework.

The RBDES Manager should also explore providing further specific assistance to interested 
Bali Process members, including assistance in conducting Privacy Impact Assessments and training 
users of the System.

With continued use of and confidence in the RBDES, the RBDES can be further amended and 
refined to meet any changing needs of Participating Members and the Bali Process in general. For 
example, based on discussions during the development of the RBDES, further development may 
include the exchange of information, in addition to basic biographical data, through the System.

Under the Framework, the Terms of Use and the Terms of Reference for the Oversight Committee 
may be amended through a recommendation by the Oversight Committee. The amendment will take 
effect 90 days after notification if no objection is raised by the Bali Process Ad Hoc Group Senior 
Officials within that 90 days.
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The RSO’s development of the policy framework for the RBDES involved rigorous consultation with 
Bali Process members and stakeholders. The policy framework was developed with oversight by a 
Biometric Data Exchange Review Committee, individual consultation with Bali Process members, 
and written consultation with the full Bali Process memberships.

4.1 Development of the RBDES

The RSO developed the Framework by taking into account the risks, challenges and solutions 
on how biometric data for identity verification can be exchanged among interested Bali Process 
members. The Framework takes into account policy and legal considerations such as effectiveness, 
cost, feasibility, legal authority of government agencies, human rights and other protections, privacy 
and data protection. The RSO has examined the framework options available and determined that 
the structure of the Framework should follow the frameworks of two comparable data exchange 
mechanisms within the region: the Five Country Conference (FCC) and the Regional Movement Alert 
System (RMAS). Both these mechanisms are regulated by frameworks consisting of an umbrella 
framework document and a network of secondary bilateral arrangements. This framework structure 
strikes a balance between establishing a harmonized approach to biometric and biographical data 
exchange through the Terms of Use and meeting the specific and diverse requirements of the Bali 
Process membership through Associated Arrangements. A more in-depth analysis of the policy 
rationale and framework options is discussed in the document: “Discussion Paper: Framework for 
the Regional Biometric Data Exchange Solution”.

During the development of the Framework, the RSO conducted research on the privacy laws of 
Bali Process members to assess the level of privacy protection within the region. A Privacy Impact 
Assessment (PIA) was also conducted to assess and minimize any privacy concerns to ensure that 
the RBDES provides adequate privacy protection for individuals. The PIA concluded that there was 
a substantial level of privacy protection designed into the RBDES that minimized privacy concerns 
related to exchange of biometric and biographical data. The PIA recommended that further actions 
to minimize privacy included:

• Participating Members conducting their own privacy impact assessments. 

• The RBDES Manager exploring ways to assist Participating Members with participation in 
the RBDES and compliance with the Framework, including assisting Participating Members 
conducting their PIAs and training authorized users.

• Continued oversight and privacy auditing of the RBDES by the Oversight Committee, by the 
RBDES Manager, and by Participating Members (including a privacy enforcement authority, if 
applicable).

• Consider future amendments to domestic law and to the Framework to create more stringent 
privacy safeguards.

All of these recommendations reflect intended actions in the future development of the RBDES.
The Government of Australia is procuring the System from a private vendor. Upon completion of the 
procurement and development, the System will be gifted to the Bali Process and managed by the 
RBDES Manager. 

4. Development process
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4.2 Biometric Data Exchange Review Committee

The Biometric Data Exchange Review Committee (Review Committee) was established at the 
Roundtable on Biometric Data Sharing for Identity Verification held on 15-16 October 2014 in 
Bangkok. The Review Committee was established to oversee the development of a regional biometric 
data exchange solution through the Bali Process.

The Review Committee was co-chaired by Australia and IOM, supported by delegates from the 
Governments of Bhutan, Indonesia, New Zealand, the Philippines, Thailand and UNHCR. The Review 
Committee held 2 meetings during the development of the RBDES.
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Framework Documents  
Attachment 1 – Terms of Use

Attachment 2 – Terms of Reference for the Oversight Committee

Attachment 3 – Explanatory Notes to the Terms of Use
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Background

These Terms of Use were developed taking into account the following considerations: 

• Recognizing the importance of burden sharing, collective responsibility and regional 
cooperation to address irregular migration, including people smuggling, trafficking in persons 
and related transnational crimes, and to facilitate comprehensive migration management 
approaches;

• Desiring to establish a regional solution to facilitate cooperation between Bali Process 
members through the timely and secure exchange of biometric data, and biographical data 
where relevant, for the purposes of identity verification and combating identity fraud that 
incorporates general privacy principles;

• Noting that participation in the Regional Biometric Data Exchange Solution (RBDES) is 
voluntary and that Bali Process members may decide to commence, suspend or terminate 
their participation in the RBDES at any time;

• Respecting the importance of confidentiality of personal information, including biometric 
data, and upholding the individual’s human rights, including the right to privacy, through 
establishing minimum safeguards, checks and balances and oversight mechanisms under a 
policy framework;

• Noting that the use of the RBDES will complement and not prejudice any other information 
sharing mechanism available to Bali Process members; and 

• Noting that the RBDES forms part of a greater context of general information sharing among 
Bali Process members through the Regional Cooperation Framework;

Definitions

1. Definitions:

(a) RBDES means the Regional Biometric Data Exchange Solution endorsed by the Bali 
Process member States, and includes the Framework and the System.

(b) Framework means the policy framework that regulates the use of the System, and includes 
these Terms of Use, the Service Arrangements at Appendix A and any Associated 
Arrangements. 

(c) System means the technological mechanism supporting the Framework to facilitate the 
exchange of biometric and biographical data between Participating Members.

(d) Associated Arrangement means the arrangements made under paragraph 5 of these 
Terms of Use.

Attachment 1

Terms of Use for the 
Regional Biometric Data 
Exchange Solution
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(e) Service Arrangements means the arrangements made under paragraph 6 of these Terms 
of Use.

(f) Regional Support Office or the RSO means the Regional Support Office of the Bali Process 
established to operationalize the Regional Cooperation Framework of the Bali Process.

(g) RBDES Manager means the individual or entity responsible for the administration of the 
Framework.

(h) System Administrator means the individual or entity responsible for the administration of 
the System.

(i) Biometrics means the measurable physiological and behavioral characteristics of individuals 
including, but not limited to, faces, fingerprints, irises and retinas.

(j) Biographical data means information referred to in paragraph 16(a).

(k) Personal information means any information that may, by itself or with other information, be 
used to identify an individual, and includes biometrics and biographical data.

(l) Individual means any natural person, whether they are a citizen or non-citizen, or a national 
or non-national of a country. 

(m) Participating Member means any Bali Process member State or organization that has 
complied with paragraphs 5 and 6 of these Terms of Use.

(n) Requesting Member means the Bali Process member State or organization that makes a 
request under paragraph 15 of these Terms of Use.

(o) Responding Member means the Bali Process member State or organization that makes a 
response under paragraph 16 of these Terms of Use.

(p) National Accountability Officer means the individuals designated by Participating Members 
to be responsible for the use of the RBDES under paragraph 30 of these Terms of Use.

(q) Oversight Committee means the committee established under paragraph 11 of these 
Terms of Use.

Section I: Purpose and scope 

2. The purpose of the RBDES is to facilitate the voluntary exchange of biometric and biographical 
data between Participating Members through the System for identification and identity 
verification purposes, using a harmonized and consistent approach that respects the diversity 
of the Bali Process membership and the bilateral relationships between members, and 
provides minimum safeguards consistent with international standards and obligations. 

3. The RBDES will only be used for the purposes of identification and identity verification 
as it relates to irregular migration, people smuggling, trafficking in persons and related 
transnational crime. Information exchanged through the RBDES may only be used to assist 
Participating Members in making migration or border management decisions, in investigating 
any offences relating to irregular migration, people smuggling, trafficking in persons and related 
transnational crime and as evidence in any related judicial and quasi-judicial proceedings.

Section II: Participation and administration

4. All Bali Process member States and organizations may participate in the RBDES. Participation 
in and use of the RBDES is voluntary and is subject to the domestic laws, policies, bilateral 
agreements and international obligations of Participating Members. 

5. Participation is achieved by the authorized representatives of Participating Members mutually 
deciding with each other in writing the specific details of data exchange arrangements 
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(Associated Arrangements). Associated Arrangements may be bilateral or multilateral. These 
Terms of Use, including any subsequent amendments, must form part of any Associated 
Arrangements. Associated Arrangements must be compatible with these Terms of Use, and 
to the extent of any incompatibility, the provisions in these Terms of Use will prevail. Associated 
Arrangements made under this paragraph should specify:

a. The circumstances in which Participating Members will exchange information, consistent 
with the scope outlined in paragraph 3. 

b. The expected maximum number of requests to be made per year under paragraph 15.

c. The type or types of biometric data to be exchanged in a request made under paragraph 15.

d. The biometric databases against which biometric data will be matched.

e. Any other information, including personal information, to be exchanged upon a positive 
“match” response being returned under paragraph 16. Any information exchanged 
will be necessary and directly relevant to the purpose and scope provided under 
paragraphs 2 and 3. 

f. The maximum time period for which a response can be returned, referred to in paragraph 16.

g. The procedures established to provide individuals with access to and correction of their 
personal information referred to in paragraph 27.

h. The security mechanisms in place, including details of data retention and maximum data 
retention periods by Participating Members, referred to in paragraphs 28 and 29.

i. The procedures established to notify relevant Participating Members and the RBDES Manager 
of the departments or ministries acting as the focal points and National Accountability 
Officers referred to in paragraph 30.

j. Any safeguards additional to the minimum safeguards provided in Section IV.

k. The date of expiry (if any) of the Associated Arrangement.

l. How the Associated Arrangements can be amended.

m. Any other operational procedures to be followed.

6. Participating Members will comply with technical requirements as set out in the Service 
Arrangements at Appendix A. An administrator appointed by the RBDES Manager will be 
responsible for the technical administration of the System (System Administrator).

7. Participating Members will notify the RBDES Manager in writing that an Associated Arrangement 
has been entered into by authorized representatives of Participating Members consistent with 
paragraph 5. Participation will take effect upon written confirmation by the RBDES Manager. 

8. Participating Members will notify the RBDES Manager in writing of any amendments to 
Associated Arrangements. Amendments will take effect upon written confirmation by the 
RBDES Manager.

9. Participating Members may temporarily suspend their participation in the RBDES generally or 
under specific Associated Arrangements at any time upon notification to relevant Participating 
Members and the RBDES Manager of their decision. Participating Members may resume 
participation at any time upon notification to relevant Participating Members and the RBDES 
Manager of their decision. Suspension and resumption of participation will take effect upon 
written confirmation by the RBDES Manager.

10. Participating Members may terminate their participation in the RBDES generally, or under 
specific Associated Arrangements, at any time by providing notice to relevant Participating 
Members and to the RBDES Manager. Termination of participation will take effect upon written 
confirmation by the RBDES Manager.
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11. A committee established by Senior Officials of the Bali Process Ad Hoc Group and supported 
by the RBDES Manager, will be the primary body responsible for oversight of the RBDES (the 
Oversight Committee).

12. If a Participating Member has breached a provision of these Terms of Use or any Associated 
Arrangements, the Oversight Committee has the discretion to suspend or cancel participation 
of the Participating Member. An authorized member of the Oversight Committee may provide 
written directions to the RBDES Manager to take appropriate temporary measures to reduce the 
risk of possible breaches of provisions of these Terms of Use and any Associated Arrangements 
until a decision has been made by the Oversight Committee. Temporary measures may include 
temporarily suspending the participation of the Participating Member concerned. The RBDES 
Manager will comply with these written directions.

13. Participating Members will take appropriate action, including under the civil or criminal law or 
both of the domestic law, in the event of any misuse of the System or breach of the Framework. 
Participating Members are also expected to inform relevant Participating Members and the 
RBDES Manager of any misuse or breach. 

Section III: Procedure for information exchange
 

14. Wherever possible, to reduce the risk of inaccuracies or overdependence on biometrics, 
multiple sources of information should be used to identify or verify the identity of individuals. 
Participating Members should provide alternatives to using biometric data for identification 
and verification.

15. The Requesting Member will make a request to one or more Participating Members by sending 
biometric data through the System. Participating Members will specify the type or types of 
biometric data that may be exchanged and the expected maximum number of requests per 
year through Associated Arrangements entered into under paragraph 5. 

16. The Responding Member may respond to a request by returning a positive “match”, a negative 
“no match” or an “error” response through the System. 

a. If a Responding Member returns a positive “match” response, the Responding Member 
may provide the name, date of birth, nationality and passport number of the matched 
individual (biographical data). The Responding Member may also provide, through means 
outside of the System, additional information that has been outlined in an Associated 
Arrangement between the Requesting Member and Responding Member and that is 
necessary and directly relevant to the purpose and scope of the RBDES. 

b. The Responding Member may respond to a request by returning an “error” response in 
circumstances where matching is unable to be processed due to quality or other technical 
issues. 

c. The System may return an “error” message in circumstances where a business rule has 
not been satisfied or where there are technical issues preventing the transmission of data. 

d. The Responding Member is expected to respond to a request made under paragraph 
15 within a response period that commenced from the date of the request. The length of 
response period will be mutually decided between the Participating Members but will not 
exceed 90 working days.
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17. A Responding Member may decide to not respond to requests, either on a case by case basis 
or as a whole, because of any national security, public order, public health or other public 
policy reason, including that providing a response may be incompatible with the Responding 
Member’s domestic laws and policy. The Responding Member is encouraged to notify the 
Requesting Member of the decision and provide reasons where appropriate.

18. Participating Members will make a written record of any request made under paragraph 15, 
any response returned under paragraph 16, and any decision to not respond under paragraph 
17. The System will retain written records or logs of the System’s usage data only.

Section IV: Minimum safeguards

Human rights protections

19. Participating Members will not draw adverse inferences or take adverse action against an 
individual merely because of the fact that a request under paragraph 15, a response under 
paragraph 16, or a decision under paragraph 17 has been made.

20. Information exchanged through the RBDES will not be used to take action against an individual 
on a discriminatory basis without a legitimate reason. If an adverse action is taken against an 
individual that was made, partially or wholly, on the basis of information exchanged through 
the RBDES, the affected individual will be notified and have the opportunity to comment on 
the information.

21. If an individual is an asylum seeker, a refugee, a stateless person, a victim of torture or cruel, 
inhumane or degrading treatment, a victim of human trafficking, a child, a woman, or a migrant 
worker, Participating Members will take measures to ensure the necessary and appropriate 
protection of that individual when exchanging information about that individual.

22. Participating Members may exchange information about an individual with the individual’s 
country of origin or nationality only if:

a. that individual, or an authorized representative of the individual, has expressly and 
specifically provided written consent to do so; or

b. the Participating Member, after undertaking a victim-centered screening process and 
specifically asking the individual about whether the individual fears any harm from their 
country of origin or nationality, is satisfied that the individual has not expressed any fear of 
persecution or torture from the individual’s country of origin or nationality; or

c. the Participating Member has implemented in law a national asylum and complementary 
protection system and the Participating Member is satisfied that the individual has not raised 
a claim of persecution or torture against the individual’s country of origin or nationality; or

d. the Participating Member has implemented in law a national asylum and complementary 
protection system, and the Participating Member has made a final determination that the 
individual is not a refugee or a victim of torture or cruel, inhumane or degrading treatment, 
and all possible legal avenues of review of that determination have been exhausted by 
the individual. The Participating Member will not reveal to the country of origin that the 
individual has made a claim of persecution or of torture or cruel, inhumane or degrading 
treatment; or

e. the United Nations High Commissioner for Refugees has made a final determination that 
the individual is not a refugee and all possible avenues of review of that determination have 
been exhausted by the individual. The Participating Member will not reveal to the country 
of origin that the individual has made a claim of persecution or of torture or cruel, inhumane 
or degrading treatment. 
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Privacy and data protections 

23. Participating Members will respect the privacy of individuals, conduct Privacy Impact 
Assessments, and take measures to reduce the impact of any actions taken under this 
Framework on the individual’s privacy. 

24. Collection of personal information will be by lawful and fair means. Unless otherwise authorized 
by law, individuals will be notified of the identity verification purpose for which their personal 
information has been or will be collected. To the greatest extent possible, notification will occur 
through means which the individual can understand.

25. Unless otherwise authorized by law, the informed consent of the individual will be obtained 
prior to the collection, use and disclosure of their personal information. If the Participating 
Member is authorized by law to not obtain informed consent, the Participating Member will 
notify the individual concerned. 

26. The use and disclosure of personal information will be compatible with the purpose notified to 
the individual at the time of collection, unless there is subsequent consent from the individual 
or authorization by law to use or disclose the personal information for another purpose. 
Personal information should only be matched with information that was obtained for a national 
identification, law enforcement, migration, people smuggling, trafficking in persons or related 
transnational crime purpose. 

27. To the greatest extent possible, information exchanged about individuals will be relevant, 
complete, accurate and up to date. Individuals will be given the opportunity to access and 
correct their personal information held by a Participating Member through a request to that 
Participating Member, unless the Participating Member’s domestic law states otherwise. 
Participating Members are expected to inform relevant parties about any inaccurate information 
exchanged through the RBDES and seek to correct that information. 

28. Personal information exchanged through the RBDES will only be retained for as long as it is 
necessary for the purposes for which it was exchanged, consistent with paragraphs 2 and 3 
of these Terms of Use. Personal information will be destroyed by Participating Members as 
soon as it is no longer necessary for this purpose, in accordance with the relevant Associated 
Arrangement and the Participating Member’s domestic law and policy. The System will not 
retain any personal information once personal information has been transmitted between 
Participating Members.

29. Participating Members will maintain secure systems that have a minimum number of authorized 
users and protect information, including personal information, used through the RBDES from 
loss or unauthorized access, destruction, use, modification or disclosure. To the greatest 
extent reasonably possible, the System will incorporate business rules to give effect to the 
provisions of these Terms of Use and Associated Arrangements.

30. Each Participating Member will designate a department or ministry to act as the focal point for 
requests and responses made through the RBDES. The nominated department or ministry 
will designate a National Accountability Officer who will be responsible for the operation of 
Participating Member’s systems and processes in a way that is consistent with these Terms 
of Use and any Associated Arrangements. Participating Members will establish procedures to 
notify each other and the RBDES Manager of the designation of department, ministries and 
National Accountability Officer. 
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31. If a Participating Member engages the services of a third party in any way under the RBDES, 
the Participating Member must ensure that the third party also complies with these Terms of 
Use and any Associated Arrangements.

32. Any information exchanged through the RBDES will not be disclosed to a third party (other 
than the individual concerned, the Requesting Member or the Responding Member), unless 
disclosure is required by law or there is consent from the Participating Member that provided 
that information. The Participating Member providing that information may place restrictions 
on the use and disclosure of that information, and it is expected that other Participating 
Members will comply with such restrictions. If the information includes personal information, 
the Participating Member will also comply with paragraphs 25 and 26 of these Terms of Use.  

Section V: Final paragraphs

33. Each Participating Member will be responsible for actions and decisions made by them based 
on any information exchanged through the RBDES. 

 
34. Each Participating Member will bear their own costs of their use of the RBDES. The 

management of costs associated with the use of the RBDES will be a matter for Participating 
Members. 

35. The Oversight Committee, following consultation with Bali Process members, may recommend 
amendments to these Terms of Use, Explanatory Notes and any terms of reference for the 
Oversight Committee. An amendment recommended by the Oversight Committee will have 
effect 90 days after the recommendation has been notified to the Bali Process Ad Hoc 
Group Senior Officials, unless an objection to the recommended amendment is made by 
any of the Bali Process Ad Hoc Group Senior Officials within that 90 day notification period. 
Amendments made to these Terms of Use will be automatically incorporated into any 
Associated Arrangements upon written notification to all National Accountability Officers.

36. The minimum safeguards contained in Section IV of these Terms of Use and any additional 
safeguards made under any Associated Arrangements will survive any suspension of 
participation or Associated Arrangement under paragraph 9, termination of participation or 
Associated Arrangement under paragraph 10 of these Terms of Use, any termination of any 
Associated Arrangements and any suspension or cancellation of a Participating Member’s 
participation in the RBDES under paragraph 11 of these Terms of Use.

37. All disputes under the RBDES, including any arising from these Terms of Use and any 
Associated Arrangements, unless otherwise agreed to in any Associated Arrangements, will 
be settled amicably through consultation or negotiation between the Participating Members 
concerned through diplomatic channels, without reference to any third party or international 
tribunal.
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Appendix A: Service Arrangements

1. These Service Arrangements outline the general responsibilities of Participating Members, 
the RBDES Manager and the System Administrator relating to the technical operation of the 
System.

2. Participating Members will:

a. Establish and maintain their own domestic systems, equipment and processes for 
biometric data exchange through the System;

b. Ensure the security of the domestic systems and processes used for biometric data 
exchange is consistent with the RBDES’s system requirements;

c. Advise the System Administrator of the biometric formats of their domestic biometric 
systems that may be exchanged through the System;

d. Advise the System Administrator of any client software used to interface with the System;

e. Advise the RBDES Manager of any specific business rules arising from Associated 
Arrangements;

f. Test the System prior to beginning any live transactions under the RBDES;

g. Limit users of the System to those who have a genuine business requirement to use the 
System;

h. Provide training to users of the System on the Framework and the use of the System;

i. Provide the System Administrator with up-to-date user information;

j. Establish and maintain their respective Internet Protocol connections to the System;

k. Confirm that biometric data is virus-free prior to being uploaded to the System;

l. Notify the System Administrator of any problems in accessing or using the System;

m. Notify the RBDES Manager and System Administrator of any data that has been 
erroneously sent to another Participating Member; and

n. Notify the RBDES Manager and System Administrator in case a breach, or suspected 
breach, of data protection or security has occurred or might occur.

3. The RBDES Manager will:

a. Appoint and supervise the System Administrator;

b. Direct the System Administrator, including any actions to give effect to any written directions 
made by the Oversight Committee;

c. Notify Participating Members, where appropriate, on any technical issues with the System; 

d. If requested by a Participating Member, report to the Participating Members about their 
usage data of the System; and

e. Report to the Oversight Committee and the Senior Officials of the Bali Process Ad Hoc 
Group about general usage data of the System.
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4. The System Administrator, under the supervision of the RBDES Manager, will:

a. Manage user accounts and user access to the System;

b. Take direction from the RBDES Manager in relation to user access and actions to be taken 
in the event of a security breach or other unauthorised activity by users;

c. Apply any specific business rules arising from Associated Arrangements notified by 
Participating Members;

d. Maximise System availability;

e. Maintain security of the System;

f. Maintain and provide technical support for the System;

g. Record, manage and rectify incidents, such as security and data protection breaches, 
System failures, and System generated error messages, reported by Participating Members 
via telephone or email;

h. Take actions to prevent or remedy incidents that have, or may, cause an outage or a critical 
interruption to the operation of the System;

i. Monitor system usage;

j. Notify the RBDES Manager of known or suspected data protection or security breaches; and

k. Manage transactional records of the System and report to the RBDES Manager on the 
usage data of the System.
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Attachment 2 

Terms of Reference for 
Oversight Committee

REGIONAL BIOMETRIC DATA EXCHANGE SOLUTION OVERSIGHT COMMITTEE  

TERMS OF REFERENCE

1. Background

The aim of the Regional Biometric Data Exchange Solution (RBDES) to facilitate the exchange of 
biometric data between interested Bali Process members. The RBDES comprises of a technical 
system for exchange of biometric and biographical data (the System) and a policy framework to 
regulate the use of the System (the Framework). The Framework consists of a Terms of Use and 
Associated Arrangements between each Participating Member.

It was agreed under the Framework that a Oversight Committee be established to oversight the 
operation and use of the Regional Biometric Data Exchange Solution on behalf of the Bali Process 
members. The Oversight Committee’s roles and responsibilities are broadly outlined in the Terms of 
Use and more specifically in this Terms of Reference.

2. Purpose

The purpose of the Oversight Committee is to: 
• Govern the integrity and ongoing operation of the RBDES.
• Provide a forum through which the RBDES can be reviewed.
• Provide a mechanism through which breaches of the Framework can be addressed.
• Provide recommendations regarding any amendments to the RBDES.

3. Membership

The Oversight Committee will comprise of officials from 5 Bali Process members (on a two year 
rotational basis) and the RBDES Manager (who will not have voting rights). The Oversight Committee 
will be co-chaired by two Bali Process members on a two year rotational basis.
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4. Role of the Oversight Committee

The Oversight Committee will:

• Hold regular meetings at least once a year.

• Review the operation of the RBDES.

• Review any communications, incident reports or any other reports from the System 
Administrator.

• Discuss any concerns, improvements, amendments to the RBDES.

The Oversight Committee may:

• Conduct, or engage third parties to conduct, audits of the RBDES.

• Consult with the Bali Process membership regarding any amendments to the RBDES.

• Make recommendations to the Bali Process Ad Hoc Group Senior Officials regarding any 
amendments to the RBDES.

• Receive written communications from any Oversight Committee member, any Bali Process 
member or observer of any alleged breach of the Framework, and report such breaches to the 
Bali Process Ad Hoc Group Senior Officials.

• Hold any ad-hoc or emergency meetings to discuss and consider any alleged breach of the 
Framework.

• Produce and disseminate written communications concerning any alleged breach of the 
Framework.

• Decide to suspend or cancel the participation of any Bali Process member in the RBDES in 
the event of a breach of the Framework.

• Give written directions to the RBDES Manager to take any specific appropriate temporary action 
until the Oversight Committee has decided on whether to suspend or cancel participation. 

The co-chairs, with the administrative support of the RBDES Manager, will:

• Recommend meeting dates and locations;

• Identify meeting objectives, prepare agendas, and identify issues for consideration by the 
Oversight Committee;

• Inform Committee members of key developments;

• Take forward actions arising from meetings of the Oversight Committee; and

• Report on meetings and activities of the Oversight Committee through Bali Process 
mechanisms (as outlined below).

A co-chair, upon notification by any Bali Process member or observer of a breach of the Framework, 
may give written directions to the RBDES Manager to temporarily suspend participation in the 
RBDES by the Participating Member who is alleged to have committed the breach.

The RBDES Manager will report at meetings of the Oversight Committee on the usage and costs of 
the RBDES, on any breaches of the RBDES and on any recommendations for amendments to the 
RBDES.
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5. Meetings

Subject to funding, the Oversight Committee will meet in person at least once a year. The Oversight 
Committee may also meet on an ad hoc or emergency basis for any reason. Ad hoc or emergency 
meetings may take place in person or by teleconference.

The Oversight Committee may also invite to its meetings as observers any delegates from Bali Process 
members and observers, or any other relevant third party.

Quorum is achieved when there is a majority of the Oversight Committee members present and there 
is at least one co-chair, 2 Oversight Committee members, and the RBDES Manager present.

Decisions will be made by consensus or agreement wherever possible. If this is not possible, decisions 
will be made by an absolute majority of the Oversight Committee members (at least 3 members).  

6. Administration and reporting

The RBDES Manager, on behalf of the Oversight Committee, will write reports to the Bali Process 
Co-Chairs and the Bali Process Ad Hoc Group Senior Officials on the outcomes of any Oversight 
Committee meeting. The reports from the Oversight Committee may be made available through 
public statements, updates or the Bali Process website. 

7. Budget

The RBDES Manager will determine arrangements for funding the Oversight Committee meetings 
and activities.
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Attachment 3 

Explanatory Note for
the Terms of Use

1. This explanatory note outlines the operational and policy background for the Terms of Use for 
the Regional Biometric Data Exchange Solution (Terms of Use). While this explanatory note 
may be used to assist in interpreting the provisions of the Terms of Use, it does not form part 
of the Terms of Use or any Associated Arrangements.

2. There are explanatory notes for each paragraph of the Terms of Use, providing commentary 
about the policy background, interpretation, and possible implementation of each of the 
provisions.

Background

3. The background section provides the thematic background to the Regional Biometric Data 
Exchange Solution (RBDES). This section identifies the key considerations taken into account 
by the Regional Support Office of the Bali Process (RSO) and the Biometric Data Exchange 
Review Committee during the development of the policy framework. These key considerations 
are drawn from general principles of the Bali Process and the Regional Cooperation Framework, 
as well as key objectives arising specifically from exchanging biometric and biographical data 
between members of the Bali Process.

4. While this section provides useful principles that might assist in interpreting the Terms of Use, 
particularly the purpose and intentions behind the Terms of Use, this section does not form 
part of the core text of the Terms of Use.

 
Paragraph 1 - Definitions

5. The definition of “biometrics” is consistent with the definition of biometrics according to the 
International Standards Organization. “Faces, fingerprints, irises and retinas” are the most 
commonly used types of biometric data, but this list is not intended to be an exhaustive list. 

6. The definition of “personal information” includes information that can identify an individual. 
This definition captures the individual pieces of information that by itself do not identify a 
person, but can identify an individual when used with other information, such as biometric 
databases, intelligence reports, newspaper reports, and other publicly available information. 
“By itself or with other information” has been included into the definition for this reason. The 
definition of “personal information” also includes biometrics and biographical data. This allows 
for the privacy and data protection safeguards in Section IV to cover biometric data that is 
initially sent, biographical data sent upon a positive match, and any other personal information 
subsequently sent through the Associated Arrangements made between Participating 
Members.
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7. The definition of “individual” does not include corporations or other non-natural legal persons. 
“Individual” is used instead of “person” especially for this reason. The definition of “individual” 
is inclusive so that there is no discrimination between nationals and non-nationals or citizens 
and non-citizens when applying the rules and safeguards provided under the Framework. 

8. The remaining definitions are self-explanatory and mostly relate to common names and terms 
used throughout the Terms of Use. These common names and terms have been included in 
this definitions paragraph as a central point of reference to assist users with understanding the 
Terms of Use.

Section I: Purpose and scope 

Paragraph 2 – Purpose of the RBDES 

9. This paragraph outlines the purpose of the RBDES. The purpose is important not only because 
it clearly outlines why the RBDES has been established, but also because it may be useful when 
clarifying any differences in interpretation of the provisions of the Terms of Use or Associated 
Arrangements. If there is a difference in interpretation or understanding of the meaning of 
provisions in the Terms of Use and how the information exchange process should operate, an 
interpretation or understanding that best achieves the purpose described in this paragraph 
is preferred. Further, if there is an interpretation or understanding that is incompatible with 
the purpose described in this paragraph, that interpretation or understanding should not be 
followed.

Paragraph 3 – Scope of the RBDES

10. This paragraph outlines the scope of the RBDES by listing the purposes for which the RBDES 
can be used. These purposes are limited to identification and identity verification uses that 
are related to the broad subject matter of the Bali Process, that is, irregular migration, people 
smuggling, trafficking in persons and related transnational crime. 

11. This paragraph also provides that any information exchanged through the RBDES will only be 
used to assist Participating Members in making migration or border management decisions, 
in investigating any offences relating to irregular migration, people smuggling, trafficking in 
persons and related transnational crime and as evidence in any related judicial or quasi-judicial 
proceedings. Related judicial and quasi-judicial proceedings can include both review of the 
migration or border management decisions or prosecution of any offences relating to irregular 
migration, people smuggling, trafficking in persons or related transnational crime.

12. This paragraph is referred to in paragraph 5(a) of the Terms of Use. That paragraph outlines 
what should be specified in the Associated Arrangements between Participating Members, 
and in particular, the circumstances in which Participating Members will exchange information. 
Such circumstances must be within the scope outlined in this paragraph.

Section II: Participation and administration

Paragraph 4 – Voluntary participation

13. This paragraph explains that all Bali Process members may voluntarily participate in the RBDES, 
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and that they can decide to join or leave the RBDES at any time (see paragraphs 9 and 10 
of the Terms of Use). Inclusive and voluntary participation, with the discretion to suspend or 
terminate participation in the RBDES at any time, is fundamental and intrinsic to the princi-
ples of the Regional Cooperation Framework and the Bali Process. Furthermore, even when 
members have decided to participate in the RBDES, they can decide on a case-by-case basis 
whether they wish to exchange information. This is provided under paragraph 17 of the Terms 
of Use.

 
14. This paragraph also explains that participation in and use of the RBDES is subject to the 

domestic laws, policies, bilateral agreements and international obligations of Participating 
Members. This is to ensure that any action made under the RBDES is lawful according to 
a Participating Member’s domestic laws, policies, bilateral agreements and international 
obligations. 

Paragraph 5 – Associated Arrangements

15. This paragraph and subsequent paragraphs 7-10 of the Terms of Use outline the steps 
that Participating Members will take to participate in the RBDES. This paragraph provides 
that Participating Members must mutually decide the specific details of their data exchange 
arrangements under the RBDES. These arrangements must be made in writing and are referred 
to in the Terms of Use as Associated Arrangements. The RSO has developed model Associated 
Arrangements in the form of a Model Exchange of Letters and a Model Memorandum of 
Understanding to assist members with developing Associated Arrangements.

16. This paragraph provides that Associated Arrangements must be made by authorized 
representatives of each Participating Member. The representative must be authorized by the 
Participating Member to enter into international arrangements. The level of authority required 
will vary depending on the practices of individual Participating Members and the nature of the 
Associated Arrangements, and may involve the relevant Minister or head of a department or 
ministry. 

17. This paragraph provides that Associated Arrangements may be bilateral or multilateral. This 
provides interested Bali Process members with the flexibility to enter into negotiations and 
arrangements bilaterally, or multilaterally where there are many common elements in data 
exchange between many members or within a sub-region. A new member might also seek 
to join a pre-existing bilateral arrangement and transform that bilateral arrangement into a 
multilateral arrangement.

18. This paragraph also provides that any Associated Arrangements incorporate the Terms of 
Use, including any subsequent amendments. Associated Arrangements must also state that 
they will be compatible with the Terms of Use, and to the extent of any incompatibility, the 
provisions in the Terms of Use will prevail. Both of these elements are included in the model 
Associated Arrangements developed by the RSO. Under the model Associated Arrangements, 
the Terms of Use are directly attached to the Associated Arrangements as Annexure A. 

19. This paragraph also provides the specific details that need to be included in any Associated 
Arrangement. These specific details provide flexibility to meet the diverse needs of the Bali 
Process membership and the many bilateral relationships between members. These specific 
details are:

a. The circumstances in which Participating Members will exchange information, consistent 
with the scope outlined in paragraph 3 of the Terms of Use.
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b. The expected maximum number of requests to be made per year under paragraph 15 of 
the Terms of Use. 

c. The type or types of biometric data to be exchanged in a request made under paragraph 
15 of the Terms of Use.

d. The biometric databases in which biometric data will be matched.

e. Any other information, including personal information, to be exchanged upon a positive 
“match” response made under paragraph 16 of the Terms of Use. Information exchanged 
must be necessary and directly relevant to the purpose and scope provided under 
paragraphs 2 and 3 of the Terms of Use.

f. The maximum time period for which a response can be given referred to in paragraph 16 
of the Terms of Use.

g. The procedures established to provide individuals with access to and correction of their 
personal information referred to in paragraph 26 of the Terms of Use.

h. The security mechanisms in place, including details of data retention and maximum data 
retention periods by the Participating Member referred to in paragraphs 27 and 28 of the 
Terms of Use.

i. The procedures established to notify relevant Participating Members and the RBDES 
Manager of the designation of departments, ministries and National Accountability Officers 
referred to in paragraph 30.

j. Any other safeguards additional to the minimum safeguards provided in Section IV of the 
Terms of Use.

k. The date of expiry (if any) of the Associated Arrangement.

l. How the Associated Arrangements can be amended.

m. Any other operational procedures to be followed.

Paragraph 6 – Service Arrangements

20. This paragraph provides that Participating Members will comply with technical requirements 
as set out in the Services Arrangements. The Service Arrangements outline technical 
requirements such as user account management and security arrangements. The Service 
Arrangements are attached as part of Appendix A and form part of the Terms of Use. As part 
of the Terms of Use, they can only be amended as per the procedure established at paragraph 
35. The responsibility for the administration of the System will be on the RBDES Manager’s 
appointed System Administrator.

Paragraph 7 – Notification to RBDES Manager of participation

21. This paragraph explains that the RBDES Manager will confirm participation upon receiving 
written notification by authorized representatives of Participating Members that an arrangement 
consistent with paragraph 5 of the Terms of Use has been entered into.

22. This is a safeguard to ensure that Participating Members have declared to the RBDES Manager 
that they have complied with paragraph 5 of the Terms of Use, and in particular, that they have 
arranged for adoption of these Terms of Use into their Associated Arrangements. The RBDES 
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Manager will also write to Participating Members annually and confirm continued participation 
in the RBDES. Template correspondence has been developed by the RSO. 

Paragraph 8 – Notification of amendments to Associated Arrangements

23. This paragraph provides that Participating Members will write to notify the RBDES Manager 
of any amendments made to their Associated Arrangements. Suspension and resumption 
will take effect once the RBDES Manager has provided written confirmation to the relevant 
Participating Members. This is to ensure that the RBDES Manager remains up to date with 
any amendments, and any business rules that are incorporated into the System developed by 
the RBDES Manager are also updated. Template correspondence has been developed by the 
RSO. 

Paragraph 9 – Suspension and resumption of participation

24. This paragraph provides that Participating Members may suspend and resume participation 
in the RBDES or any of their Associated Arrangements at any time. Participating Members 
may suspend or resume participation by providing notice to the relevant Participating Member 
and to the RBDES Manager. The requirement to provide notification to the RBDES Manager 
ensures that the RBDES Manager remains updated about the operational status of any 
Associated Arrangements. This allows the RBDES Manager to incorporate any suspension 
or resumption of participation or any Associated Arrangements into the business rules of the 
System. 

25. Suspension and resumption will take effect once the RBDES Manager has provided written 
confirmation to the relevant Participating Members. Participation will continue and the 
provisions of the Terms of Use or relevant Associated Arrangements will continue to apply until 
the RBDES Manager provides written confirmation of suspension. Similarly, the provisions 
of the Terms of Use or relevant Associated Arrangements will begin to apply again once 
the RBDES Manager provides written notification of resumption. It should be noted that 
under paragraph 36, the minimum safeguards under Section IV of the Terms of Use and the 
additional safeguards under any Associated Arrangements will continue to apply regardless of 
any suspension. Template correspondence has been developed by the RSO.

Paragraph 10 – Termination of participation

26. This paragraph provides that Participating Members may terminate participation in the 
RBDES or any of their Associated Arrangements at any time. Participating Members may do 
so by providing notice to the relevant Participating Member and to the RBDES Manager. The 
requirement to provide notification to the RBDES Manager ensures that the RBDES Manager 
remains updated about the status of any Associated Arrangements. This allows the RBDES 
Manager to incorporate any termination of any Associated Arrangements into the business 
rules of the System. 

27. Termination will take effect once the RBDES Manager provides written confirmation to the 
relevant Participating Members. Participation will continue and the provisions of the Terms 
of Use or relevant Associated Arrangements will continue to apply until the RBDES Manager 
provides written confirmation of termination. It should be noted that under paragraph 36, the 
minimum safeguards under Section IV of the Terms of Use and the additional safeguards 
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under any Associated Arrangements will continue to apply after termination. Template 
correspondence has been developed by the RSO.

Paragraph 11 - Oversight Committee

28. The paragraph tasks the Senior Officials of the Bali Process Ad Hoc Group to establish 
a committee to act as the primary body responsible for the oversight of the RBDES 
(Oversight Committee). The Oversight Committee will be administratively supported by the 
RBDES Manager. A Terms of Reference was developed by the RSO and endorsed by Bali 
Process members at the same time as the endorsement of the RBDES.

Paragraph 12 – Suspension or cancellation of participation

29. This paragraph provides that, in the event of a breach of the Framework, the Oversight 
Committee has the discretion to suspend or cancel participation of the Participating Member. 
A breach of the Framework in itself does not necessarily and automatically result in suspension 
or cancellation of participation. Depending upon the circumstances, a breach may be minor 
or result in little or no harm. A Participating Member may have self-reported the breach and 
may have already taken appropriate remedial action in relation to the breach. The Oversight 
Committee may decide that, in the circumstances, it is appropriate for the Participating 
Member to continue to participate in the RBDES.

30. The paragraph also provides that an authorized member of the Oversight Committee may 
provide written directions to the RBDES Manager to take appropriate temporary measures to 
reduce the risk of possible further breaches until a decision has been made by the Oversight 
Committee on whether to suspend or cancel participation. The authorized member of the 
Oversight Committee is outlined in the Terms of Reference for the Oversight Committee. 
These measures are not exhaustively outlined, but can include temporarily suspension of 
participation of the Participation Member concerned. It is likely that this will be the main 
measure utilized.

31. This measure is to ensure that there are mechanisms available to eliminate improper use 
of the RBDES and other breaches of the Framework once there has been notification of a 
possible breach. Temporary suspension by the RBDES Manager upon written direction by an 
authorized member of the Oversight Committee is the first mechanism available because the 
Oversight Committee may not be able to meet immediately once a possible breach is notified. 
While the Oversight Committee will aim to make decisions in a timely manner, the Oversight 
Committee will require sufficient time to make the serious decision about whether participation 
should be suspended or cancelled. Suspension will be the second mechanism available to 
eliminate improper use and other breaches of the Framework. Termination will be the final 
mechanism available.

Paragraph 13 – Appropriate action by Participating Members

32. In addition to the suspension or cancellation mechanism provided in paragraph 12, this 
paragraph provides that Participating Members will take appropriate action in the event of any 
misuse of the System or breach of the Framework.

33. The paragraph expressly provides that appropriate action can include any remedial action 
under the civil or criminal law or both of the domestic law. However, this list is not exhaustive 
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and appropriate action can also include administrative and organizational sanctions against 
the individual who has committed the misuse or the breach.

34. The appropriateness of the action is ultimately determined by the Participating Member. 
However, the actions taken by the Participating Member may be taken into account by 
the Oversight Committee when determining whether participation should be suspended or 
cancelled. It may also be taken into account by other Participating Members when considering 
whether or not to exchange information.

35. Participating Members are also expected to self-report misuses and breaches and inform 
relevant Participating Members and the RBDES Manager.

Section III: Procedure for information exchange

Paragraph 14 – Multiple and alternative sources of information for identity verification

36. This paragraph provides that multiple sources of information should be used to identify or 
verify the identity of individuals. This provision acknowledges that while biometrics is a timely, 
highly accurate and useful tool for identity verification, it is only an identification tool available in 
the context of many other tools. Furthermore, as with any technology or tool, there is always 
a possibility of inaccuracy and human error. For these reasons, this paragraph suggests that, 
wherever possible, biometrics alone should not be used to identify or verify the identity of 
individuals.

37. Similarly, this paragraph also provides that there should be alternatives to using biometric data 
for identification and verification. There may be instances where the technologies involved in 
biometric data exchange, including biometric capturing and authentication technology and 
the System, are not operational due to planned maintenance or unplanned malfunctions. 
When these technologies are not working, there should be alternatives in place so as to not 
unfairly restrict an individual’s freedom of movement.

38. Alternatives also need to be provided in cases where an individual does not have the relevant 
biometric characteristics. For example, an individual may be the victim of violence, war or 
other disputes which may have resulted in loss of limbs and destruction of fingerprints. Such 
individuals should have alternatives available to them in order to not unfairly restrict their 
freedom of movement.

Paragraphs 15 and 16 – Request and response

39. Paragraph 15 provides the procedure for making a request through the System. A Requesting 
Member is the Participating Member that makes a request through the System to one or 
more Participating Members. Paragraph 16 provides that either a positive “match”, a negative 
“no match” response or an “error” response can be made. A Responding Member is the 
Participating Member that makes a response through the System.

40. The specific arrangements for requests will depend upon the relationship between the 
Requesting Member and the Responding Members. Paragraph 15 provides that the specific 
details, namely the type of biometric data to be exchanged and the expected maximum 
number of requests per year, will be outlined in individual Associated Arrangements. Outlining 
the maximum number of requests per year will give Participating Members and the RBDES 
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Manager an indication of how many transactions will occur annually. This will assist Participating 
Members and the RBDES Manager with managing personnel and technical resourcing. 

41. A positive “match” response should be made where the Responding Member has searched 
the biometric data against its relevant databases and found a positive match. If a positive 
“match” response is made, the Responding Member may provide biographical data consisting 
of the name, date of birth, nationality and passport number of the matched individual. The 
Responding Member may also provide to the Requesting Member, through means outside 
of the System, additional information that has been outlined in an Associated Arrangement 
between the Requesting Member and Responding Member and is necessary and directly 
relevant to the purpose and scope of the RBDES.

42. A “no match” response should be made where the Responding Member has searched the 
biometric data against its relevant databases and found no match.

43. An “error” response should be made in circumstances where matching is unable to be 
processed due to quality or other technical issues, such as corrupted or incorrectly formatted 
files. The System may also return an “error” message in circumstances where a business rule 
has not been satisfied or where there are technical issues preventing the transmission of data.

44. Paragraph 16 also establishes the response period, which is a period of days in which a 
Responding Member is expected to respond to the request. Through Associated Arrangements, 
Participating Members may mutually decide the maximum length of the response period, 
however, the maximum length must not be greater than 90 working days.

45. This safeguard is to ensure that Responding Members respond in a timely manner and that 
requests are not left without response for an indefinite period. This will facilitate timely exchange 
of information and reduce the length of time in which an individual’s personal information is 
being kept and used by the Responding Member.

Paragraph 17 – Discretion to not respond

46. This paragraph provides a Responding Member with the discretion to not respond to a 
request because of any national security, public order, public health or public policy reason. 
While members are encouraged to exchange information through the RBDES, the discretion 
provided in this paragraph reflects the voluntary nature of the RBDES. Under this paragraph, 
Responding Members have the flexibility to not respond to a request for broad public policy 
reasons. The paragraph provides, as an example, incompatibility with a Responding Member’s 
domestic laws and policy as a possible (but not exhaustive) public policy reason.

47. Responding Members may decide to not respond to requests either generally or on a case 
by case basis. This allows for circumstances where Responding Members may wish to 
respond to multiple requests, and not just one individual request in particular. This may occur, 
for example, when the Responding Member’s databases and systems are down or being 
repaired. When Responding Members do not wish to respond to requests generally, it is 
encouraged that they notify the relevant Participating Members in advance.  Participating 
Members may also decide to suspend participation under paragraph 9 of the Terms of Use.

48. If Participating Members decide to not respond, they are encouraged to notify the Requesting 
Member of the decision and provide reasons where appropriate. This is intended to facilitate 
understanding about why there has been a decision to not respond. Sharing the reasons 
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for that decision will help the Requesting Member understand the decision and assist 
the Requesting Member in taking these reasons into account when making future requests. 

Paragraph 18 – Written records

49. This paragraph requires Participating Members to make a written record of any requests 
made under paragraph 15, response returned under paragraph 16 or decision to not respond 
under paragraph 17. For auditing purposes, each transaction between Participating Members 
will generate a log of that transaction. This audit log will be used by the System Administrator 
to monitor system usage and for reporting purposes to the Oversight Committee. 

Section IV: Minimum safeguards

50. This section provides minimum safeguards that will be met by all Participating Members. 
These safeguards have been developed specifically for the purpose of exchanging information 
through the RBDES and are drawn from various international obligations and principles. Such 
obligations and principles include, but are not limited to, the Universal Declaration of Human 
Rights, the International Covenant on Civil and Political Rights, the Convention on the Rights 
of the Child, the Convention relating to the Status of Refugees, the Convention against Torture 
and other Cruel, Inhumane and Degrading Treatment,  the UN Guidelines for the Regulation 
of Computerized Personal Data Files, the OECD Guidelines on the Protection of Privacy and 
Transborder Flows of Personal Data (OECD Guidelines) and the APEC Privacy Framework. 
Participating Members may also mutually decide to establish additional safeguards in their 
Associated Arrangements under paragraph 5(j) of the Terms of Use. Under paragraph 36 of the 
Terms of Use, the safeguards provided under this section and any Associated Arrangements 
survive any suspension, termination or cancellation of participation under the Terms of Use or 
Associated Arrangements.

Paragraph 19 – Adverse inferences

51. This paragraph provides that adverse inferences and adverse actions should not be made 
against individuals simply because a request under paragraph 15, a response under paragraph 
16 or a decision under paragraph 17 has been made.

52. Information exchanged through the RBDES, particularly biometric data is, by itself, a neutral 
piece of information. Similarly, the identification and verification process is, by itself, a neutral 
process. Identification and verification of an individual may result in many different outcomes. 
For example, verification of the identity of an individual may reveal that the individual is 
exactly who they say they are, is a regular migrant, has genuinely lost their travel documents, 
has already been recognized as a victim of trafficking, a refugee or a victim of torture, or 
is under 18 years old and therefore should be protected under the Convention on the Rights 
of the Child. On the other hand, verification of the identity of an individual may reveal that the 
individual is not who they say they are, is an irregular migrant, is known to be a people smuggler 
or human trafficker, or has been known to circulate lost or fraudulent travel documents in 
another country for financial gain. 

53. This means that the possible circumstances of each individual verification case, and the 
reasons for requesting information to support verification, are varied and may or may not 
relate to any wrongdoing by the individual. Participating Members should appreciate all the 
possible positive and negative inferences that can be drawn about an individual and the 
possible actions that may be taken against an inidivudal and any third parties (for example 
associates or family members) that may arise from a request or response under the RBDES. 
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While the fact that a request has been made may indicate that the individual may be of interest 
to the Requesting Member, there should be no assumption that that interest is positive or 
negative. That interest may arise for many reasons and by itself is unlikely to be sufficient to 
justify adverse treatment. Similarly, the fact that a positive “match” or a negative “no match” 
response has been made is not enough to justify adverse treatment. In both cases, with that 
information alone, further information, for example explanations from the individual, is required 
before drawing any inferences, adverse or otherwise.

54. For example, a positive match for an asylum seeker in another country should not automatically 
lead to an adverse inference that the individual had effective protection in that country, and 
asylum seekers should not be denied access to asylum procedures merely because the 
asylum seeker had applied for asylum in another country. Further investigation should take 
place to assess the individual’s particular circumstances in that other country, such as whether 
effective protection was available and whether there is the possibility of re-admission.

Paragraph 20 – Non-discrimination and opportunity for comment

55. This paragraph provides that any information exchanged through the RBDES will not be used 
to take action against an individual on a discriminatory basis without a legitimate reason. 
This provision arises from the fundamental principle of non-discrimination, which generally 
protects against unlawful or arbitrary discrimination on the basis of characteristics such as 
sex, gender identity, age, race, ethnic origin, political opinion, religious or philosophical beliefs, 
membership of an association or trade union, health and sexuality. This list of characteristics 
protected from discrimination is not exhaustive. This principle is enshrined in the Universal 
Declaration of Human Rights and the International Covenant on Civil and Political Rights, 
as well as other specific international non-discrimination instruments and many domestic 
constitutions and laws.

56. Consistent with the purpose of the RBDES to address irregular migration and enhance 
border management, any actions taken by Participating Members as a result of information 
exchanged through the RBDES should be based on legitimate migration reasons. In some 
cases, because of legitimate screening processes, migration trends, alerts and warrants, 
characteristics protected from discrimination may legitimately form part of the reason why an 
individual may be investigated or why adverse action is taken. The legitimacy of any actions 
is based on these migration related factors, and not the characteristic itself. Actions taken 
against an individual that are based only on the characteristics protected from discrimination 
are unlikely to be legitimate for the purposes of the RBDES. 

57. This paragraph also provides that if there is any adverse action taken against an individual 
because of information exchanged through the RBDES, the individual should be notified of 
the information exchanged and given an opportunity to comment on it. This provision arises 
from the fundamental principle of procedural fairness, enshrined in the Universal Declaration 
of Human Rights and the International Covenant on Civil and Political Rights.

58. The decisions that result from the identification and verification process can have significant 
positive or negative outcomes for the individual. Positive outcomes can include faster approval 
of travel and visa applications, recognition of refugee status or other vulnerable person status, 
and issuance of replacement travel documents. Negative outcomes may include denial of 
entry into a country, removal from a country, or denial of refugee or other protections. In 
these circumstances, these decisions can adversely affect an individual. Under the principle 
of procedural fairness, Participating Members should provide the affected individual with 
an opportunity to comment on the information that formed the basis for making adverse 
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decisions against them. Providing individuals with an opportunity to know the information 
used against them gives individuals an opportunity to correct any inaccurate information or 
explain the circumstances for that particular information. Any correction or explanation may 
ultimately assist with identification, verification, investigation and decision-making processes. 

Paragraph 21 – Protection of vulnerable individuals

59. This paragraph provides that Participating Members will take steps to ensure the necessary 
and appropriate protection of vulnerable individuals when exchanging information about 
that individual. The groups of vulnerable individuals identified are asylum seekers, refugees, 
stateless persons, victims of torture or cruel, inhumane or degrading treatment, victims of human 
trafficking, children, women, and migrant workers. These groups have been identified as 
vulnerable because they are in positions where they are disadvantaged physically, emotionally, 
psychologically, politically, socially and economically. The Terms of Use only create the general 
requirement of protection and, apart from the specific measure provided in paragraph 22, 
do not specify exactly the measures Participating Members are expected to take. It is up to 
individual Participating Members to consider the particular vulnerability of the individual and 
act accordingly in the circumstances of each case.

60. For example, Participating Members may conduct victim-centered screening processes 
to quickly identify vulnerable persons. Participating Members may consider prioritizing and 
expediting certain categories of vulnerable persons to reduce any periods of investigation and 
detention. During the identification stage, Participating Members should apply a presumption 
of treating potential victims of human trafficking as victims for the purpose of initial assistance 
and protection. Such a presumption ensures that potential victims of trafficking are afforded the 
rights and protections victims of trafficking are entitled to, at least until the identification stage 
is complete and the presumption is proven otherwise. If an individual is a child or otherwise 
has limited understanding of what might occur if the individual provides biometric data, the 
Participating Member can take measures to ensure that the individual understands what is 
being notified to them. The Participating Member may explain precisely to the individual the 
possible consequences of providing biometric data for exchange through the RBDES. The 
Participating Member may explore whether the individual may have an appropriate legal 
guardian to act as their authorized representative.

61. Participating Members may also decide that, given the particular vulnerabilities of the individual, 
biometric data exchange is not appropriate. An individual might be too young or incapacitated 
to understand the consequences even if the consequences have been adequately explained 
to them.

Paragraph 22 – Specific protection of asylum seekers and refugees

62. This paragraph provides a specific measure intended to protect the personal information of 
asylum seekers, refugees, and individuals who have raised a claim of persecution or torture, 
cruel, inhumane or degrading treatment against a country or government agency. The specific 
measure is that a Participating Member must not exchange information about any individuals 
with the country of origin or nationality unless certain circumstances exist. 

63. A Participating Member may only exchange information with an individual’s country of 
nationality or origin in circumstances where:

a. there is express and specific written consent from the individual or a representative of the 
individual, 
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b. the Participating Member, after undertaking a victim-centered screening process and 
specifically asking the individual about whether they fear any harm from their country of 
origin or nationality, is satisfied that the individual has not expressed any fear of persecution 
or torture,

c. there is a national asylum and complementary protection system, and the Participating 
Member is satisfied that the individual has not made a claim of fear of persecution or torture, 

d. there is a legal determination under the Participating Member’s national asylum and 
complementary protection system that the individual is not a refugee or victim of torture, 
and where all legal avenues for review have been exhausted, or

e. the UNHCR has made a final determination that the individual is not a refugee or victim of 
torture, and all avenues for review have been exhausted.

64. Consistent with the principle that an individual will retain control of their information, if the 
individual, having been clearly notified of the intention to exchange personal information with 
the country of origin or nationality, freely and expressly gives written consent, the Participating 
Member can exchange information with the country of origin.

65. A national asylum and complementary protection system is a national system, enshrined in 
law, which allows an official of the Participating Member to make a determination of whether 
an individual is a refugee consistent with the Refugees Convention, and if not, whether 
an individual will face harm amounting to torture and is therefore in need of international 
protection. All legal remedies for review of this determination must have been exhausted in 
order for a Participating Member to exchange information with the country of origin.

66. A victim-centered screening process is a screening process where there is a focus on the 
needs and concerns of the individual to ensure that services are delivered in a compassionate, 
sensitive and non-judgmental manner. This approach ensures that Participating Members 
query in a manner where the individual is given a meaningful opportunity to express any 
fears of persecution or torture. During the process, the individual concerned should also be 
informed of the purposes of collecting data, exchange with other countries (including the 
country of origin), the consequences of such exchange, and the individual’s right to object. 
Participating Members must be satisfied that there is no expression of any fear. If there is any 
expression of fear, regardless of whether the Participating Member considers that fear well 
founded or not, this requirement is not met. 

67. In all cases where a claim of persecution or torture has been made, the Participating Member 
must not reveal to the country of origin or nationality that such a claim has been made.

68. This safeguard is necessary because the disclosure of personal information to a country of 
origin may have serious consequences for the individual. Exchanging personal information 
with the country of origin, including the fact that the individual has applied for asylum, may 
in itself aggravate the individual’s position with the country of origin. This may form a basis 
of persecution. Another possible adverse consequence is that the exchange of personal 
information may endanger relatives or associates of the asylum seeker remaining in the 
country of origin and may lead to a risk for retaliatory or punitive measures by the national 
authorities against them.

69. This risk of harm is increased in practice because of difficulties with being able to identify 
the individuals who may fear persecution or torture. Individuals themselves may not be able 
to express their fears, or know that these fears may trigger safeguards for their protection. 
Frontline immigration and border officers may also not know about these risks, and may not 
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adequately enquire about any fears of persecution or torture. 

70. The RBDES Manager can assist in training Participating Members, National Accountability 
Officers and frontline officers in all aspects of this safeguard.

Paragraph 23 – General right to privacy

71. This paragraph provides that Participating Members shall respect the privacy of individuals. 
The respect for the privacy of individuals is the key principle that underpins the privacy and 
data protection paragraphs in this section. The right to privacy is a right found in the Universal 
Declaration of Human Rights, the International Covenant on Civil and Political Rights, the 
Convention on the Rights of the Child, and in numerous constitutions, domestic laws and 
policies of Bali Process members. 

72. This paragraph also provides that Participating Members will conduct Privacy Impact 
Assessments (PIA) to assess the privacy risks when exchanging personal information. 
Conducting a formal PIA is the primary method for countries and organizations to assess 
the privacy risks of any proposed project. Participating Members may choose to assess the 
privacy risks on a case-by-case basis, upon entering into each Associated Arrangement, or 
upon general participation in the RBDES. It is important to conduct an assessment of the 
privacy risks prior to participation so that Participating Members can understand the privacy 
risks and develop ways to mitigate those risks. Privacy risks should also be assessed upon 
any modification to the Participating Member’s participation and use of the RBDES. Risk 
assessment will help build trust and confidence in the member’s participation in the RBDES 
among other Participating Members and the public in general. 

73. This paragraph also provides that Participating Members will take measures to reduce the 
impact of any actions taken under this RBDES on the individual’s privacy. The minimum 
safeguards outlined in the Terms of Use are a starting point for the measures that can be taken 
to reduce the impact on an individual’s privacy. These minimum safeguards are derived from 
the privacy principles outlined in the OECD Guidelines and the APEC Privacy Framework. 
Participating Members may also mutually decide to establish additional safeguards in their 
Associated Arrangements under paragraph 5(j) of the Terms of Use.

Paragraph 24 – Collection of personal information

74. This paragraph provides that personal information will be collected by lawful and fair means and 
that, unless otherwise authorized by law, individuals will be notified of the identity verification 
purpose for which their personal information has been or will be collected. To the greatest 
extent possible, notification will occur through means which the individual can understand. 
“Lawful and fair means” means that Participating Members must have lawful authority to 
collect personal information and that collection must be fair and not made under coercion or 
false pretenses. This safeguard reflects the Collection Limitation and Purpose Specification 
Principles of the OECD Guidelines and the Notice and Collection Limitation Principles of the 
APEC Framework.

75. The paragraph also provides the exception of being “otherwise authorized by law”. This 
exception removes the notification requirement where there is legal authority to collect, use 
and disclose personal information without notification. There will be circumstances where the 
safeguards relating to privacy need to be balanced against legitimate purposes, such as where 
it is necessary to protect national security, public order, public health or morality, as well as, 
among other things, the rights and freedoms of others, especially persons being persecuted. 
In these circumstances, the derogation of the need for notification can be legitimate in cases 
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where it is authorized by law and is necessary that the individual should not know that they 
are being investigated.

76. Notification of the identity verification purpose will ordinarily include notification of what 
information is being collected, why the information is being collected, which agencies are 
collecting the information, how the information will be used, for how long the information will 
be retained, and to which agencies information may be exchanged. Adequate notification can 
only occur if individual can understand the substance of what is being notified. To achieve 
this, notification should occur in a language and through methods which individuals can 
understand. 

77. This safeguard applies at all times when personal information is being collected. This not 
only includes the collection of personal information from a person of interest by a Requesting 
Member, but also includes the original collection of personal information from all individuals 
when establishing a Participating Member’s biometric database. The RBDES Manager can 
assist Participating Members in developing tools and templates to notify an individual of the 
purpose for which information is being collected.

Paragraph 25 – Informed consent of the individual

78. This paragraph provides that the informed consent of the individual should be obtained prior 
to the collection, use and disclosure of their personal information. This safeguard reflects the 
basic requirement of informed consent that underpins the right to privacy generally, and also 
reflects the Collection Limitation and Use Limitation Principles of the OECD Guidelines and 
Collection Limitation and Use of Personal Information Principles of the APEC Framework.

79. “Informed consent” can be obtained by various means. The most direct means is through the 
individual providing express oral and/or written consent. Another means is through implied 
consent arising from the individual’s knowledge and conduct. For example, an individual 
can be made aware of the collection, use or disclosure of their personal information through 
notices that are displayed at border crossings, airports, immigration check points, and, most 
significantly, at the point of biometric collection. Individuals should be notified in the language 
that they can understand. Once informed, if the individual freely proceeds to provide that 
personal information, the individual can be considered to have given implied consent by 
conduct. The RBDES Manager can assist Participating Members in developing tools to obtain 
an individual’s informed consent.

80. The paragraph also provides the exception of being “otherwise authorized by law”. This 
exception removes the requirement for informed consent where there is legal authority to 
collect, use and disclose personal information without that individual’s consent. There will 
be circumstances where the safeguards relating to privacy need to be balanced against 
legitimate purposes, such as where it is necessary to protect national security, public order, 
public health or morality, as well as, among other things, the rights and freedoms of others, 
especially persons being persecuted. In these circumstances, the derogation of the need for 
consent can be legitimate in cases where it is authorized by law and is necessary that the 
individual should not know that they are being investigated.

81. If the Participating Member has the legal authority to collect, use and disclose personal 
information without that individual’s consent, the Participating Member will notify the individual 
concerned of this fact. This is to ensure that, as a minimum, the individual is made aware that 
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personal information is being legally collected, used and disclosed without their consent.

Paragraph 26 – Use and disclosure of personal information

82. This paragraph provides that the use and disclosure of personal information should be 
compatible with the purpose notified to the individual at the time of collection (see also 
paragraph 24). “Use” includes any action that a Participating Member undertakes in relation 
to personal information between the times that that information is collected and destroyed. 
Within the context of the RBDES, “use” would ordinarily involve matching, processing and 
disclosing biometric and biographical data. This safeguard ensures that the use and disclosure 
of personal information remains compatible with the original purpose that was notified to the 
individual. This safeguard reflects the Purpose Specification and Use Limitation Principle of 
the OECD Guidelines and the Use of Personal Information Principle of the APEC Framework.

83. Compatibility between the original and current purposes will be determined on a case by case 
basis and will depend upon the relationship between the purpose originally notified to the 
individual and the purpose of the intended use of the personal information. A key consideration 
will be whether the matching, processing and disclosure of the information is conducted in a 
way that the individual who supplied that information would expect it to be used. 

84. This paragraph also specifies that personal information should only be matched with information 
that was obtained for a national identification, law enforcement, people smuggling, migration, 
trafficking in persons or related transnational crime purpose. This safeguard restricts the 
pool of potential information databases to those most relevant and compatible to identity 
verification and, for example, is intended to prevent matching with information from social 
security, taxation and other financial databases.

85. This paragraph also provides the exception where “there is authorization by law or 
subsequent consent from the individual to use or disclose the personal information for 
another purpose”. In the first case, this exception allows for personal information to be used 
and disclosed for another purpose if there is proper legal authority to do so. Similar to the 
discussion above in relation to paragraph 25 of the Terms of Use, there will be circumstances 
where the safeguards relating to privacy need to be balanced against legitimate purposes, 
such as where it is necessary to protect national security, public order, public health or morality, 
as well as, among other things, the rights and freedoms of others, especially persons being 
persecuted. In these circumstances, the derogation of the need for purpose compatibility can 
be legitimate in cases where there is authority from the law. 

86. In the second case, this exception also allows for personal information to be used and 
disclosed for another purpose if there is subsequent consent from the individual. This in effect 
allows for consent to be updated according to the changing requirements of the Participating 
Member.

Paragraph 27 – Accuracy of data

87. This paragraph provides that any personal information exchanged between Participating 
Members should be relevant, complete, accurate and up to date. Only “relevant” information 
should be kept and exchanged by the Participating Members to ensure that there is no 
data mining about individuals for which there is no legitimate identity verification purpose. 
Maintaining and providing only relevant information also ensures that verification processes 
remain effective and efficient. This complements paragraph 5(e) of the Terms of Use which 
requires any information exchanged to be necessary and directly relevant to the purpose and 
scope provided under paragraphs 2 and 3 of the Terms of Use. Information should also be 
“complete” and “accurate” to ensure that verification and other decisions are not made on the 
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basis of incomplete or inaccurate information. 

88. Similarly, information should be kept “up to date” to ensure that the verification process does 
not rely on out of date personal information. Examples of out of date biometric data include 
facial images of children that are no longer current because they have developed into young 
adults and adults, facial images of victims of violence that do not depict the alterations to 
their face because of violence or surgery, and fingerprint images that do not reflect changes 
caused by damage to an individual’s hands or loss of limbs. This safeguard reflects the Data 
Quality Principle of the OECD Guidelines and the Integrity of Personal Information Principle of 
the APEC Framework.

89. This paragraph also provides that individuals will be given the opportunity to access and 
correct their personal information, unless a Participating Member’s domestic law states 
otherwise. The ability to access and correct personal information is significant not only to 
protect personal privacy, but also to ensure that the information on which the verification 
process is based remains relevant, complete, accurate and up to date. This ensures that the 
verification process maintains its integrity. This safeguard reflects the Individual Participation 
Principle of the OECD Guidelines and the Access and Correction Principle of the APEC 
Framework.

90. This paragraph also provides that Participating Members are expected to inform relevant 
parties about any inaccurate information exchanged through the RBDES and seek to 
correct that information. This safeguard ensures that inaccurate information, once identified, 
is corrected and exchanged between Participating Members to reduce the risks of other 
Participating Members using, or continuing to use, inaccurate information received through 
the RBDES in their verification processes. 

Paragraph 28 – Data retention

91. This paragraph provides that personal information exchanged through the RBDES will only be 
retained for as long as it is necessary for the purposes for which it was exchanged, consistent 
with the purpose and scope identified in paragraphs 2 and 3. This safeguard ensures that 
personal information is not retained for longer than is necessary. Limiting the amount of 
personal information held is important to reduce the potential harm caused in the event of any 
misuse of personal information or breach of the system that holds the personal information. 
For Requesting Members, this means that any personal information exchanged will be retained 
for as long as it is necessary for the identification or identity verification purpose for which the 
request was made, unless a Participating Member’s domestic law provides otherwise. For 
Responding Members, personal information should not be retained once the request and 
response has been completed.

92. This paragraph provides that the System will not retain any personal information once personal 
information has been transmitted between Participating Members.

93. This paragraph provides that Participating Members should destroy the personal information 
once it is no longer necessary for the purpose for which it was exchanged, in accordance 
with the relevant Associated Arrangements and domestic law and policy. The reference to 
“domestic law and policy” is an acknowledgement that Participating Members may have laws 
and policies that require that official information be held for a specified period of time for 
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administrative, archival or other reasons.

Paragraph 29 – Data security

94. This paragraph provides that Participating Members are expected to maintain secure domestic 
systems that protect information, including personal information used through the RBDES. 
The secure domestic system should protect the information from loss or unauthorized access, 
destruction, use, modification or disclosure. The domestic system should also have a minimum 
number of users and an ability to log user access to limit the risk of breaches arising from 
imposters and other unauthorized use of legitimate user accounts. These requirements reflect 
the Security Safeguards Principle under the OECD Guidelines and the APEC Framework.

95. Both the System that supports the Framework and the domestic systems used by 
Participating Members to engage with the System should comply with this paragraph. The 
Service Arrangements provide more specific technical requirements relating to the security of 
the domestic system used by Participating Members.

Paragraph 30 – Users and accountability

96. This paragraph provides that each Participating Member will designate a department or 
ministry to act as the focal point for requests and responses made through the RBDES. The 
department or ministry will designate a National Accountability Officer who will be responsible 
for the operation of the Participating Member’s systems and processes in a way that is 
consistent with the Terms of Use and any Associated Arrangements. This paragraph requires 
Participating Members to establish procedures to notify each other and the RBDES Manager of 
the designations. This paragraph reflects the Accountability Principles in the OECD Guidelines 
and the APEC Framework.

Paragraph 31 – Services provided by third parties

97. This paragraph provides that Participating Members must ensure that third parties that 
are engaged under this RBDES must also comply with the Framework. It is likely that 
many Participating Members will engage with third parties, particularly information technology 
companies, to develop the technology systems related to the management of biometrics 
in their own country or organization. It is also possible that technology companies may be 
engaged to assist in managing and operating the developed technology systems. In these 
circumstances, there is a possibility that these technology companies will have access to 
the personal information collected, used and disclosed through the RBDES. This safeguard 
is provided, in addition to the provisions for disclosures to third parties under paragraph 
31, so that Participating Members have the responsibility to ensure that any third parties, 
including but not limited to the example provided here, also comply with the Terms of Use 
and any Associated Arrangements. It is likely that the most appropriate method of ensuring 
compliance is through creating contractual obligations with the third party.

Paragraph 32 – Disclosure to a third party

98. This paragraph ensures that information will not be disclosed to a third party unless disclosure 
is required by law or there is consent from the Participating Member that provided that 
information. The Participating Member may place restrictions on the use and disclosure of that 
information. Anticipated disclosures to third parties include, but are not limited to, disclosures 
to other Participating Members and States, freedom of information disclosures to journalists 
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and subpoenas during judicial processes.

99. The circumstances that are “required by law” include any compulsory orders of a judicial body, 
parliamentary process or executive authority that compels disclosure, or access to information 
legislation that creates a right for individuals and third parties to access information. These 
examples are not exhaustive. “Required by law” has a different meaning from “authorized by 
law”. If disclosure is “required”, there is an element of compulsion involved, while if disclosure 
is simply “authorized”, Participating Members have the authority to disclose but are not 
necessarily compelled to disclose. 

100. This safeguard applies to all information exchanged through the RBDES and applies in addition 
to the safeguards relating to the use and disclosure of personal information. When deciding 
whether to disclose information that is personal information to a third party, the Participating 
Member must also comply with paragraphs 24 and 25 of the Terms of Use relating to consent 
and the use and disclosure of personal information.

Section V: Final Paragraphs

Paragraph 33 – Responsibilities

101. This paragraph provides that each Participating Member will be responsible for the actions 
and decisions made by them based on any information exchanged through the RBDES. It is 
expected that Participating Members will exchange information in good faith and in the spirit 
of regional cooperation. Participating Members are expected to provide information that is 
relevant, accurate, complete and up-to-date. Participating Members are ultimately responsible 
for any action taken on an individual and the integrity of that decision.

Paragraph 34 – Costs 

102. This paragraph provides that each Participating Member will be responsible for their own costs 
of their use of the System. The management of costs associated with the use of the RBDES 
will be a matter for Participating Members. It is not intended during the initial implementation 
stage that Participating Members contribute to the development or management of the 
System. 

Paragraph 35 – Amendment 

103. This paragraph provides that the Oversight Committee may recommend to the Bali Process Ad 
Hoc Group Senior Officials amendments relating to the Terms of Use, these explanatory notes 
or the terms of reference for the Oversight Committee. The Oversight Committee will make the 
recommendation following consultation with Bali Process members. After the recommended 
amendment has been notified to the Bali Process Ad Hoc Group Senior Officials, the Senior 
Officials will have 90 days to make any objections. If no objections have been made during this 
time, the recommended amendment will take effect once the 90 day notification period ends. 

104. This paragraph also provides that any amendments made to the Terms of Use will 
automatically be incorporated into any Associated Arrangements. This provision means that 
once amendments have been endorsed by the Bali Process Ad Hoc Group and have been 
notified to National Accountability Officers, they will automatically apply to all Associated 
Arrangements without Participating Members needing to amend individual Associated 
Arrangements. Participating Members will need to continue to review their Associated 
Arrangements to ensure that there is continued compatibility between the amended Terms of 
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Use and Associated Arrangements.

Paragraph 36 – Survival of minimum and additional safeguards

105. This paragraph provides that in the event of any termination, suspension or cancellation of 
participation in the RBDES, the minimum and additional safeguards provided under the Terms 
of Use and any Associated Arrangements will continue to have effect. This provision is required 
because even when participation is terminated, suspended or cancelled, personal information 
exchanged through the RBDES may still be held by suspended or former Participating 
Members. The minimum safeguards and the additional safeguards are connected directly to 
personal information and not to participation by members. Any safeguards should continue to 
have effect as long as that personal information continues to exist and be held by members.

Paragraph 37 – Disputes 

106. This paragraph provides that all disputes under the RBDES will be settled amicably through 
consultation or negotiation between the Participating Members concerned through diplomatic 
channels and not through any other third party or international tribunal. This paragraph 
means that there will be no referral of disputes to outside third parties or tribunals such as 
an independent arbitral tribunal or the International Court of Justice.

107. Participating Members may agree otherwise in any Associated Arrangements. 
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Framework Templates   
Attachment 4 – Template Associated Arrangements

Attachment 5 – Template Correspondence

Attachment 6 – Template Privacy Impact Assessment

Attachment 7 – Template privacy notices and consent form
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MODEL EXCHANGE OF LETTERS1

Initiating letter 2

PARTICIPATION IN THE REGIONAL BIOMETRIC DATA EXCHANGE SOLUTION

I have the honour to refer to discussions which have taken place between our [two] Governments 
concerning participation in the Regional Biometric Data Exchange Solution (RBDES) developed by 
the Regional Support Office of the Bali Process (RSO) and endorsed by the Senior Officials of the 
Bali Process Ad Hoc Group. 3

As a result of those discussions it is the understanding of the Government of [XXX] that the following 
shall apply:

1. The Governments of [XXX] and [XXX] have mutually decided to participate and exchange 
information through the Regional Biometric Data Exchange Solution. 

2. Our [two] Governments have mutually decided to comply with the Terms of Use for the 
Regional Biometric Data Exchange Solution (Terms of Use). These Terms of Use, includ-
ing any amendments to the Terms of Use, form part of this arrangement between our two 
Governments and is annexed at Annexure A.4 If there is any incompatibility between these 
Exchange of Letters and the Terms of Use, the provisions in the Terms of Use will prevail to 
the extent of any incompatibility.5

Attachment 4

Template Associated  
Arrangements
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1 This model Exchange of Letters may be used by interested Bali Process members when developing their Associated 

Arrangements, which are required for participation in the Regional Biometric Data Exchange Solution developed by the 

RSO. Text in square brackets outline the specific details of the arrangement and must be specified by the drafters. Text that 

is not in square brackets may also be amended by drafters.
2 This model Exchange of Letters contain two letters, the initiating letter and the responding letter. The arrangement is 

formalized upon the signature and receipt of the responding letter. It is highly encouraged that both letters are drafted in 

advance and the actual exchange of letters occurs at the same time and in person.
3 Drafters may wish to insert a new paragraph and provide further background to the discussions between the two 

governments.
4 This statement ensures that the Terms of Use forms part of this arrangement and therefore has the same status as these 

Letters of Exchange.
5 The statements contained in this paragraph are required for participation in the Solution.
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3. The Governments of [XXX] and [XXX] have mutually decided that the Terms of Use and these 
Exchange of Letters do not create legally enforceable obligations under international law for 
our Governments’ participation in the RBDES.6

4. The Government of [XXX] will exchange information only in the following circumstances:

a. [For example, verifying the identity of foreign travelers]

b. [For example, verifying the identity of asylum seekers and refugee claimants].

5. There will be a maximum of [500] requests per year by each of our Governments. 

6. The Government of [XXX] will make requests using only the following biometric information:

a. [ For example, facial images].
The Government of [XXX] will make requests using only the following biometric information: 

b. [For example, 10 fingerprints].

7. The Government of [XXX] will match biometric information only from the following databases:

a. [For example, the Automatic Fingerprint Identification Database].
The Government of [XXX] will match biometric information only from the following databases:

b. [For example, the National Identification Card database].

8. Upon receiving a “positive match” the Government of [XXX] will exchange the following further 
information:

a. [For example, reasons why biometric data was enrolled]

9. The maximum time period for which a response can be given is [XXX] working days.

10. The procedures for access and correction by individuals of their personal information by the 
Government of [XXX] will be [for example, pursuant to the Government of [XXX]’s privacy laws]

11. The Government of [XXX] will establish the following security mechanisms:

a. [For example, information sent through the Framework will have a “In-confidence” security 
classification]

b. [For example, information will be retained for 6 months and deleted after this period]

12.The procedures for our [two] Governments to notify each other and the RBDES Manager of 
the designated departments, ministries and National Accountability Officers are as follows:

a. [For example, our two Governments will notify each other and the RBDES Manager in 
writing of the designation within 7 days of the designation]

b. [For example, our two Governments will notify each other and the RBDES Manager in 
writing of any changes, temporary or otherwise, to the designation within 7 days of the 
change.] 

6  If members intend to create legally binding obligations, drafters may amend this sentence by deleting the “not” so that this 

sentence reads “… the Terms of Use and these Exchange of Letters do create legally enforceable obligations … “. Drafters 

must also change the language throughout these Letters to reflect the legally binding nature of the agreement. Suggested 

language changes include: “arrangement” and “understanding” becomes “agreement”, “decide” becomes “agree”, “will” 

becomes “shall”, and “come into effect” becomes “enter into force”.
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13. The Government of [XXX] will provide the following additional safeguards:

a. [For example, if it is unclear whether an individual is a child or an adult, our two Governments 
will take the appropriate measures to determine the individual’s age as soon as possible]

14.These arrangements will last [indefinitely/for 1 year/for 2 years/for 5 years].

15.This understanding may be amended at any time by the mutual written consent of both 
Governments.

16. The Government of [XXX] will establish the following further operational procedures:

a. [For example, each of our Governments may request assurance from the other at any time 
that they are continuing to meet the requirements of this arrangement.]

17. The Governments of [XXX] and [XXX] will inform the RBDES Manager in writing that we have 
entered into an Associated Arrangement consistent with paragraph 5 of the Terms of Use.7

If the proposals set out above are acceptable to the Government of [XXX], I have the honour to 
suggest that this Letter and your reply to that effect shall constitute a mutual understanding between 
our two Governments on this matter, which will come into effect upon written confirmation by the 
RBDES Manager.

[signature blocks]

Annexure A

7  The RSO has developed model notification letters for this purpose.
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Reply letter 

PARTICIPATION IN THE REGIONAL BIOMETRIC DATA EXCHANGE SOLUTION

I have the honour to acknowledge receipt of your Letter dated [DATE] concerning our Government’s 
discussion relating to participation in the Regional Biometric Data Exchange Solution, which reads 
as follows:

[Text of the initiating letter set out in full, if necessary in translation].

I have the honour to confirm that the above proposals are acceptable to the Government of [XXX], and 
that your Letter and this reply shall constitute a mutual understanding between our two Governments 
on this matter, which will come into effect upon written confirmation by the RBDES Manager.

[signature blocks]
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MODEL MEMORANDUM OF UNDERSTANDING BETWEEN  
[GOVERNMENT OF XXX] AND [GOVERNMENT OF XXX] 

CONCERNING PARTICIPATION IN  
THE REGIONAL BIOMETRIC DATA EXCHANGE SOLUTION8

Introduction

The [Government of XXX] and the [Government of XXX] (the Participants), 

Recognizing the importance of burden sharing, collective responsibility and regional cooperation 
to address irregular migration, including people smuggling, trafficking in persons and related 
transnational crimes, and to facilitate comprehensive migration management approaches; 

Desiring to participate in the Regional Biometric Data Exchange Solution (RBDES) to facilitate  
cooperation between the Participants through the timely and secure exchange of biometric 
and biographical data for the purposes of identity verification and combating identity fraud that 
incorporates general privacy principles;

Respecting the importance of confidentiality of personal information, including biometric and 
biographical  data, and upholding the individual’s human rights, including the right to privacy, through 
complying with minimum safeguards, checks and balances and oversight mechanisms under a 
policy framework;

Noting that the use of the RBDES will complement and not prejudice any other information sharing 
mechanism available to the Participants; and 

Noting that participation in the RBDES forms part of a greater context of general information sharing 
among Bali Process members through the Regional Cooperation Framework;9

Have reached the following understanding:

Purpose

1. The Participants will participate in the Regional Biometric Data Exchange Solution (RBDES) 
developed by the Regional Support Office of the Bali Process (RSO). The Participants aim 
to use the RBDES to facilitate the exchange of biometric and biographical data between the 
Participants using a harmonized and consistent approach that respects the diversity of the 
bilateral relationship between the Participants, and provides minimum safeguards consistent 
with international standards and obligations.10

8  This model Memorandum of Understanding may be used by interested Bali Process members when developing their 

Associated Arrangements, which are required for participation in the Regional Biometric Data Exchange Solution developed 

by the RSO. Text in square brackets outline the specific details of the arrangement and must be specified by the drafters. 

Text that is not in square brackets may also be amended by drafters.
9  Drafters may wish to insert a new paragraph and provide further background to the discussions between the two members.
10  This purpose reflects the purpose outlined in paragraph 2 of the Terms of Use.
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Incorporation of the Terms of Use

2. The Participants will comply with the Terms of Use for the Regional Biometric Data Exchange 
Solution (Terms of Use). The Terms of Use, including any amendments to the Terms of Use, 
form part of this Memorandum and is annexed at Annexure A.11 If there is any incompatibility 
between this Memorandum and the Terms of Use, the provisions of the Terms of Use will 
prevail to the extent of an incompatibility.12 

Specific arrangements between the Participants

3. The Participants have jointly decided that the Terms of Use and this Memorandum do not 
create legally enforceable obligations under international law for their participation in the 
RBDES.13

4. The [Government of XXX] will exchange information only in the following circumstances:
a. [For example, verifying the identity of foreign travelers]
b. [For example, verifying the identity of asylum seekers and refugee claimants].

5. There will be a maximum of [500] requests per year by [each of the Participants]. 

6. The [Government of XXX] will make requests using only the following biometric information:

a. [ For example, facial images].
The [Government of XXX] will make requests using only the following biometric information: 

b. [For example, 10 fingerprints].

7. The [Government of XXX]will match information only from the following databases:

a. [For example, the Automatic Fingerprint Identification Database].
The [Government of XXX] will match biometric information only from the following databases:

b. [For example, the National Identification Card database]. 

8. Upon a positive match, the [Government of XXX] will exchange the following further information:

a. [For example, reason why biometric data was enrolled].

9. The maximum time period for which a response can be given under paragraph 14 of the 
Terms of Use is [XXX] working days.

10. The procedures for access and correction by individuals of their personal information by the 
[Government of XXX] will be [for example, pursuant to the Government of [XXX]’s privacy laws].

11  This statement ensures that the Terms of Use forms part of this arrangement and therefore has the same status as this 

Memorandum of Understanding.
12 The statements contained in this paragraph are required for participation in the Solution.
13 If members intend to create legally binding obligations, drafters may amend this sentence by deleting the “not” so that this 

sentence reads “… the Terms of Use and this Memorandum of Understanding do create legally enforceable obligations … 

“. Drafters must also change the language throughout this document to reflect the legally binding nature of the agreement. 

Significantly, the document can be amended to become an “Agreement” instead of a “Memorandum of Understanding”. 

Other suggested language changes include: “memorandum”, “arrangement” and “understanding” becoming “agreement”, 

“Participants” becoming “Parties”, “decide” becoming “agree”, “will” becoming “shall”, and “come into effect” becoming 

“enter into force”.
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11. The [Government of XXX] will establish the following security mechanisms:

a. [For example, information sent through the System will have a “In-confidence” security 
classification]

b. [For example, information will be retained for 6 months and deleted after this period.]

12. The procedures for the Participants to notify each other and the RBDES Manager of the 
designated departments, ministries and National Accountability Officers are as follows:

a. [For example, the Participants will notify each other and the RBDES Manager in writing of 
the designations within 7 days of the designation]

b. [For example, the Participants will notify each other and the RBDES Manager in writing of 
any changes, temporary or otherwise, to the designations within 7 days of the change.] 

13. The [Government of XXX] will provide the following additional safeguards:

a. [For example, if it is unclear whether an individual is a child or an adult, the Participants will 
take the appropriate measures to determine the individual’s age as soon as possible].

14. This Memorandum will last [indefinitely/for 1 year/for 2 years/for 5 years].

15. This Memorandum may be amended at any time by the mutual written consent of both 
Participants.

16. The [Government of XXX] will establish the following further operational procedures:
a. [For example, each Participant may request assurance from the other at any time that they 

are continuing to meet the requirements of this memorandum].

17. The Participants will notify the RBDES Manager in writing that they have entered into an 
Associated Arrangement consistent with paragraph 5 of the Terms of Use.14

Final Paragraphs

18. This Memorandum will come into effect upon written confirmation by the RBDES Manager 
pursuant to paragraph 6 of the Terms of Use. The foregoing represents the understanding 
reached between the Participants on the matters referred to in this Memorandum.

[signature blocks]

Annexure A – Terms of Use

14  The RSO has developed model notification letters for this purpose.
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The purpose of this document is to provide Participating Members with template correspondence 
to notify the RBDES Manager of participation, suspension, termination and amendments to any 
Associated Arrangements.
 
The wording contained in these templates act as guides only and Participating Members are free to 
draft correspondence in whatever form, style and language that is appropriate to the circumstances 
of each Participating Member. Where appropriate, drafting suggestions are provided in footnotes 
throughout this document.

1.Participation correspondence

Dear RBDES Manager

PARTICIPATION IN THE REGIONAL BIOMETRIC DATA EXCHANGE SOLUTION

The [Government of XXX] has the honour of notifying the RBDES Manager that it has made 
arrangements for participation in the Regional Biometric Data Exchange Solution with [the 
Government of XXX].

These arrangements, formalized through [an exchange of letters/memorandum of understanding/
agreement], represent the specific details of our Governments’ participation and information 
exchange through the Regional Biometric Data Exchange Solution. We do not intend through these 
arrangements to create legally binding obligations under international law. 

We intend to comply with the Terms of Use for Participation in the Regional Biometric Data Exchange 
Solution. These Terms of Use, and any amendments to the Terms of Use, form part of our [an exchange 
of letters/memorandum of understanding/agreement], and, to the extent of any incompatibility 
between the [an exchange of letters/memorandum of understanding/agreement] and the Terms of 
Use, the provisions of the Terms of Use will prevail. 

The specific details of our arrangements that we notify to the RBDES Manager are:

[insert details of specific arrangements]15

[signature box]

Attachment 5

Template Correspondence
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15  The details that should be notified include the maximum number of requests per year, the maximum response period, the 

types of biometric data to be exchanged, notification of designated departments, ministries and National Accountability 

Officers, and the length of the arrangement.
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2. Letter notifying suspension of participation

Dear RBDES Manager

SUSPENSION OF PARTICIPATION IN 
THE REGIONAL BIOMETRIC DATA EXCHANGE SOLUTION

The [Government of XXX] notifies the RBDES Manager that it has suspended its arrangements with 
the [Government of XXX] in the Regional Biometric Data Exchange Solution.

We intend for our arrangements to resume [on DATE, or at a later date to be notified to the RBDES 
Manager].

[signature box]

3. Letter notifying amendments

Dear RBDES Manager

AMENDMENT TO PARTICIPATION IN 
THE REGIONAL BIOMETRIC DATA EXCHANGE SOLUTION

The [Government of XXX] notifies the RBDES Manager that it has amended its arrangements with the 
[Government of XXX] in the Regional Biometric Data Exchange Solution.

The specific details of the amendments are:

[insert details of specific arrangements]16

[signature box] 

4. Letter notifying termination of participation

Dear RBDES Manager

TERMINATION OF PARTICIPATION IN THE 
REGIONAL BIOMETRIC DATA EXCHANGE SOLUTION

The Government of XXX notifies the RBDES Manager that our Government wishes to terminate 
participation in the Regional Biometric Data Exchange Solution and terminate all individual 
arrangements between our Government and Governments’ of participating members.

[signature box] 
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16  The details that should be notified include the maximum number of requests per year, the maximum response period, the 

types of biometric data to be exchanged, notification of designated departments, ministries and National Accountability 

Officers, and the length of the arrangement.
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5. Letter of confirmation by the RBDES Manager

Dear [XXX]

CONFIRMATION OF [PARTICIPATION/AMENDMENT/SUSPENSION 
OF PARTICIPATION/TERMINATION OF PARTICIPATION] 

IN THE REGIONAL BIOMETRIC DATA EXCHANGE SOLUTION

The RBDES Manager confirms your [participation/amendment/suspension of participation/
termination of participation] in the Regional Biometric Data Exchange Solution, which takes effect 
from the date of this [letter/email].

[signature box]
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The purpose of this document is to provide Participating Members with a template Privacy 
Impact Assessment to assist Participating Members with assessing the impact of biometric and 
biographical data exchange through the Regional Biometric Data Exchange Solution. Participating 
Members can identify the privacy impacts, assess and minimize privacy risks, and ensure compliance 
with domestic and international privacy obligations. Privacy impact assessments (PIA) should be 
carried out prior to joining the Regional Biometric Data Sharing Solution and before signing Associated 
Arrangement with other Participating Members. 

The wording and language contained in this template act as a guide only and Participating Members 
are free to draft the PIA in whatever form, style and language that is appropriate to their circumstances. 
Drafting notes are provided in italics when necessary.

Further guidance on how to conduct and draft a PIA can be found at the following resources:

• http://www.biometricsinstitute.org/pages/privacy-impact-assessments.html

• http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/guide-to-undertaking- 
privacy-impact-assessments 

• https://www.privacy.org.nz/news-and-publications/guidance-resources/privacy-impact- 
assessment-handbook/

Attachment 6

Template Privacy Impact 
Assessment [Bali Process 
Member’s] Participation 
in the Regional Biometric 
Data Exchange Solution
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Executive Summary

[The executive summary should provide a concise summary of the entire PIA. This should include 
an explanation of the purpose of conducting the PIA in the context of participating in the Regional 
Biometric Data Exchange Solution (RBDES), and the policy background and reasons for participating 
in the RBDES. This should summarize the content of section 1.

The executive summary should also provide a general summary of how information will flow through 
the RBDES and between Participating Members (this should be a summary of section 2), the privacy 
risks assessed and any mitigation options discussed in the PIA (this should be a summary of section 
3), and any recommendations that are made (this should be a summary of section 4).]

Table of Privacy Risks and Mitigation Strategies

Summary of Privacy Risks and Mitigations

Risk Mitigation

1. [This table will replicate Section 4 – 
assessment of privacy risks]

2.

3.

4.

5.

6.

7.

8.

9.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.
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1. Introduction

[The introduction should provide foundation for the entire PIA. The introduction provides the context 
and background necessary to understand the RBDES’s purpose and elements and the justification 
for undertaking a privacy sensitive project. Subparagraphs provide a number of suggested elements 
and issues that should be addressed. The bullet point lists are not exhaustive or final and can be 
modified according to Participating Members’ specific circumstances.]

1.1 Privacy Impact Assessment

[In this section, Participating Members should discuss:

• What is a PIA 

• Purpose of PIA

• How PIA was conducted

This section may instead be placed in the executive summary.]

1.2 Background and rationale for participation in the RBDES

[In this section, Participating Members should:

• Identify and describe specific migration and identity related issues and processes that would 
be enhanced by biometric data exchange

• Describe the role that biometrics currently play in addressing these issues

• Describe how exchange of biometric and biographical data through the RBDES can assist 
with addressing these issues

• Identify other tools available to address these migration and identity related issues].

1.3 Regional Biometric Data Exchange Solution

[In this section, Participating Members can draw from section 1.2 of the Regional Support Office’s 
[RSO’s] PIA of the RBDES to draft the general description of the RBDES].

1.4 [Bali Process Member] participation in the RBDES

[In this section, Participating Members should describe broadly the Associated Arrangements that 
they have entered into, and the process involved. For example, that the Participating Member had 
entered into a Memorandum of Understanding with the Government of XXX on a certain date, and 
that these arrangements will take effect on a certain date.]
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2. Information exchange under the RBDES

[In this section, Participating Members should describe the process of information exchange under 
the RBDES, and how information will flow from the individual to the Requesting Member, through the 
System to the Responding Member, and then back to the Requesting Member. Individuals should 
understand clearly how their information will be collected, used and shared.] 

2.1 What information will be exchanged?

[The Participating Member identifies the information that will be exchanged, including:

• the type or types of biometric data to be exchanged 

• the match/no match/error response

• upon a match response, the types of biographical data to be exchanged, consisting of the 
name, date of birth, nationality and passport number of the matched individual

• any additional information to be exchanged upon a positive match according to the Associated 
Arrangements]

2.2 Whose information will be exchanged?

[The Participating Member should identify, consistent with the Associated Arrangement:

• the categories of individuals whose information will be exchanged

• the categories of individuals whose information will not be exchanged.]

2.3 Who can exchange information?

[The Participating Member should identify:

• the agencies/ users who will be exchanging information

• the agencies and users of the other Participating Member with whom information will be 
exchanged.]

2.4 How will information be exchanged?

[The Participating Member should explain the basic request and response procedure made through 
the System, namely:

• Biometric data will be encrypted and uploaded into the System by the Requesting Member 
and transmitted to one or more Responding Members through the System.

• Biometric data will be downloaded by the officer of the Responding Member and matched 
against relevant databases. A response will be sent back to the Requesting Member with a 
“Match”, “No Match” or “Error”. If a “match” response is send, the Responding Member may 
send the following biographical data: name, date of birth, nationality, and passport number. 
Once searched is concluded, data will be deleted according to the safeguards included in the 
Terms of Use and Associated Arrangements.

• The type of the response will determine the Requesting Member’s next steps. If the response 
is a positive match and the Requesting Member wish to obtain more information about 
the individual in question, additional information can be provided based on Associated 
Arrangements].
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2.5 With which databases biometric data will be matched?

[The Participating Member should identify:

• the databases that it will match biometric data against

• the databases that its partnering Participating Members will match biometric data against.]

2.6 How will the information be used once the Requesting Member 
receives a response? 

[The Participating Member should identify:

• the safeguard in the Terms of Use relating to requiring use of personal information that is either 
consistent with the purpose for which it was collected, or which is authorized by law

• any safeguards under the Associated Arrangements or the Participating Member’s laws relat-
ing to how information will be used

• the type of decisions that can be made using the information exchanged

• any adverse effects on the individual that can arise from such decisions.]

2.7 What information will be retained in the System?

[The Participating Member should explain that biometric and biographical data will not be retained in 
the System once the transaction has completed. Transmission through the System would normally 
take a few seconds, depending on the speed of the data connections, the volume of transmissions 
and other technical features. Biometric and biographical data will be transmitted through the 
System, and will be deleted from the System once a request or response has been sent to the 
other Participating Member. The System will only retain system usage data, such as the date of 
the transaction, the transaction type, transaction origin and destination, unique reference numbers, 
responses, and any error messages.]

2.8 What information will be retained by Participating Members?

[The Participating Member should identify:

• the safeguard in the Terms of Use relating to retention of personal information, and any other 
procedures relating to retention in the Associated Arrangements

• how the Participating Member will retain data that it receives and how information will be 
destroyed according the Associated Arrangements and domestic law and policy

• how the partnering Participating Members will retain data that it receives and how information 
will be destroyed according the Associated Arrangements and domestic law and policy.]
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2.9 Can information be disclosed to a third party?

[The Participating Member should identify:

• the safeguard in the Terms of Use relating information disclosed to a third party (other than the 
individual concerned, the Requesting Member or the Responding Member)

• any third party services providers who may develop, manage or operate the databases that 
might have access to biometric and biographical data

• any domestic laws, such as right to information laws, and judicial powers that may compel 
disclosures to any third party.]

2.10 Will individuals be able to access and correct their personal 
information?

[The Participating Member should identify:

• the safeguard in Terms of Use, providing that individuals should have access to and be able 
to correct their personal information

• the procedures in place to access and correct personal information, both for the Participating 
Member and any partnering Participating Members.]
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3. Assessment of Privacy Risks

[In this section, Participating Members identify and analyze the risks that might arise within their 
domestic context and use of the RBDES, and provide mitigation strategies to reduce these risks. The 
suggested sub-sections in this section broadly correlate with the sub-sections in the RSO’s PIA, and 
Participating Members may decide to use the RSO’s PIA as a guide in assessing these risks within 
their own domestic context.

The suggested sub-sections provide a starting point of analysis of the privacy risks and Participating 
Members should add or remove any other privacy risks as they wish. 

Within each subsection or privacy risk, Participating Members may choose to draft their analysis 
using the following structure: 

• Identify the risk or concern, describing the circumstances in which the risk may arise and the 
consequences or adverse effects on an individual’s privacy

• Analyze the effect of any domestic laws or policies that may be relevant to the privacy risk

• Analyze the effect of any safeguards under the Framework that may be relevant to the 
privacy risk

• Identify and analyze any other practical measures or arrangements that may exist and be 
relevant to the privacy risk

• Discuss any mitigation options that already exist, and those that might need developing

• Recommend any actions that need to be taken to address the privacy risk]

3.1 Inconsistency between the Participating Member’s laws and use of the RBDES

3.2 Inconsistency between domestic laws privacy safeguards and international standards

3.3 Different privacy contexts/frameworks between [Participating Member] and [partnering 
Participating Member]

3.4 Personal information collected, used and disclosed without proper legal authority

3.5 Personal information will be obtained from sources other than the individual

3.6 Purpose and function creep

3.7 Consent by incapacitated or vulnerable individuals

3.8 Confidentiality of information of asylum seekers, refugees and victims of torture

3.9 Individual refusal to give biometric data

3.10 Use of personal information that may be discriminatory to an individual

3.11 Unnecessary retention of information/data mining

3.12 Disclosure to third parties

3.13 Unauthorized use or disclosure of personal information

3.14 Access and correction of incorrect or inaccurate information

3.15 Opportunities to comment on adverse decisions 

3.16 Hacking, system failures and system maintenance

3.17 Enforceability of procedures and safeguards

3.18 Reporting and auditing of the RBDES
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4. Conclusions

[In this section, Participating Members should summarize the assessment of privacy risks and 
evaluate the level of privacy protection that exists to address those risks that meet international 
standards, domestic laws and policies. Participating Members should consider all the recommended 
actions discussed in section 3, and summarize those actions into recommendations. As with the 
RSO’s PIA, general recommendations to assist in mitigating privacy risks include:

• Training for National Accountability Officer and users on the use of the System and the privacy 
safeguards contained in Terms of Use.

• Continued oversight and privacy auditing of the RBDES – by the Oversight Committee and by 
the Participating Member and a privacy authority (if applicable).

• Consider future amendments to domestic law and to the Framework to create more stringent 
privacy safeguards.]
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The purpose of this document is to provide Participating Members with guides to drafting privacy 
notices and consent forms for individuals. These templates have been drafted to assist Participating 
Members in complying with the notice and consent privacy safeguards provided in the Terms of Use.

Privacy notices and consent forms are essential to ensure that individuals are adequately informed of 
how their personal information will be collected, used and disclosed so that they can give informed 
consent to the Participating Member. 

The wording contained in these templates act as guides only and Participating Members are free to 
draft notices in whatever form, style and language that is appropriate to the circumstances of each 
Participating Member.  Explanatory comments and drafting suggestions are provided throughout 
this document.
 

1. Template General Notice

[This is a template general notice that may be published as a fact sheet or published on the Internet. 
This notice can provide individuals with information generally about biometric collection by the 
Participating Member.  Notices that are widely published or available can assist individuals with 
understanding what will happen to their personal information, especially prior to individuals deciding 
to travel.]

This notice informs individuals about how the [relevant agency] collects, uses and discloses personal 
information, including biometric data.

Legal authority

[This paragraph should inform individuals of the legal authority to collect their personal information, 
namely which domestic law or policy specifically authorizes the collection, use and disclosure of their 
personal information.] 

The [insert law, for example Immigration Act] authorizes [the agency] to collect and use personal 
information, which includes biometric data. The [Act] also authorizes the [agency] to disclose and 
exchange personal information with third parties, including foreign governments. [Participating 
Member] has entered into international arrangements to exchange biometric and biographical data 
[and other personal information] with foreign governments.

Attachment 7

Template privacy notices 
and consent form
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Whose information will be collected? What information will be collected? 

[This paragraph informs individuals of the personal information that will be collected and whose 
personal information will be collected. Participating Members can identify (1) the categories of 
individuals for whom information is collected, and (2) for each category, list all information, including 
personal information that is collected.]

[The agency] will collect personal information about the following categories of individuals: [list the 
relevant categories, for example, visa applicants.] 

[Insert the name of the agency] will collect the following types of personal information: [list the types 
of personal information that will be collected as specifically as possible. For example, biometric data, 
including fingerprints and facial images, name, date of birth, nationality, and passport number].

From what sources will personal information be collected? 

[This paragraph informs individuals of the source from which Participating Members will collect 
personal information.]

Generally, [the agency] will collect personal information, including biometric data, directly from the 
individual.  However [the agency] may collect an individual’s personal information from other sources, 
such as other government agencies and foreign governments, where there are established data 
exchange arrangements to do so. 

Why is personal information collected? 

[This paragraph informs individuals of the purpose for which their personal information is collected. 
This paragraph should clearly articulate that the purpose includes identification and identity verification 
as it relates to migration and border management; refugee and humanitarian assistance; visa 
compliance, immigration status, and as evidence in any related judicial proceedings. This paragraph 
can also inform individuals about the consequences of not providing personal information and 
biometric data.] 

Personal information, and biometric data, is collected and used by the [agency] to assist in checking 
or confirming an individual’s identity. Ensuring the integrity of an individual’s identity is important when 
making migration and border management decisions relating to the individual. This enhances the 
[Participating Member’s] capacity to facilitate migration management, combat identity fraud, prevent 
potential criminal offences and provide evidence in any related judicial proceedings.

If an individual’s personal information is not collected, the [agency] may not be able to verify that 
individual’s identity in order to make migration and border management decisions, such as [granting 
visa applications].

How will personal information be used?

[This paragraph informs individuals of how their personal information will be used. For the purposes of 
the RBDES, this paragraph should clearly inform individuals that their biometric data will be matched 
against domestic databases, and a request may be made to foreign governments to match personal 
information against foreign databases.]

Personal information, including any biometric data, will be stored and matched against [the agency’s] 
databases to verify the identity of the individual in question. If necessary, matching may also be 
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performed against other relevant databases, such as [law enforcement databases]. The [agency] 
may also request partnering agencies from foreign governments to perform matches with their own 
databases. 

Where and when will personal information be collected?

[This paragraph aims to inform individuals the places and times in which personal information will be 
collected.]

Personal information will be collected [for example, at visa application centers when individuals apply 
for a visa, upon arrival and departure at land, sea and air border points, upon offshore and onshore 
refugee applications].

Disclosure of personal information to third parties

[This paragraph informs individuals of how their personal information may be disclosed to third 
parties such as nominated representatives, courts, inquiries, and the general public.]

Where an individual has nominated a third party, such as a family member, migration agent, travel or 
airline agent, or lawyer to represent them, their personal information may be disclosed to the third 
party unless the individual has requests otherwise. 

In some circumstances, the [agency] may be authorized or required by law to disclose personal 
information to third parties. A subpoena or other judicial order might compel disclosure of personal 
information to the court and the other parties to the proceedings, or [Right to Information legislation] 
may require some disclosure of personal information to third parties such as journalists. In each 
case, the [agency] will take steps to protect the individual’s privacy and the confidentiality of their 
personal information.

Disclosure of personal information to foreign governments

[This paragraph informs individuals of how their personal information may be disclosed to foreign 
government agencies.]

The [agency] is authorized to exchange personal information, including biometric data, with foreign 
government agencies to identify or confirm the identity of individuals in order to [facilitate migration 
and border management, combat identity fraud, protect national security and prevent crimes]. 

The [agency] has entered into bilateral and multilateral arrangements to exchange biometric and 
biographical data, [and other personal information], with foreign government agencies, including 
[insert names of partnering Participating Members/agencies].

The [agency] will not disclose or exchange information with an individual’s country of nationality 
or country of origin unless it has the individual’s express consent to do so, or if it is satisfied that 
the individual has not expressed any fear of persecution or torture, [or a final determination has 
been made that the individual is not a refugee or victim of torture], or if the UNHCR has made a 
determination that the individual is not a refugee. 
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Retention of personal information 

[This paragraph informs individuals of how their personal information will be retained and the legal 
authorities for this.]

Personal information will be retained in [immigration databases] and will be kept [indefinitely, for 
2 years, for 10 years]. Our policy on retention of personal information is based on [domestic law and 
policy], and requirements from our international data exchange arrangements.

Where information is exchanged with foreign government agencies to verify the identity of an 
individual, the foreign government will only use the personal information to perform any database 
matches, and will delete the personal information once the exchange has been completed.

Access and correction of personal information 

[This paragraph informs individuals about how they can access and correct their personal information. 
Procedures of access to data based on relevant domestic legislation or policy should be cited, as 
well as time frames for undertaking correction and possible authorities in case access to data or 
correction of data was declined. In case there are exemptions in law prohibiting individual from 
accessing his/her data it should be clearly articulated.]

The [agency] recognizes that it is important for individuals to be able to access and correct their 
personal information. 

Individuals can apply for access and correction of their personal information by writing to [relevant 
personnel, unit, or department]. 

[All requests will be promptly attended to and the response will be made no later than [insert number 
of day, if applicable] days after its receipt.]

Contact us 

[This paragraph informs individuals of how they can obtain further information and contact 
relevant officers and agencies, including, if applicable, any privacy enforcement authority or other 
independent agency.] 
Further information about the [agency’s] privacy policy is available at [insert the website link or other 
contact details].

Individuals can make requests, inquiries or complaints with the [agency] through [insert contact 
details, including website details, telephone numbers, street and postal addresses and email 
addresses].

Individuals can also contact [Privacy Authority] for further inquiries or complaints. The [Privacy 
Authority] can be contacted through [insert contact details, including website details, telephone 
numbers, street and postal addresses and email addresses].
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2. Notice at time of biometric capture or collection

The [agency] would like to collect, under the [domestic law or policy], the following information 
from you:  name, date of birth, country of residence, country of citizenship, passport number, and 
biometric data, including fingerprints and facial images. 

If you provide your personal information to the [agency], you are providing consent to the collection, 
use and disclosure of your personal information as described in this notice. If you do not consent, 
or later withdraw your consent, to the collection, use and disclosure of your personal information as 
described in this notice, the [agency] may not be able to [process your application]. 

Once your personal information is collected, it will be stored and matched with the [agency’s immigration 
database] and can be used to verify your identity as it relates to [visa and migration decisions; visa 
compliance; refugee and humanitarian assistance; border management]. Your personal information 
may also be used as evidence in any investigation or related judicial proceedings.

[The agency] would like to disclose your personal information, including biometric data, to 
other government agencies to achieve the above purposes. [Participating Member] has 
international arrangements with foreign governments that allows the [agency] to exchange personal 
information with these foreign government agencies. The [agency] would like to exchange your 
biometric data with foreign government agencies so that they can match your personal information 
with any personal information contained in their databases. 

If you have any concerns about exchanging information with your country of origin or 
nationality, please let the [agency] know as soon as possible. If you are afraid that you will be 
harmed by the officials of your country of origin or nationality for any reason, please let the 
[agency] know as soon as possible. 

Your personal information will not be kept for longer than is necessary for the purposes stated above, 
and in accordance with [insert relevant law or department’s policy] relating to data retention. 

The [insert relevant legislation or policy] provides safeguards that protect your privacy. You may:

• request access to and correction of your personal information;

• make inquiries, requests or complaints about the use of your personal information;

• withdraw consent at a later time.

Requests, inquiries or complaints may be made in writing to [insert contact details such as the contact 
person or department, street address, postal address, website or email]. You can obtain further 
information about the [agency’s] privacy policy and data exchange arrangements at [website].

T
E

M
P

LA
T

E
 P

R
IV

A
C

Y
 N

O
T

IC
E

S
  

A
N

D
 C

O
N

S
E

N
T

 F
O

R
M

S



Policy Framework for the Regional Biometric Data Exchange Solution74

3. Consent form at time of biometric capture or collection

The [agency] would like to collect, under the [domestic law or policy], the following information from 
you:  [your name, date of birth, country of residence, country of citizenship, passport number], and 
biometric data, including fingerprints and facial images. 

If the [agency] does not collect, use or disclose your personal information as described in this consent 
form, the [agency] may not be able to [process your application]. 

Once collected, your personal information will be stored and matched with the [agency’s immigration 
database] and can be used to verify your identity as it relates to [visa and migration decisions; visa 
compliance; refugee and humanitarian assistance; border management]. Your personal information 
may also be used as evidence in any investigation or related judicial proceedings.

[The agency] would like to disclose your personal information, including biometric data, to other 
government agencies to achieve the above purposes. [Participating Member] has international 
arrangements with foreign governments that allows the [agency] to exchange personal information 
with these foreign government agencies. The [agency] would like to exchange your biometric data 
with foreign government agencies so that they can match your personal information with any personal 
information contained in their databases. 

Your personal information will not be kept for longer than is necessary for the purposes stated above, 
and in accordance with [insert relevant law or department’s policy] relating to data retention. 

The [insert relevant legislation or policy] provides safeguards that protect your privacy. You may:

• request access to and correction of your personal information;

• make any inquiries, requests or complaints in relation to the use of your personal information;

• withdraw consent at a later time.

Requests, inquiries or complaints may be made in writing to [insert contact details such as the 
contact person or department, street address, postal address, website or email]. You can obtain 
further information about the [agency] privacy policy and data exchange arrangements at [website].

Please indicate whether or not you wish to provide your consent:

  I consent to the collection, use and disclosure of my personal information as described in this 
form. 

  I do not consent to the collection, use and disclosure of my personal information as described 
in this form.

If you have any concerns about exchanging information with your country of origin or nationality, 
please let the [agency] know as soon as possible. If you are afraid that you will be harmed by the 
officials of your country of origin or nationality for any reason, please let the [agency] know as soon 
as possible. 

  I would like to speak to an official about exchange of information with my country or origin or 
nationality.

Name: _____________________________________________

Signature: ___________________________________________Date: ____________________
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Policy Background  
Documents   
Attachment 8 – Policy paper: Framework for Regional Biometric  
                         Data Exchange Solution

Attachment 9 – Privacy Impact Assessment 
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Executive Summary

There is a growing demand among Bali Process members for programmes to help build national 
and regional capacities in areas such as identification and verification of travelers’ identities, early 
detection of identity fraud, fraudulent documents, and sharing of immigration information. The identity 
verification process is a key component of managing the movement of people across borders, and 
biometric technology can be an integral component of this process. Members’ identity verification 
processes would be enhanced if they could exchange biometric data and utilize the resources and 
biometric databases of partnering members in a lawful manner that is consistent with international 
legal obligations and national privacy laws.

In this context, at the 8th meeting of Bali Process Ad Hoc Group Senior Officials, participants 
endorsed the Bali Process Strategy for Cooperation: 2014 and Beyond, which directed the Region-
al Support Office (RSO) to explore opportunities to expand the outcomes of existing bilateral and 
multilateral biometric data sharing arrangements. 

Due to interest from Bali Process members to develop a biometric data exchange solution, the RSO 
has developed a policy framework for the Regional Biometric Data Exchange Solution (RBDES). 
The RBDES aims to facilitate harmonized, effective and timely exchange of biometric data, and 
biographical data where appropriate, among interested Bali Process members for identification 
and identity verification purposes, consistent with member state’s national laws and international 
standards.
 
This policy paper discusses the policy considerations related to the development of the 
RBDES, including the options for a policy framework (the Framework) to operationalize a technological 
system for  exchange of biometric and biographical data between interested Bali Process members 
(the System). 

While the System is aimed to be a simple and user-friendly channel of communication of biometric 
and biographical data, many technical, legal, policy and administrative issues need to be considered. 
These issues include developing a Framework that addresses complex legal and policy contexts that 
include international human rights obligations, diverse domestic legal systems, and international, 
regional and domestic privacy frameworks. These issues are discussed in separate sections of this 
paper. 

Section one introduces the background to the development of the RBDES, the potential use of 
biometric data for identity verification within the Bali Process context and the biometric data exchange 
context that would apply to Bali Process members.

Attachment 8

Policy paper: Framework 
for Regional Biometric 
Data Exchange Solution
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Section two summarizes different framework options available to implement the RBDES. Noting the 
voluntary and non-binding nature of the Bali Process, the Framework has been developed based on 
an analysis of numerous legal and policy considerations which are explored in detail in the “Policy 
and legal risk and mitigation” table provided at Attachment A. The proposed Framework consists of 
an overarching “Terms of Use” that sets out the minimum safeguards and technical requirements for 
participation in the RBDES. Secondary bilateral or multilateral arrangements will outline the specific 
details of data exchange arrangements between Participating Members. These arrangements, known 
as “Associated Arrangements”, will incorporate the Terms of Use, and establish any safeguards 
additional to the minimum safeguards set out in the Terms of Use. 

The proposed Framework offers the following key benefits:

• a harmonized and consistent approach to biometric data exchange between members;

• flexibility to accommodate the specific diverse domestic contexts of member states and their 
relationships with each other. For example, depending upon the relationship between the 
members, arrangements may be bilateral or multilateral;

• minimum human rights and privacy safeguards that are consistent with international standards 
and obligations and will apply to all Participating Members; and

• reduction in duplication of agreements and negotiation time for bilateral or multilateral 
negotiations if common rules and minimum safeguards have already been agreed and 
endorsed.

Section three outlines the administrative and oversight arrangements for the Framework, including 
the establishment of an Oversight Committee supported by the RBDES Manager to be the primary 
body responsible for administrative and oversight of the RBDES.

Section four outlines the anticipated actions that will be taken in the further development of the 
Framework.
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1. Introduction

1.1 Background

The identity verification process ordinarily involves assessing the authenticity of and consistency 
between an individual’s travel documents. This process can be enhanced by matching an individual’s 
biometric data against the biometric data contained in the individual’s travel documents or the 
biometric databases operated by the member. 

However, members’ databases may not have sufficient information to verify the identity of the 
individual, particularly if it is the first time that individual has engaged with that members’ migration and 
biometric processes. Members’ identification and identity verification processes may be enhanced 
if members could exchange biometric and biographical data with each other in a lawful manner that 
is consistent with international legal obligations and national privacy laws. Biometric data exchange 
would utilize the resources and biometric databases of partnering members to enhance each other’s 
identification processes.

The exchange and matching of biometric data alone will not provide the complete solution 
to identification issues and identity fraud. However, exchange and matching between partnering 
members will provide a useful link for members for further cooperation and investigation. Within the 
migration context, potential uses of biometric data exchange for identification purposes include, but 
are not limited to:

• Checking of visa applicants, migrant workers, displaced persons, asylum seekers, residency 
applicants and transit passengers to confirm their identity;

• Checking of travelers or migrants to determine whether they are victims of human trafficking;

• Checking of visa applicants to determine whether known or suspected sex tourists/sex 
offenders, known or suspected terrorists (including foreign fighters), engaged in serious 
criminal activity or involved in funding/collecting donations for prescribed organizations;

• Checking of visa applicants and persons seeking protection to determine whether they are 
making asylum claims in multiple jurisdictions and are “forum shopping”;

• Assessing asylum seekers or displaced persons who have already received protection from a 
3rd country (country of first asylum) or have been registered as a refugee by the United Nations 
High Commissioner for Refugees (UNHCR);

• Supporting Assisted Voluntary Return and Reintegration (AVRR) programs;

• Re-documenting genuine visa or passport holders who have had their travel document lost/
stolen/withheld; and

• Checking of travel documents against white lists and black lists.

In this context, at the 8th meeting of Bali Process Ad Hoc Group Senior Officials, participants 
endorsed the Bali Process Strategy for Cooperation: 2014 and Beyond, which directed the RSO 
to explore opportunities to expand the outcomes of existing bilateral and multilateral biometric data 
sharing arrangements. 

Due to interest from Bali Process members to develop a biometric data exchange solution, the RSO 
has developed a policy framework for the Regional Biometric Data Exchange Solution (RBDES) to 
regulate the exchange of biometric and biographical data between interested Bali Process members 
(Framework). This policy paper discusses the key considerations that were taken into account when 
developing the Framework, including the options for the structure of the policy framework, the legal 
and policy concerns that needed to be addressed, and the administration and oversight responsi-
bilities of the Framework. 

P
O

LI
C

Y
 P

A
P

E
R

: 
FR

A
M

E
W

O
R

K
 F

O
R

  
R

E
G

IO
N

A
L 

B
IO

M
E

T
R

IC
 D

A
TA

 E
X

C
H

A
N

G
E

 S
O

LU
T

IO
N



REGIONAL SUPPORT OFFICE THE BALI PROCESS 79

1.2 Approach to biometric data exchange within the Bali Process context 

Before developing the structure and content of the Framework, the RSO considered the following 
threshold considerations: effectiveness of the RBDES, feasibility and achievability within the Bali 
Process, the diverse nature of the Bali Process membership, and the pre-existing data sharing 
mechanisms available to Bali Process members.

1.2.1 Effectiveness of the RBDES

For present purposes, the RBDES must be effective in addressing irregular migration, people 
smuggling, trafficking in persons and related transnational crime. More specifically, exchange of 
biometric and biographical data should be effective in providing interested Bali Process members 
with valuable information to enhance their identification and identity verification processes so as to 
not unduly burden Bali Process members’ resources and capacities.
 
Given the different language and cultural contexts of Bali Process members, the RBDES should be 
simple and user-friendly. Given the financial and other resource pressures faced by all Bali Process 
members, implementation and operation of the RBDES should be simple and inexpensive.

To maximize effectiveness, exchanges through the RBDES should initially be made on a high-value 
basis. High-value means members will exchange biometric and biographical data only where there 
is a high need or high likelihood of an outcome that is valuable to members. Participating Members 
can outline in their arrangements which high value circumstances biometric and biographical data 
will be exchanged, and the maximum number of exchanges expected to occur in one year. By 
concentrating on high-value exchanges, it is hoped that members will efficiently utilize their resources 
to achieve the most effective outcomes.

1.2.2 Feasibility and achievability within the Bali Process 

While the RBDES should be developed to be as effective as possible in producing outcomes and 
enhancing members’ migration management capacities, the development of the RBDES is limited to 
what is feasible and achievable throughout the Bali Process membership.
 
The Bali Process is a voluntary, inclusive and non-binding forum for regional cooperation to 
address irregular migration, people smuggling, trafficking in persons and related transnational 
crimes. Practical arrangements for regional cooperation through the Bali Process are driven by the 
core principles and key considerations established through the Regional Cooperation Framework. 
Key considerations relevant to biometric and biographical data exchange arrangements include:

• Arrangements should seek to build capacity in the region to process mixed flows and where 
appropriate, utilize available resources, such as those provided by international organizations

• Arrangements should reflect the principles of burden-sharing and collective responsibility, 
while respecting sovereignty and the national security of concerned States.

• Arrangements should support and promote increased information exchange, while respecting 
confidentiality and upholding the privacy of affected persons.

In order for the RBDES to be potentially used by any Bali Process member, the RSO considered that 
the RBDES should be developed as a simple and robust mechanism that focuses on core features 
and capabilities. The core feature and capability of the RBDES is the exchange of biometric and 
basic biographical data between interested Bali Process members. The RBDES should not, at least 
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not initially, act as a comprehensive mechanism for members to address identity verification issues. 
In time, and with continued use, trust and confidence, the RBDES may be developed and refined to 
meet any changing or evolving needs of Bali Process members.

This approach reflects best practice. From the experience of other multilateral data sharing initiatives, 
mechanisms should be initially implemented as a focused and robust product, and over time 
developed and refined. 

1.2.3 Diversity of the Bali Process membership

Due to the large membership of the Bali Process, any inclusive framework for biometric and 
biographical data exchange must balance the desire for a harmonized and consistent approach with 
the diverse and complex domestic contexts of member states. The domestic contexts of member 
states may have key variables that result in different approaches and policy considerations when 
exchanging biometric and biographical data. For example, member states would have varying uses 
and capabilities for biometric and biographical data for identification purposes.

There are also key variables within the legal contexts of Bali Process member states. Different 
immigration and law enforcement agencies may also have different legal authorities to collect, use and 
disclose biometric data and other immigration related information. The privacy and data protection 
systems of member states, including avenues for access and correction of personal information held 
by government agencies, vary greatly. These privacy and data protection systems may also operate 
within different regional and international privacy principle frameworks such as the UN Guidelines for 
the Regulation of Computerized Personal Data Files (UN Guidelines), EU Data Protection Directive 
(EU Directive), the OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal 
Data (OECD Guidelines), and the APEC Privacy Framework.

Member states may also have varying international obligations including the non-refoulement principle 
and the Universal Declaration of Human Rights, and where applicable, the Refugee Convention, the 
International Covenant on Civil and Political Rights, the Convention Against Torture, the Convention 
on  the Rights of the Child, and the UN Convention on Transnational Organized Crime.

The RSO’s development of the RBDES has taken these considerations into account and has involved 
a rigorous consultative process with the full Bali Process membership and relevant stakeholders. 

1.2.4 Complementary with existing information exchange mechanisms

The RBDES will operate alongside existing data exchange mechanisms available to Bali Process 
members. Such arrangements include formal multilateral mechanisms such as Eurodac, Five Country 
Conference (FCC), Interpol’s i24/7 communication system and Automated Fingerprint Identification 
System (AFIS), ASEANAPOL’s electronic ASEANAPOL Database System (eADS), Agreement on 
Information Exchange and Establishment of Communication between some ASEAN countries, 
UNODC Voluntary Reporting System – Migrant Smuggling and Related Crime (VRS-MSRC), the 
APEC Regional Movement Alert System (RMAS), as well as informal and ad-hoc arrangements 
between countries. 

The RBDES has been designed to complement these pre-existing arrangements to avoid duplication 
and ensure maximum efficiency and effectiveness for Participating Members. The RSO has analyzed 
how pre-existing mechanisms are used by members and ensured that the RBDES does not conflict 
with them. 
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Many of the existing mechanisms have limited reach within the Asia Pacific region. For example, 
the FCC is available to 3 Bali Process members, eADS is only available to ASEAN members, and 
Eurodac is only potentially available to one Bali Process member. A mechanism through the Bali 
Process will be available to 45 member States and 3 international organizations. Only the RMAS and 
Interpol’s databases have a reach that is as broad as the Bali Process.

There is no widespread mechanism used for exchange of data for irregular migration, people 
smuggling and trafficking in persons purposes. While Interpol has a membership that encompasses 
the Bali Process members, its use is restricted to criminal and law enforcement uses. While there may 
be a broad overlap between Interpol’s scope and the RBDES’s scope, the RBDES may additionally 
be used to verify identities for migration, refugee and resettlement purposes. 

With regards to the type of data exchanged, there is no widespread formalized mechanism focused 
on exchange of biometric data. Biometric data forms part of the overall exchange under the FCC 
and Eurodac mechanisms, and is one of the types of information that can be sent through Interpol’s 
i24/7 communication system. Biometric data can be uploaded and searched, but not exchanged, 
through the Interpol’s centralized AFIS database. RMAS concentrates on lost and stolen databases, 
and VRS-MSRC concentrates on non-nominal information relating to migration trends. The RBDES 
would therefore be the only widespread mechanism solely concentrating on biometric data exchange 
between members.
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2. Framework options and features 

2.1 Framework options and recommendations

The RSO conducted a situational analysis of the frameworks that applied to the pre-existing information 
exchange mechanisms available to Bali Process members. The structures of the frameworks were 
divided based on two characteristics: whether they were legally binding or non-binding, and whether 
they were bilateral or multilateral. The following is a summary of the key benefits and challenges of 
various framework options available.

A legally-binding 
multilateral agreement, 
most likely a treaty, which 
provides legally binding 
procedural and legal 
obligations. 

This would be similar to 
the Eurodac system which 
is regulated by the binding 
Eurodac Directive.

Benefits:

• A legally binding agreement ensures certainty, enforceability and 
maximum protection and safeguards

• A multilateral agreement creates consistency

Challenges:

• Multilateral negotiations requiring agreement between many 
participants may be lengthy

• Difficulties in addressing the needs of diverse legal and 
policy contexts within one agreement

• Many member states may not be willing to enter into a legally binding 
agreement through the Bali Process

Non-binding 
multilateral arrangement, 
such as a Memorandum 
of Understanding (MOU). 

This would be similar to 
the ASEAN’s Agreement 
on Information Exchange 
and Establishment of 
Communication.

Benefits:

• A non-binding agreement means more member states may be willing 
to participate

• A multilateral agreement creates consistency 

Challenges:

• A non-binding agreement means less certainty, enforceability and 
protections and safeguards

• Multilateral negotiations requiring agreement between many 
participants may be lengthy

• Difficulties in addressing the needs of diverse legal and policy con-
texts within one agreement

A network of binding 
bilateral treaties 
and agreements. 

This would be similar 
to the Mutual Legal 
Assistance Treaty 
framework.

Benefits:

• A legally binding agreement ensures certainty, enforceability and 
maximum protection and safeguards

• Bilateral agreements based on model agreements create some 
consistency while also providing flexibility to meet the needs of 
diverse bilateral relationships

Challenges:

• Complex system of bilateral agreements may result in too little 
consistency

• System of bilateral agreements alone may create duplication of effort 
for members during negotiation and administration of the agreement 

• Some members may not be willing to enter into a legally binding 
agreement through the Bali Process
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A network of non-binding 
bilateral arrangements. 

This already exists 
through informal or 
ad-hoc arrangements 
between members.

Benefits:

• Non-binding agreements may mean member states are more willing 
to participate

• Bilateral agreements based on model agreements create some 
consistency while also providing flexibility to meet the needs of 
diverse bilateral relationships

Challenges:

• A non-binding agreement means less certainty,  enforceability 
and protections and safeguards

• Complex system of bilateral agreements may result in too little 
consistency for one mechanism

• System of bilateral agreements alone may create duplication for 
members during negotiation and administration of the agreement

• Informal and ad-hoc arrangements provide less formality and 
transparency

The Framework developed by the RSO incorporates a combination of the features of the above 
framework options. Examples of such a combination are the arrangements under the FCC and the 
RMAS, which are non-binding and contain both multilateral and bilateral elements. 

Under the FCC, an umbrella High Value Data Sharing Protocol establishes a consistent overarching 
framework in which biometric and biographical data is exchanged through one central system, the 
Secure File Sharing System. Supplementing this overarching framework is a network of secondary 
arrangements in the form of non-binding Memoranda of Understanding between each of the five 
FCC countries that addresses the specific dynamics of each bilateral relationship.

Similarly, under the RMAS, an umbrella Multilateral Framework establishes a consistent overarching 
framework for the exchange of lost and stolen travel documents between interested economies 
within the APEC membership. Supplementing the Multilateral Framework is a network of secondary 
bilateral arrangements in the form of memoranda of understanding between each of the participating 
economies (currently United States, Australia, New Zealand and the Philippines).

Within the non-binding, diverse context of the Bali Process, the structure of the Framework contains:

• an overarching multilateral set of rules known as the “Terms of Use” endorsed by the Bali 
Process membership that sets out the rules for exchange of biometric and biographical  data, 
minimum safeguards for participation in the RBDES, and technical requirements for use of the 
System; and

• a network of secondary bilateral or multilateral arrangements between Participating 
Members that adopt the Terms of Use and add any specific details or additional safeguards 
relevant for each participating member, taking into account the diverse dynamics of each 
bilateral relationship.

 
Through the Terms of Use, a harmonized and consistent approach to biometric and biographical 
data exchange can be maintained between members. A Terms of Use setting out a consistent 
procedure for data exchange and minimum safeguards will also reduce duplication, time and effort 
when negotiating secondary bilateral arrangements. Further, any endorsed Terms of Use would 
contain minimum standards and safeguards that are consistent with international standards and 
obligations and will apply to all Participating Members.
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Through a network of secondary bilateral or multilateral arrangements, flexibility and dynamism 
is created to accommodate the specific bilateral relationships and diverse domestic contexts of 
members. For example, depending upon the relationship between members, arrangements may 
be made between two members, or between more than two members. Arrangements may also be 
non-binding or binding. 

2.2 Key features of the Framework

In developing the Framework, the RSO assessed policy and legal risks and developed key features 
into the Framework to mitigate these policy and legal risks. 

These policy considerations and risks include ensuring the effectiveness of biometric data exchange 
to address irregular migration, people smuggling and human trafficking, and the effectiveness of 
exchanging information between different systems and standards of member states. Other policy 
considerations and risks include whether government agencies have lawful authority to collect and 
exchange biometric data, privacy and data protection, and international legal obligations including 
human rights and refugee protection. A table outlining these policy and legal considerations and the 
mitigations that have been taken is at Appendix A.

2.2.1 Purpose and scope

The purpose of the RBDES should be to facilitate the voluntary exchange of biometric and 
biographical data between Participating Members through the System for identification and identity 
verification purposes, using a harmonized and consistent approach that respects the diversity 
of the Bali Process membership and the bilateral relationships between members, and provides 
minimum safeguards consistent with international standards and obligations. The scope of the 
RBDES should be limited to uses for the purposes of identification and identity verification as it 
relates to irregular migration, people smuggling, trafficking in persons and related transnational crime.
Information shared through the System should only be used for to assist Participating Members in 
making migration or border management decisions, in investigating any offences relating to irregular 
migration, people smuggling, trafficking in persons and related transnational crime and as evidence 
in any related judicial and quasi-judicial proceedings.

2.2.2 Participation

Participation is voluntary and non-binding, and Participating Members can commence, suspend or 
terminate their participation at any time. Even when members have commenced participation, they 
can decide on an individual case-by-case basis whether or not they wish to exchange or match 
biometric data. 

2.2.3 Biometric data exchange procedure

The procedure for biometric data exchange is based on a simple request and response process 
between Participating Members, and Participating Members will not upload any biometric data until 
there is a specific need to verify an individual’s identity.
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2.2.4 Enforcement mechanisms 

While the Framework is non-binding, appropriate enforcement mechanisms have been developed 
to address any misuse or breaches of the Framework. These include expectations on Participating 
Members to take appropriate action on their own users in the event of any breach, and for an 
Oversight Committee to publicly publish reports on any breach and to decide to suspend or cancel 
participation in the event of any breach.

2.2.5 Human rights safeguards

The human rights safeguards under the Framework relate to anti-discrimination, due process, general 
protection of vulnerable persons, and in particular, protection of the confidentiality of the information 
of asylum seekers, refugees and victims of torture, cruel, degrading and inhumane treatment. These 
safeguards are drawn from and are consistent with international legal obligations contained in the 
Universal Declaration of Human Rights, the International Covenant on Civil and Political Rights, the 
Convention relating to the Status of Refugees and its Protocol, the Convention Against Torture, and 
other international human rights instruments.

Information will only be exchanged with countries of origin or nationality in certain circumstances 
which protect the confidentiality of the information of asylum seekers, refugees and victims of torture, 
cruel, degrading and inhumane treatment. These certain circumstances arise where:

• there is express and specific written consent from the individual, 

• the Participating Member, after taking a victim-centered screening process and specifically 
asking the individual whether they fear any harm from their country of origin or nationality, is 
satisfied that the individual has not expressed any fear of persecution or torture, 

• there is a national asylum and complementary protection system and the Participating 
Member is satisfied that the individual has not made a claim of persecution or torture against 
the country of origin,

• there has been a legal determination under a national asylum and complementary protection 
system that the individual is not a refugee or a victim of torture, and all avenues for review have 
been exhausted, or

• the UNHCR has made a final determination that the individual is not a refugee, and all avenues 
for review have been exhausted.

2.2.6 Privacy and data protection safeguards

The privacy safeguards include requirements relating to notification of the purpose for collection and 
use of personal information, obtaining informed consent (unless otherwise authorized by domestic 
laws), data retention, data security, and data integrity. These privacy safeguards are drawn from the 
OECD Guidelines on the Protection of Transborder Data Flows and the APEC Privacy Framework 
and have been adapted from specifically for the RBDES. A Privacy Impact Assessment has been 
conducted to assess and minimize any privacy concerns to ensure that the Framework provides 
adequate privacy protection for individuals and their personal information. 
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3. Administration and Oversight of the RBDES 

Any administration and oversight of the RBDES should ensure that the legal and policy risks continue 
to be assessed and mitigated throughout the lifetime of the RBDES. Technical administration of the 
System is best achieved through an independent and trusted partner within the Bali Process. Policy 
administration and general oversight is best achieved through continued and consistent oversight 
by an entity established through the Bali Process. The entity should be independent and have the 
functions and discretions that can audit, review and report on the RBDES. The entity may also have 
the ability to apply any enforcement mechanisms to address any breaches of the Framework. 

Under the Framework, an Administrator will provide technical administration of the System and will 
act as a centralized and independent technical focal point. The responsibilities of the Administrator 
are outlined in the service arrangements of the Terms of Use and include managing user accounts, 
providing business support for the System, producing reports on transactions and usage, recording 
and managing security incidents, and applying specific business rules to reflect any requirements 
under Associated Arrangements. 

Consistent with Bali Process practice, an Oversight Committee established by Senior Officials of the 
Bali Process Ad Hoc Group, consisting of five Bali Process members and supported by the RSO, 
will be the primary body responsible for policy administration and oversight of the Bali Process. The 
purpose of the Oversight Committee will be to govern the integrity and ongoing operation of the 
RBDES, provide a forum for review of the RBDES, provide a mechanism through which breaches of 
the Framework can be addressed, and provide recommendations regarding any amendments to the 
RBDES. The specific roles and responsibilities of the Oversight Committee are outlined in the Terms 
of Reference for the Oversight Committee.

Outside of these formal entities created under the Framework, Participating Members and National 
Accountability Officers of the System will continue to play a key role in the administration and oversight 
of the RBDES, particularly as it relates to their own use of the RBDES.

Finally, the RSO, as the entity that supports the Bali Process and assists in operationalizing the 
Regional Cooperation Framework, will continue to be involved to assist all relevant entities and 
members in all aspects of the administration and oversight of the RBDES.
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4. Further development of the Framework 

After the endorsement of the RBDES, the initial implementation stage is envisaged to be 12 months. 
During the implementation stage, the Oversight Committee, with support from the RBDES Manager, 
will continue to assess and review the ongoing implementation and operation of the RBDES. The 
RSO anticipates that there will be further development and refinement of the RBDES during and 
following this initial implementation stage and as more Bali Process members join in participating in 
the RBDES. 

Through initial discussions with the Biometric Data Exchange Review Committee, future development 
of the Framework may include consideration of:

• amendments to strengthen safeguards, based on an assessment of how the human rights 
and privacy safeguards have been implemented in practice; and

• whether to incorporate the exchange of key immigration information other than basic 
biographical data through the System.

Procedures to amend the Framework should substantially follow the same procedure as the 
development of the Framework. That is, amendments should be recommended by the Oversight 
Committee following assessment and review and a rigorous consultation process. Endorsement 
of any amendments should rest with the Bali Process Ad Hoc Group Senior Officials. Given that 
amendments may need to be made more regularly than Bali Process Ad Hoc Group Senior Officials 
meetings, amendments recommended by the Oversight Committee will take effect 90 days after 
being notified to the Senior Officials, unless an objection has been raised by Senior Officials.

P
O

LI
C

Y
 P

A
P

E
R

: 
FR

A
M

E
W

O
R

K
 F

O
R

  
R

E
G

IO
N

A
L 

B
IO

M
E

T
R

IC
 D

A
TA

 E
X

C
H

A
N

G
E

 S
O

LU
T

IO
N



Policy Framework for the Regional Biometric Data Exchange Solution88

Appendix A: 

Policy consideration or risk Mitigation

The RBDES must be effective in 
addressing irregular migration, people 
smuggling, trafficking in persons and 
related transnational crime. Given the 
ongoing development of members’ 
technological capacity, data exchange 
should not unduly burden members’ 
resources and systems.

Data exchange will be high value to ensure that the data 
exchanged has maximum effectiveness.

Associated Arrangements will allow Participating Members to 
flexibly determine the data exchange arrangements that are 
most effective for them.

Data exchange is effective only if the 
biometric data can be exchanged and 
understood by different countries and 
systems.

Standard formats (such as the NIST format for fingerprints) 
should be used wherever possible.  

The System will also be capable of interpreting different 
information, standards and formats and converting them for 
different Participating Members.

If the cost of using the RBDES is high, 
the use of the RBDES may be limited.

End user interfaces for Participating Members should remain 
relatively simple and cost effective to ensure there is a limited 
cost overhead for users, particularly in terms of both technology 
and training.

The RBDES must complement 
and not unduly overlap or conflict 
with pre-existing data exchange 
mechanisms. Otherwise, any 
inconsistencies and overlapping will 
undermine the effectiveness of both 
the RBDES and the pre-existing 
mechanisms.

The RBDES should act as a simple channel of communication 
to establish whether there are any biometric matches between 
Participating Members. The RBDES can be used as an initiating 
point for further investigation, cooperation and data exchange, 
which may take place through other arrangements outside of 
the System.

The RBDES does not prejudice any other data exchange 
mechanism and should be used to complement and support 
those other mechanisms.

The RBDES will only be effective if it 
can be used within the diverse legal 
and policy contexts of members. Due 
to the diversity of these contexts, a 
uniform set of rules for the Framework 
may act to exclude some countries, 
either because they cannot meet 
the minimum standards of the 
Framework or because their legal and 
policy requirements are not consistent 
with the Framework.

The Framework will be flexible and dynamic wherever possible. 
While minimum standards and safeguards will be established 
through the Framework, the consultation process undertaken 
ensures that it is acceptable to all member states. 

Flexibility and dynamism can be achieved through members 
negotiating their own bilateral or multilateral Associated 
Arrangements for data exchange through the System. 

Any Associated Arrangement may provide additional safeguards, 
but must not be inconsistent with the minimum safeguards set 
out in the Terms of Use. Any individual arrangement must state 
that the minimum standards and safeguards will prevail to the 
extent of any inconsistency.
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The effectiveness of the RBDES, and 
any trust or confidence developed, 
will be significantly undermined if 
the RBDES is misused for improper 
purposes.

There may also be concerns that, 
over time, there is a “function creep” 
where the RBDES is used beyond the 
original scope envisioned.

The Terms of Use should provide the following minimum 
safeguards:

• The System will only be used for the purpose of 
identification and identity verification as it relates to irregular 
migration, people smuggling and trafficking in persons 
purposes.

• Accountability, enforcement and oversight mechanisms have 
been incorporated in the Framework.

• Amendments to the scope and purpose of the Framework 
need to be endorsed by the Bali Process Ad Hoc Group, 
after consultation with the Oversight Committee and full Bali 
Process membership.

While the Bali Process is a voluntary, 
inclusive, and non-binding process, 
the exchange of biometric and 
potentially other personal information 
means that there should be a level of 
enforceability of any rules to mitigate 
the risk of improper use or breaches 
of the Framework.

Participating Members will participate in the RBDES in the spirit 
of good faith, collective responsibility and burden sharing.

The Terms of Use provides the following minimum safeguards:

• Suspension or cancellation of participation if there is a breach 
of any rules.

• Expectation that countries will take appropriate action against 
officials who misuse the RBDES.

Safeguards should be established to 
ensure that data exchange does not 
breach international human rights 
obligations, such as those under the 
non-refoulement principle and the Uni-
versal Declaration of Human Rights, 
and where applicable, the Refugees 
Convention, the International 
Covenant on Civil and Political Rights, 
the Convention Against Torture, the 
Convention on the Right of the Child, 
and the Convention on Transnational 
Organized Crime.

The RBDES should also not be used 
to discriminate against groups of 
people without a legitimate basis.

The Terms of Use should provide the following minimum 
safeguards:

• Safeguards are available to all individuals, regardless of 
whether they are a citizen or national of a member state.

• Discrimination and due process protections.

• Considerations for protection of the information of vulnerable 
persons, such as victims of trafficking, children, asylum 
seekers, refugees, victims of torture, and migrant workers.

• Biometric data will not be exchanged with a country of origin 
or nationality unless certain circumstances exist. 

Responsibilities, standards and 
safeguards under the Framework may 
lead to officials breaching domestic 
laws, for example data retention laws.

The Terms of Use should clearly establish that the use of the 
System will be subject to the domestic laws, policies, bilateral 
agreements and international obligations of participating 
members.

Officials must have the domestic legal 
authority to collect, use and disclose 
biometric and biographical data to 
protect against the unlawful exercise 
of powers.

The bilateral elements of the Framework can flexibly 
accommodate member states’ different needs for legal authority. 
For example, depending on the member state’s circumstances, 
a bilateral agreement can be legally binding and act as a source 
of legal authority to collect, use and disclose biometric and 
biographical data.

P
O

LI
C

Y
 P

A
P

E
R

: 
FR

A
M

E
W

O
R

K
 F

O
R

  
R

E
G

IO
N

A
L 

B
IO

M
E

T
R

IC
 D

A
TA

 E
X

C
H

A
N

G
E

 S
O

LU
T

IO
N



Policy Framework for the Regional Biometric Data Exchange Solution90

Since personal information will 
be exchanged, there should be 
safeguards for personal privacy and 
data protection.

Safeguards will need to take into 
account domestic privacy and data 
protection laws and policy, while also 
ensuring that minimum safeguards 
are met.

The Terms of Use should include minimum privacy and data 
protection safeguards that are broadly consistent with privacy 
principles set out in the OECD Guidelines and the APEC 
Framework, the most widespread and accepted privacy 
principles in the region. 

Additional safeguards can be added in Associated Arrangements 
to meet the needs of individual relationships between members.

The System was developed with a privacy-by-design approach 
and contain business rules that reflect privacy safeguards.

A Privacy Impact Assessment has been conducted to assess 
the privacy risks to individuals.

The risk of a breach of the system 
(for example through human error or 
hacking) is one of the most significant 
risks of data exchange. Unauthorized 
disclosure to third parties can also 
jeopardize the law enforcement 
function.

The Terms of Use should provide the following minimum 
safeguards:
• data security and accountability
• data should be retained for only the period necessary for 

identification purposes.

The Participating Member should notify the relevant Participating 
Member of any data, security or other breaches, and where 
appropriate, the individual concerned.

Some countries have avenues for 
third parties to access information 
through court processes and right to 
information law. Inquiries and royal 
commissions may also have powers 
to compulsorily obtain information. 
Release of information through 
these avenues may breach privacy 
protections.

The Terms of Use provides for disclosure to third parties in 
certain circumstances where there is consent from the individual/ 
originating Participating Member, or where a law compels 
disclosure. Member states may consider inserting confidentiality 
obligations in Associated Arrangements to protect both the 
privacy of individuals and the integrity of the exchange process.

P
O

LI
C

Y
 P

A
P

E
R

: 
FR

A
M

E
W

O
R

K
 F

O
R

  
R

E
G

IO
N

A
L 

B
IO

M
E

T
R

IC
 D

A
TA

 E
X

C
H

A
N

G
E

 S
O

LU
T

IO
N



REGIONAL SUPPORT OFFICE THE BALI PROCESS 91

P
R

IV
A

C
Y

 IM
P

A
C

T
 A

S
S

E
S

S
M

E
N

T 
 

R
E

G
IO

N
A

L 
B

IO
M

E
T

R
IC

 D
A

TA
 E

X
C

H
A

N
G

E
 S

O
LU

T
IO

N

Executive Summary

The identity verification process is a key component of migration processes and of managing the 
movement of people across borders. The use of biometrics can be an integral component of the 
identity verification process. Members’ border management and identification and identity verification 
processes will be enhanced if they could exchange biometric information and utilize the resources 
and biometric databases of partnering countries in a lawful manner that is consistent with international 
legal obligations and national privacy laws.

In this context, at the 8th meeting of Bali Process Ad Hoc Group Senior Officials, participants 
endorsed the Bali Process Strategy for Cooperation: 2014 and Beyond, which directed the Regional 
Support Office of the Bali Process (RSO) to explore opportunities to expand the outcomes of 
existing bilateral and multilateral biometric data sharing arrangements. Upon interest for Bali Process 
members in developing a biometric data exchange solution, the RSO developed the policy framework 
for the Regional Biometric Data Exchange Solution (RBDES). The RBDES provides a simple 
channel of communication for exchange of biometric and biographical data between interested 
Bali Process members (the System) and a policy framework to regulate the use of the System 
and provides principles regarding collection and exchange of personal information (the Framework).

Given that sensitive personal information will be exchanged across borders and between Bali Process 
members, the RSO has incorporated privacy safeguards into the Framework to protect the privacy of 
individuals. The RSO’s work has also included analyzing the impact of data exchange within the 
RBDES on the privacy of individuals. This Privacy Impact Assessment (PIA) aims to draw out the 
privacy concerns that arise from biometric and biographical data exchange between interested 
Bali Process members within the Bali Process context, assess the risk of these concerns within the 
context of the privacy safeguards incorporated through the Framework, and to recommend actions 
to manage, minimize or eliminate the impact of these privacy concerns. 

This PIA was conducted as part of the RSO’s consultative process during the development of the 
RBDES. A draft version of the PIA was presented to members of the Review Committee, relevant 
stakeholders and to the full Bali Process membership. Comments and feedback from these 
consultations will be considered and incorporated into the final version of the PIA. The final version 
of the PIA will be presented at a Meeting of the Senior Officials of the Bali Process Ad Hoc Group. 

Section 1 of this Privacy Impact Assessment provides general background to and the key features 
of the RBDES.

Section 2 provides an explanation of the procedure for exchange through the RBDES, and the 
general information flow within the RBDES. Under the RBDES, biometric and biographical data 
will be securely exchanged through the System using a simple “request and response” procedure. 

Attachment 9

Privacy Impact Assessment 
Regional Biometric Data 
Exchange Solution
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Requesting Members will upload biometric data and request a response from one or more Responding 
Members. Responding Members will match the biometric data with relevant biometric databases 
and return a “match”, “no match” or “error” response to the Requesting Member. If there is a match, 
the Responding Member may send the name, date of birth, nationality and passport number, and 
outside of the System any additional information to the Requesting Member as specified in bilateral 
and multilateral arrangements between them.

Section 3 provides an analysis and assessment of the privacy concerns that arise from this exchange 
of personal information and the mitigation measures that can reduce, minimize or eliminate these 
privacy concerns. This assessment is summarized at Appendix A at the end of this PIA. 

This assessment reveals that an appropriate and strong level of privacy protection has 
been incorporated into the RBDES. This assessment acknowledges that the full privacy impact 
on individuals cannot be assessed solely by the RSO as it examines the impact of the RBDES at a 
general level. The assessment of the full privacy impact will need to be conducted by Participating 
Members in the context of their specific arrangements.

However, there are some general actions that can be taken to strengthen the level of privacy 
protection once the RBDES has been endorsed. Those actions are:

• Participating Members conduct their own privacy impact assessments.

• Participating Members provide training to users and officials about the RBDES and in particular 
the privacy safeguards of the Framework. This is essential to ensure that safeguards and 
measures are implemented appropriately.

• The RBDES Manager assist interested Bali Process members to conduct privacy impact 
assessments, take the appropriate mitigation measures, and train National Accountability 
Officers and users.

• All relevant parties and stakeholders, in particular the Oversight Committee, should be 
engaged reviewing and refining the RBDES to ensure that the RBDES is used, and continues 
to be used, in a way that respects the individual’s privacy. 
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1. Introduction 

1.1 Background and rationale behind of the RBDES

The Asia-Pacific region is characterized by dynamic and diverse forms of migration. Criminal networks 
actively seek to exploit weaknesses in immigration borders, including through identity fraud and 
using fraudulent travel documents.

Since the launch of the Bali Process on People Smuggling, Trafficking in Persons and Related 
Transnational Crime in 2002, Bali Process members have sought to develop more harmonized 
responses to irregular migration, people smuggling, trafficking in persons and related transnational 
crime through regional cooperation. There is a growing demand among Bali Process member States 
for programmes to help build national and regional capacities in areas such as the establishment and 
verification of travelers’ identities, early detection of identity fraud, fraudulent documents and other 
criminal activities, and sharing of immigration information. 

The identity verification process is a key component of migration processes and managing the 
movement of people across borders. This process depends on countries having the capability to 
ensure that the identities of individuals who present at borders or engage in migration processes are 
genuine. The effective determination of the identity of migrants assists countries in combating identity 
fraud, deciding whether to grant individuals entry and departure visas, facilitating regular migration, 
and ensuring secure borders.

Biometrics can be an integral component of the identity verification process. Biometrics (or 
biometric recognition) is defined by the International Standardization Organization as the “automated 
recognition of individuals based on their biological and behavioral characteristics.” The biological and 
behavioral characteristics are those from which distinguishing, repeatable biometric features can be 
extracted for the purpose of biometric recognition. Biometrics can include fingerprint recognition, 
face recognition, DNA matching, eye (iris and/or retina) recognition, and signature recognition. Based 
on current adopted technologies by both government and private entities, fingerprint and facial 
images are the most widely used form of biometric data.

Biometrics is a form of identification that is more universal, more accurate and more difficult to 
falsify than other forms of identification such as physical passports and travel documents. For these 
reasons, biometric data is emerging as a technology that countries increasingly utilize to assist in 
identifying and verifying the identity of individuals for many purposes, including to combat identity 
fraud as part of irregular migration, people smuggling and human trafficking. 

In addition to assessing the authenticity and consistency of an individual’s travel documents, the 
identity verification process can also include collecting the individual’s biometric data and checking 
this against the biometric data contained in the individual’s travel documents or the country’s own 
biometric databases. However, countries’ databases may not have sufficient information to verify 
the identity of the individual, particularly if it is the first time that individual has entered the country or 
engaged with that country’s migration and biometric processes. Countries would be assisted in this 
identity verification process if they could exchange biometric information and utilize the resources and 
biometric databases of partnering countries in a lawful manner that is consistent with international 
legal obligations and national privacy laws.

In this context, at the 8th meeting of Bali Process Ad Hoc Group Senior Officials, participants 
endorsed the Bali Process Strategy for Cooperation: 2014 and Beyond, which directed the RSO 
to explore opportunities to expand the outcomes of existing bilateral and multilateral biometric 
data sharing arrangements. Upon interest for Bali Process members in developing a biometric 
data exchange solution, the RSO developed the policy framework for the Regional Biometric Data 
Exchange Solution. 
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1.2 Regional Biometric Data Exchange Solution

The Regional Biometric Data Exchange Solution (RBDES) is a tool which allows participating Bali 
Process members (Participating Members) to exchange biometric data and, upon a positive match, 
additional biographical data with other Participating Members in a timely, secure and harmonized 
manner. Biometric and biographical data can be sent from one participating member to one or more 
participating members through a secure system (the System). The System will not retain transmitted 
data at the conclusion of the transmission.

Participation in the RBDES is voluntary, non-binding and members can opt in and opt out 
of the RBDES at any time. Interested Bali Process members will enter in bilateral or multilateral 
arrangements with other interested Bali Process members in order to exchange data between each 
other. These bilateral and multilateral arrangements are called “Associated Arrangements” under the 
RBDES. Participation is conditional on members complying with a Terms of Use which will apply 
commonly to all Participating Members. The Terms of Use and Associated Arrangements form the 
policy framework that regulates the use of the System (Framework). 

The Terms of Use establishes the standard rules for participation, and outlines the key responsibilities 
of Participating Members, the request and response procedure for exchanging biometric and 
biographical data, and the common human rights and privacy safeguards to be applied to 
all Participating Members. The Associated Arrangements outline the specifics of the bilateral or 
multilateral data exchanges between Participating Members. Among other things, the types of 
biometric data exchanged, the circumstances in which exchange will take place, and the biometric 
databases that will be used for matching can be specified by Participating Members. 

The development of the Framework has taken into account legal and policy considerations, including 
human rights and privacy issues, and biometric standards and capabilities. The RSO has sought to 
strike a balance between establishing a harmonized approach to biometric and biographical data 
exchange through the Terms of Use and meeting the specific and diverse requirements of individual 
Bali Process members through the Associated Arrangements. 

Privacy concerns have been addressed in the development of the RBDES. Privacy safeguards have 
been incorporated into the RBDES to provide a substantial level of privacy protection for individuals. 
The privacy safeguards include requirements in relation to purpose notification, informed consent, 
data retention, data security, and data integrity. These privacy safeguards are drawn from the OECD 
Guidelines on the Protection of Transborder Data Flows and the APEC Privacy Framework and 
have been adapted from specifically for the RBDES. These privacy safeguards will be discussed 
and assessed throughout Section 3.

As part of the endorsement of the RBDES, an Oversight Committee will be established to oversee 
the ongoing implementation and operation of the RBDES. The Oversight Committee will meet at 
least once a year, and will review the operation of the RBDES, review any reports from the RBDES 
Manager and System Administrator, and discuss any concerns, improvements, amendments to 
the RBDES, conduct audits of the RBDES. Significantly, the Oversight Committee is responsible for 
discussing and taking action in the event of any breach of the Framework. Actions that can be taken 
include publishing reports or communications relating to any breach and suspension or cancellation 
of participation in the event of a breach. The Oversight Committee will make decisions by consensus 
or agreement wherever possible. However, if this is not possible, decisions will be made by a majority 
of the Oversight Committee members present at a meeting.
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2. Information Exchange under the RBDES

2.1 What information will be exchanged?

The following types of information will be exchanged through the System:

• Biometric data (for example, fingerprints and facial images).

• A “Match”, “No Match” or “Error” message will be sent by the Responding Member.

• Upon a “Match” response, the name, date of birth, nationality and passport number of the 
matched individual may be sent by the Responding Member.

A “Match”, “No Match” or “Error” message will assist Requesting Members in determining whether 
to undertake further cooperation with the Responding Member.

If there is a positive match, additional information may be sent by the Responding Member 
depending on the specific Associated Arrangements in place between the Requesting Member and 
the Responding Member. This additional information will be exchanged outside of the System but 
will still be protected by the Framework’s privacy safeguards.

2.2 How will information be exchanged?

Information will be exchanged through a request and response procedure between Participating 
Members through the System. 
An official of the Requesting Member will make a request through the System by sending encrypted 
biometric data through the System to one or more Participating Members.

An official of each of the Responding Members will download the biometric data and co-ordinate the 
matching of the biometric data against the relevant biometric databases that have been identified in 
the Associated Arrangements. The Responding Member will send a response through the System of 
a “Match”, “No Match” or “Error” response. A Responding Member may also decide to not respond 
to the request, and no personal information will be exchanged if this occurs.

If the response is a “Match” response, the Responding Member may provide to the Requesting 
Member the name, date of birth, nationality and passport number of the matched individual. The 
Responding Member may also provide, outside of the System, additional information if it is specified 
in the Associated Arrangement between the Responding Member and the Requesting Member. 
This additional information must be necessary and directly relevant to the identification and identity 
verification purpose for which the request was sent.

2.3 Whose information will be exchanged?

Given the broad and diverse context of the Bali Process membership, there is no specific limitation 
on the individuals whose information can be exchanged. Potentially, the information of any individual 
can be exchanged.

The only limitation arises from the scope of the use of the RBDES. The RBDES can only be used for 
“identification and identity verification processes as it relates to irregular migration, people smuggling, 
human trafficking and related transnational crimes”. This means that the information exchanged 
will be the information of those individuals whose identity needs to be determined or verified by a 
Participating Member within the irregular migration, people smuggling, human trafficking, and related 
transnational crime context. 
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Participating Members may also decide in their Associated Arrangements to restrict the groups of 
individuals whose information can be exchanged, and the circumstances in which information will be 
exchanged. For example, Associated Arrangements may specify that only the information of known 
non-nationals of Participating Members will be exchanged.

2.4 Who can exchange information?

Information can only be exchanged between Bali Process members (which include member States 
and organizations) who have entered into Associated Arrangements with each other. The Associated 
Arrangements outline that the Participating Members intend to comply with the Terms of Use, which 
include human rights and privacy safeguards and technical security requirements.

Once a Bali Process member becomes a Participating Member, only users of the Participating 
Member are able to access the System to make requests and responses to exchange information.

In order to protect the confidentiality of the information of asylum seekers, refugees and victims of 
torture, certain requirements need to be met before there can be exchange of information with an 
individual’s country of nationality or origin. A Participating Member may only exchange information 
with an individual’s country of nationality or origin in circumstances where:

• There is express and specific written consent from the individual, 

• The Participating Member, after undertaking a victim-centered screening process after 
specifically asking the individual, is satisfied that the individual has not expressed any fear of 
persecution or torture, 

• There is a legal determination under a national asylum and complementary protection system 
that the individual is not a refugee or victim of torture, and where all legal avenues for review 
have been exhausted,

• There is a national asylum and complementary protection system, and the Participating 
Member is satisfied that the individual has not made a claim of fear of persecution or torture, or

• The United Nations High Commissioner for Refugees (UNHCR) has determined that the 
individual is not a refugee, and where all legal avenues for review have been exhausted.

2.5 Which databases will be used for biometric data matching?

The specific databases with which biometric data will be matched will be specified in Associated 
Arrangements. Under the Terms of Use, the databases that can be matched are databases that 
contain personal information that was obtained for national identification, law enforcement, people 
smuggling, migration, trafficking in persons or related transnational crime purposes, and which are 
compatible with the present purposes.

2.6 How will the information be used once the Requesting Member 
receives a response? 

The “match”, “no match” or “error” response, and any biographical information exchanged upon 
a “match” response, received by the Requesting Member will be used to assist the Requesting 
Member in determining whether to initiate further queries and assistance from a Responding Member 
who has returned a positive match. 
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If any additional information is exchanged under the Associated Arrangements, that information may 
be used to enhance the Requesting Member’s identification and identity verification processes in 
relation to the individual. 

Any information exchanged through the RBDES may only be used to assist Participating Members 
in making migration or border management decisions, in investigating any offences relating to 
irregular migration, people smuggling, trafficking in persons and related transnational crime and as 
evidence in any related judicial and quasi-judicial proceedings. For example, information may be 
used to verify an individual’s identity for visa and passport verification processes, asylum seeker and 
refugee determination processes, and the investigation and criminal prosecution processes relating 
to irregular migration, people smuggling and trafficking in persons.

2.7 What information will be retained in the System?  

Personal information, including any biometric and biographical data, will not be retained in the System 
once the transaction has completed. Transmission through the System will only take seconds to 
complete, depending on the speed of the data connections, the volume of transmissions and other 
technical features. Biometric data will be transmitted through the System, and will be destroyed from 
the System once a request or response to the other Participating Member has concluded.

The System will only retain system usage data, such as the date of the transaction, the transaction 
type, transaction origin and destination, unique reference numbers, responses, and any error 
messages generated by the System.

2.8 What information will be retained by Participating Members?

Retention of personal information by Participating Members is subject to safeguards under the 
Framework, which provide that Participating Members will only retain personal information for 
as long as it is necessary for the purposes for which it was shared. Personal information will be 
destroyed as soon as it is no longer necessary for these purposes, in accordance with the relevant 
Associated Arrangements and the laws and policies of the Participating Member. In practice, this 
will mean that Responding Members should destroy the personal information once the transmission 
has completed. Requesting Members should destroy personal information once the identification or 
identity verification process is completed. 

2.9 Will individuals be able to access and correct their personal 
information?

Under the Terms of Use, a general safeguard exists to allow individuals to access and correct their 
personal information through a request to the Participating Member that holds that information. 
However, the specific processes for access and corrections will be dependent on each Participating 
Member’s domestic laws and policies. Participating Members will need to notify each other of these 
procedures. These processes should also be notified to individuals in any notification procedures 
when obtaining informed consent.
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2.10 Can information be disclosed to a third party?

Any information shared through the Framework will not be disclosed to a third party (other than the 
individual concerned, the Requesting Member or the Responding Member), unless disclosure is 
required by law or there is consent from the Participating Member that provided that information and 
the individual concerned if it relates to their personal information. 
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3. Analysis and Assessment of Privacy Concerns

3.1 Different levels of privacy protection among Bali Process members

There are different levels of privacy protection among Bali Process members. Some members have 
highly developed privacy laws and policies that apply to the public sector, some members may have 
some privacy laws and policies, while others have little or no privacy laws or policies that apply to the 
public sector. For example, this may mean that under a Participating Member’s law or policy, there is 
no requirement to notify the individual of the collection of their biometric data, the intended use and 
disclosure of that data, and how long that data will be retained. There may also be no requirement 
for procedures for access and correction of biometric data. In such circumstances, an individual’s 
biometric data exchanged between Participating Members is subject to varying levels of privacy 
protection. The greatest impact on the privacy of individuals will occur where personal information is 
provided to or exchanged with Participating Members with little or no privacy protection.

Under the RBDES, the primary action to ensure a standard minimum level of privacy protection is 
to incorporate a set of privacy safeguards under the Framework. The privacy safeguards provided 
under the Terms of Use establish requirements in relation to purpose notification, informed consent, 
data retention, data security, and data integrity. These privacy safeguards are drawn from the privacy 
principles established under the OECD Guidelines and APEC Privacy Framework. As a condition 
of participation in the RBDES, all Participating Members will comply with these privacy safeguards.
 
While these privacy safeguards establish a substantial level of privacy protection, members can also 
incorporate additional privacy safeguards in their Associated Arrangements. This allows members 
that have higher privacy protection requirements under their laws and policies to align any commit-
ments under the RBDES with their own laws and policies.

While the Framework and the Associated Arrangements made between members may be non-bind-
ing, there is an expectation that each Participating Member will implement the Framework in good 
faith within the spirit of diplomacy and regional cooperation that underpins the Bali Process.

3.2 Inconsistency between privacy safeguards and international privacy 
standards

While the privacy safeguards incorporated in the Framework are drawn from the principles contained 
in the OECD Guidelines and the APEC Privacy Framework, the safeguards are not an exact repli-
cation of these principles. Individuals may be concerned that the Framework’s privacy safeguards 
are not consistent with international standards, including various exceptions to privacy protections 
based on “authority from the law”. 

The Framework’s safeguards have been specifically adapted to the particular circumstances of bio-
metric and biographical data exchange between members of the Bali Process. The Framework’s 
privacy safeguards balance between a respect for human rights and privacy and the legitimate 
sovereign interests of Participating Members in effectively managing borders and migration process-
es. The Framework also enables members to strengthen safeguards beyond minimum safeguards 
provided by the Terms of Use. 

The Framework’s privacy safeguards are substantially consistent with the principles outlined in the 
OECD Guidelines and the APEC Privacy Framework. The Framework’s provisions for the collection, 
use and disclosure of personal information without an individual’s consent or knowledge where there 
is authority from the law to do so is consistent with allowable exceptions in the OECD Guidelines and 
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the APEC Privacy Framework. Paragraph 4 of the OECD Guidelines state that:

“Exceptions to the Principles contained in Parts Two and Three of these Guidelines, including those 
relating to national sovereignty, national security and public policy (“ordre public”), should be:

a) as few as possible, and

b) made known to the public.”

Similarly, the APEC Privacy Framework provides that:

“Exceptions to these Principles contained in Part III of this Framework, including those relating to 
national sovereignty, national security, public safety and public policy should be:

a) limited and proportional to meeting the objectives to which the exceptions relate; and,

b)  (i)  made known to the public; or,
     (ii) in accordance with law.”

The “authority from the law” exceptions have legitimate national sovereignty and public policy 
purposes to ensure that there are effective border management and migration processes. The 
“authority from the law” exceptions will apply in few circumstances given the high value nature 
of the data exchange. The exceptions will be made known to the general public given that the 
exceptions only apply when there is authority from the law, and also given the open and consultative 
development of the RBDES through the Bali Process. 

3.3 Inconsistency between the Framework and domestic laws and policies 

While the RBDES has been developed to have maximum consistency with the practices of all Bali 
Process members, there is a possibility that the use of the System, as regulated by the Framework, 
is or will be inconsistent with a Participating Member’s laws or policies. Inconsistencies may result in 
Participating Members being required to follow their own laws or policies rather than, and in breach 
of, the Framework’s safeguards.

The Framework is intended to not undermine a Participating Member’s sovereignty and to be consistent 
with the Participating Member’s laws and policies as much as possible. In this way, the Framework 
makes it clear that any commitments under the Framework are subject to the domestic laws and 
policies of Participating Members. Further, many of the Framework’s safeguards have “authority to 
the law” exceptions. As a non-binding framework, Participating Members will also be compelled to 
follow their own laws and policies over any expectations arising from the Framework where there 
is an inconsistency. From a privacy perspective, following a Participating Member’s laws or policies 
rather than the Framework’s safeguards may result in negative privacy impacts for individuals. This 
may also expose Participating Members to breaching their commitments under the Framework.

In order to reduce these risks, Participating Members should clearly assess whether there may 
be inconsistencies between their domestic laws and policies and the Framework, and whether 
inconsistency means that they cannot participate in the RBDES, make requests or responses in 
certain circumstances, or continue to generally participate in the RBDES. Participating Members 
should also assess this against any other partnering members that they want to enter into Associated 
Arrangements with to ensure that any exchanges under that relationship does not breach the 
Framework. Participating Members may also wish to require, under Associated Arrangements, that 
they inform each other of any changes in domestic laws and policies that affect continued participation 
in the RBDES.
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3.4 Personal information collected, used and disclosed without proper 
legal authority

Individuals may be concerned that their personal information will be collected, used and disclosed 
by Participating Members without proper legal authority. This increases the risk of abuses of power 
and incursions into privacy where there is no clear legal authority to do so, and where there are no 
defined limits on government power.

Under the Framework, Participating Members are expected to collect personal information by lawful 
and fair means.  “Lawful and fair means” means that Participating Members must have lawful authority 
to collect personal information and that collection must be fair and not made under coercion or false 
pretenses. This safeguard reflects the Collection Limitation and Purpose Specification Principles of 
the OECD Guidelines and the Notice and Collection Limitation Principles of the APEC Framework.

Participating Members are also expected to use and disclose information in a way that was either 
consented to by the individual or otherwise authorized by the law. This safeguard aims to provide 
Participating Members to act on authority that is based on either an individual’s consent or the law, 
and provides limits on the powers of the Participating Member in relation to the personal information 
collected.

3.5 Personal information will be obtained from sources other than the 
individual

Individuals may be concerned that government agencies will obtain information about them from 
sources other than the individuals themselves. This raises the concern that the individual loses control 
of their personal information and has no knowledge of the information being collected about them. 
Under the Framework, safeguards are provided to minimize this concern, including:

• Individuals will be notified of the purposes for which their personal information has been or will 
be collected under the RBDES.

• Unless otherwise authorized by law, the informed consent of the individual will be obtained 
prior to the collection, use and disclosure of their personal information. 

• The use and disclosure of personal information will be compatible with the purpose notified to 
the individual at the time of collection, unless there is subsequent consent from the individual 
or authorization by law to use or disclose the personal information for another purpose. 

The total effect of these safeguards is that either individuals will have provided consent at the time 
of the original collection or at the time of the present collection, or that there is legal authority to do 
collect, use and disclose without needing to notify the individual or obtaining their consent. Where 
there is authority from the law, legal authority would have been obtained for a legitimate legal and 
policy reason, for example to meet the public interest in effectively managing borders and migration 
processes and enforcing migration laws.

3.6 Notification and consent

Individuals may be concerned that their personal information may be collected, used and disclosed 
without their knowledge or informed consent. This risk to an individual’s privacy may be increased in 
circumstances where there is clandestine biometric collection, for example if a Participating Member 
uses CCTV footage to capture facial images. 
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Under the Framework, safeguards exist to ensure that Participating Members notify individuals of 
the purpose of the collection of personal information and obtain their informed consent prior to the 
collection, use and disclosure of their personal information. Where there is an authority from the 
law to not require informed consent, Participating Members are expected to notify the individual 
concerned.

When implementing these safeguards, Participating Members should consider the most effective 
methods of notifying individuals and obtaining informed consent. The RBDES Manager should 
provide guidelines on implementing this safeguard. Assistance can be in the form of template privacy 
notices and consent forms, and training to National Accountability Officers and users of the System.

3.7 Purpose and “function creep”

Individuals may be concerned that while they are notified of the purpose of the collection, use and 
disclosure of their data, Participating Members, once they have that data, may decide in the future 
to use their data for other purposes. This may occur through legitimate changes to laws that require 
a different use of the information, or through misuse of the information. In either case, the use of the 
information for another purpose in effect negates any utility in the individual providing consent in the 
first place and removes their ability to own and control the use of their personal information. This is 
called “function creep”.

The RBDES contains several features that minimize the risk of function creep. Since the System is 
a simple channel of communication, no personal information will be stored after the transmission 
is complete. This means that there is no centralized database that can be later used for another 
purpose, and this eliminates the risk of function creep in relation to the System. Similarly, the 
Framework provides that personal information should be destroyed by Participating Members when 
it is no longer required for the specific purpose for which it was shared. 

The risk of function creep can also be reduced if all the potential uses of the personal information is 
determined prior to collection of personal information and adequately notified to the individual. This 
allows individuals to provide their consent in a fully informed manner. Participating Members are 
encouraged to assess in the early stages of Participation on the potential future uses of information 
shared through the RBDES. Once assessed, Participating Members can then incorporate the 
potential for these future uses into the notification to the individuals. In this way, the individual is 
notified of the future uses and is able to give consent.

3.8 Consent by incapacitated or vulnerable individuals

Individuals may be concerned that incapacitated or vulnerable individuals may not be able to provide 
fully informed consent due to their special vulnerabilities. The groups of vulnerable individuals 
identified under the Framework are asylum seekers, refugees, stateless persons, victims of torture or 
cruel, inhumane or degrading treatment, victims of human trafficking, children, women, and migrant 
workers. These groups have been identified as vulnerable because they are in positions where they 
are disadvantaged physically, emotionally, psychologically, politically, socially and economically. This 
might mean that vulnerable persons may be in positions where they might not fully understand the 
consequences of providing their consent.

Under the Framework, a general safeguard exists for Participating Members to take these individuals’ 
vulnerable positions into account and to ensure the necessary and appropriate protection of that 
individual when sharing information about that individual. Apart from one specific safeguard for 
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REGIONAL SUPPORT OFFICE THE BALI PROCESS 103

asylum seekers, refugees and victims of torture, no other specific measures are outlined in the 
Framework. It is up to individual Participating Members to consider the particular vulnerability of the 
individual and act accordingly in the circumstances of each case. 

From a privacy perspective, measures might include ensuring that vulnerable individuals are taken to 
safe and secure places, the potential consequences of providing consent are more clearly explained, 
and that any privacy notices or notification are provided in their own language and in a way that is 
easy to understand. 

3.9 Confidentiality of information of asylum seekers, refugees, and 
victims of torture

One of the most substantial privacy concerns is the disclosure of personal information about asylum 
seekers, refugees and victims of torture, cruel, inhumane or degrading treatment to the country of 
origin. The disclosure of personal information to a country of origin may have serious consequences 
for the individual. Sharing personal information with the country of origin, including the fact that the 
individual has applied for asylum, may itself aggravate the individual’s position with the country of 
origin. This may form a basis of persecution. Another possible adverse consequence is that the 
sharing of personal information may endanger relatives or associates of the asylum seeker remaining 
in the country of origin and may lead to a risk for retaliatory or punitive measures by the national 
authorities against them.

This risk of harm is increased in practice because of difficulties with being able to identify the 
individuals who may fear persecution or torture. Individuals themselves may not be able to express 
their fears, or know that these fears may trigger safeguards for their protection. Frontline immigration 
and border officers may also not know about these risks, and may not adequately enquire about any 
fears of persecution or torture.

In order to mitigate these risks, a key safeguard under the Framework is the requirement that 
a Participating Member will not share information about any individuals with the country of nationality 
or origin, unless certain requirements are met.  A Participating Member may only exchange information 
with an individual’s country of nationality or origin in circumstances where:

• There is express and specific written consent from the individual or a representative of the 
individual, 

• The Participating Member, after undertaking a victim-centered screening process, is satisfied 
that the individual has not expressed any fear of persecution or torture,

• There is a national asylum and complementary protection system, and the Participating 
Member is satisfied that the individual has not made a claim of fear of persecution or torture, 

• There is a legal determination under a national asylum and complementary protection system 
that the individual is not a refugee or victim of torture, and where all legal avenues for review 
have been exhausted, or

• The UNHCR has made a final determination that the individual is not a refugee, and all avenues 
for review have been exhausted.

The key design element of the System to implement this safeguard is the incorporation of questions 
prior to the transmission of information to another Participating Members to ensure that no information 
is sent to a country of origin. Prior to uploading any biometric data to the System, users will be asked 
about the individual’s country of origin or nationality, and whether the user wishes to exchange 
biometric data with that country (if there is an Associated Arrangement in place). If so, the user will 
need to confirm that at least one of the above 5 requirements are met in order for the System to allow 
the exchange of data with the country of origin. Otherwise, the System will prohibit any transmission 
of that individual’s personal information to that country of origin.
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The effectiveness of these safeguards is dependent on National Accountability Officers and users 
being adequately trained on this safeguard, and on Participating Members having adequate screening 
procedures in place to recognize that a person is an asylum seeker, refugee, a victim of torture, cruel, 
inhumane or degrading treatment, or otherwise raised such claims, and the country of origin. The 
RBDES Manager should ensure that the National Accountability Officers and users are adequately 
trained.

3.10 Individual is unable or refuses to give biometric data

For many members, biometric data is an important piece of information used to make informed 
border management and migration decisions. However, individuals may be concerned that they may 
have no choice but to provide their biometric data and other personal information in order to enter a 
member’s territory. An individual may be unable to provide the required biometric data because they 
do not have that biometric data, for example because of loss of limbs. An individual may also wish 
to refuse to give biometric data for personal, religious or other reasons. When an individual is at the 
border of a member’s territory, they may have no real alternative but to provide their biometric data 
against their wishes.

Under the Framework, Participating Members are expected to provide alternatives to using biometric 
data. This is advisable not only in circumstances where a person is unable or unwilling to provide 
that biometric data, but also where the biometric capturing system is malfunctioning or not working. 
Often there is legal authority and a legitimate policy reason to require biometric data in order to 
make border management and migration decisions. Individuals will be faced with a choice between 
providing their biometric data against their personal wishes or have an unfavourable decision made 
against them. In order to reduce the chances of individuals being placed in this position, individuals 
should be adequately notified in advance of them making the decision to travel to the Participating 
Member. One effective action are pre-warnings or pre-notifications of the requirement to provide 
biometric data on Participating Member government  websites, embassies or in general notices 
so that individuals can be notified of this in advance of planning and taking any journeys to the 
member’s territory.

3.11 Use of personal information that is discriminatory against an individual

Personal information exchanged through the RBDES, including any additional information 
exchanged under Associated Arrangements, may potentially be used to unfairly discriminate 
against certain migrant groups without a legitimate basis. Unfair discrimination may arise on the 
basis of an individual’s characteristics such as sex, gender identity, age, race, ethnic origin, political 
opinion, religious or philosophical beliefs, membership of an association or trade union, health and 
sexuality. Any actions taken by Participating Members as a result of information exchanged through 
the Framework should be based on legitimate migration reasons and not these characteristics alone. 
In some cases, because of legitimate migration trends, alerts and warrants, characteristics protected 
from discrimination may legitimately form part of the reason why an individual may be investigated or 
why adverse action is taken. The legitimacy of any actions is based on this link with migration, and 
not the characteristic itself. 

Under the Framework, Participating Members are expected to not use information exchanged 
through the RBDES to take action against an individual on a discriminatory basis without a legitimate 
reason. Actions taken against an individual that are based only on the characteristics listed above 
are unlikely to be legitimate for the purposes of this Framework and may result in a breach of the 
Framework.
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3.12 Unnecessary retention of information/data mining

Individuals may be concerned that their personal information will be retained indefinitely and stored 
or mined. This increases the risk of unauthorized disclosure of their personal information in the event 
of a misuse or breach. This may be unacceptable to individuals when there is no longer any need to 
store their personal information once their identity has been verified.

Under the Framework, the following safeguards can minimize these risks:

• No biometric data or personal information will be stored in the System after a transmission has 
completed.

• Personal information shared through the System will only be retained by Participating Members 
for as long as it is necessary to verify the identity of an individual. This would mean that 
Responding Members will destroy personal information once they have made a response to 
the Requesting Member.

• Participating Members should destroy the personal information once it is no longer necessary 
for identity verification, in accordance with the relevant Associated Arrangements and domestic 
law and policy.

The reference to “domestic law and policy” is an acknowledgement that Participating Members 
may have laws and policies that require that official information be held for a specified period of time 
for administrative, archival or other reasons. Ultimately, it will depend on Participating Members to 
specify, according to their laws and policies, how long data will be retained.

3.13 Disclosure to third parties

While personal information is primarily intended to be exchanged between Participating Members, 
there exists the possibility that personal information may be requested to be disclosed or required 
to be disclosed to third parties. Third parties may include other States and Participating Members, 
journalists, judicial bodies, and other bodies of inquiry. For example, journalists may request 
information about a data exchange under the RBDES for a news story, or a court could require the 
data exchanged when reviewing a migration decision about the individual.

Under the Framework, all information will be destroyed once it is no longer necessary for the purpose 
for which it was exchanged. This reduces the availability of personal information that can be disclosed 
to third parties. Any information retained will not be disclosed to a third party unless it is compelled 
by law (for example by a court order or by right to information law) or there is consent from the 
Participating Member that originally provided that information. In the case of disclosure of personal 
information, notification and consent by the individual will be required unless there is a law of the 
Participating Member that compels disclosure to a third party regardless of whether or not there is 
notification or consent.

The primary action to minimize the risk of unauthorized disclosure to third parties will be to give clear 
and early notification to individuals and partnering Participating Members about possible disclosures 
to third parties. Participating Members should assess in advance of participation in the RBDES about 
possible disclosures to third parties so that any notification to individuals covers this possibility. 
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3.14 Unauthorized use or disclosure of personal information

Individuals may be concerned that their personal information may be misused and there might be 
unauthorized use and disclosure. Misuse or unauthorized use or disclosure may take various forms:

• Actions that are outside the scope of the use of the RBDES

• Actions that breach the minimum safeguards provided under the Framework, for example 
disclosing personal information exchanged through the System to a third country without 
authority from the law, consent from the individual, or consultation with the Participating 
Member that originally exchanged that information

• Unauthorized use and disclosure caused by security breaches, hacking or other data 
compromise.

All of these are breaches under the Framework, and there are various enforcement mechanisms in 
place to assist in reducing the risks of these breaches.

• Users of the System will be required to declare that their actions are consistent with the Terms 
of Use prior to any exchange of information that they agree to not breach the Framework.

• National Accountability Officers are responsible for the operation of Participating Member’s 
systems and processes in a way that is consistent with the Framework.

• Participating Members are expected to take appropriate actions in the event of a breach.

• The Oversight Committee may publish reports on the use of the RBDES.

• The Oversight Committee may direct the RBDES Manager to temporarily suspend or cancel 
participation in the event of a breach.

3.15 Access and correction of incorrect or inaccurate information

Incorrect or inaccurate information about an individual may lead to erroneous decisions being made 
by Participating Members. This not only affects a Participating Member’s own decisions, but may 
also affect other Participating Members if that incorrect information is exchanged and replicated. This 
may lead to serious adverse consequences for an individual.

Under the Framework, the following privacy safeguards apply:

• Information shared about individuals will be complete, accurate and up-to-date. 

• Individuals should be given the opportunity to access and correct their personal information 
through a request to the Participating Member that holds their information.

• Participating Members are expected to inform relevant parties about any inaccurate information 
shared through the Framework and seek to correct that information.

Under the Framework, the procedures for individuals to access and correct their personal information 
are not specified. However, Participating Members are required to identify these procedures in their 
Associated Arrangements.

Therefore, Participating Members, prior to participating in the RBDES, will need to ensure that 
the personal information contained in databases is complete, accurate and up-to-date. If none 
currently exist, Participating Members should establish procedures for individuals to access and 
correct their personal information. Participating Members should then establish procedures to inform 
relevant parties, including partnering Participating Members and the individual concerned, about 
any inaccurate information exchanged and how to correct that information.
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3.16 Opportunities to comment on adverse decisions 

The decisions that result from the identification and verification process can have significant positive 
or negative outcomes for the individual. Positive outcomes can include faster approval of travel 
and visa applications, recognition of refugee status or other vulnerable person status, and issuance 
of replacement travel documents. Negative outcomes may include denial of entry into a country, 
removal from a country, or denial of refugee or other protections. In these circumstances, these 
decisions can adversely affect an individual. Under the principle of due process or procedural fairness, 
Participating Members should provide the affected individual with an opportunity to comment on the 
information that formed the basis for making adverse decisions against them. Providing individuals 
with an opportunity to know the information used against them gives individuals an opportunity to 
correct any inaccurate information or explain the circumstances for that particular information. Any 
correction or explanation may ultimately assist with the identification, verification, investigation and 
decision-making processes.

Under the Framework, Participating Members are expected to notify the individual of the information 
used against them to make an adverse decision, and provide the individual with an opportunity to 
comment. Given the diversity of the membership, the Framework does not specify how this is to 
occur, and therefore it is up to the Participating Member to have in place such processes for due 
process or procedural fairness.

3.17 Potential disputes arising from alleged breaches of privacy

Disagreements and disputes may arise between individuals and Participating Members, and between 
Participating Members, particularly in relation to privacy. Inadequate dispute resolution mechanisms 
may result in lack of redress for individuals and Participating Members.

Under the Framework, Participating Members have the primary responsibility for resolving disputes. 
It is for Participating Members to determine what dispute resolution mechanisms are available to 
individuals. The Framework provides that there should be procedures for access and correction 
of personal information and that individuals should have opportunities to comment on the adverse 
information that forms the basis of decisions made against them.

If there is a dispute between Participating Members, the Framework provides that all disputes will be 
settled amicably through consultation or negotiation between the Participating Members concerned 
through diplomatic channels and without reference to any third party or international tribunal. The 
Bali Process may be an appropriate diplomatic channel for the discussion of any disputes under the 
RBDES.

3.18 Hacking, system failures, security breaches and data compromise

While the System and Participating Member’s domestic systems are expected to be securely 
maintained, there is always the possibility of hacking, security breaches and data compromise. This 
can lead to unintended or unauthorized disclosure of personal information.

In relation to Participating Member’s domestic systems, Participating Members are expected 
to protect information, including personal information used through the Framework. Secure 
domestic systems should protect the information from loss or unauthorized access, destruction, 
use, modification or disclosure. Domestic systems should also have a minimum number of users and 
be able to log user access to limit the risk of breaches arising from imposters and other unauthorized 
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use of legitimate user accounts. These requirements reflect the Security Safeguards Principle under 
the OECD Guidelines and the APEC Framework.

In relation to the System, the System will not retain any data after the transmission has been 
completed. Data will be heavily encrypted while it is transmitted, and the transmission period will be 
minimized as much as possible. This substantially reduces the risk of any data compromise in the 
event of any hacking or breach of the System.

Beyond this safeguard, security measures have been in the design of the System, Service 
Arrangements and through Security Risk Assessments. A more technical discussion of these security 
measures, which include user access control, firewall whitelisting and audit logging, is outlined in the 
RBDES’s Security Risk Assessment.

3.19 Enforceability of procedures and safeguards

Individuals may be concerned that since the Framework is a non-binding framework, Participating 
Members will not be legally obligated to comply with the provisions under the Framework, and that 
any breaches of the provisions of the Framework will not be effectively addressed.

While the Framework is not legally binding, it is the expectation that Participating Members will comply 
with the provisions in the Framework in good faith within the spirit of diplomacy, burden sharing and 
regional cooperation that forms the foundation of the Bali Process. Participating Members also have 
the option, if they wish, to enter into legally binding arrangements that would make the provisions 
under the Framework legally binding.

Further, several enforcement mechanisms have been established under the Framework. An Oversight 
Committee will be established that has powers to receive notification of breaches, discuss and 
review any alleged breaches, make communications to Participating Members about any breaches, 
decide to temporarily suspend or cancel participation, conduct audits of the RBDES, and publish 
reports on the RBDES. In this way, adverse effects to international reputation and public relations and 
suspension or cancellation of participation are the main forms of redressing any breaches.

Participating Members are also expected to take appropriate action in the event of any misuse of the 
System or breach of the Framework. Appropriate action can include any remedial action under the 
civil or criminal law or both of the domestic law. However, this list is not exhaustive and appropriate 
action can also include administrative and organizational sanctions against the individual who has 
committed the misuse or the breach. The appropriateness of the action is ultimately determined 
by the Participating Member. However, the actions taken by the Participating Member may be 
taken into account by the Oversight Committee when determining whether participation should be 
suspended or cancelled. It may also be taken into account by other Participating Members when 
considering whether or not to share information.

3.20 Reporting and auditing of the RBDES

Individuals may be concerned that the RBDES will be used in the future without any oversight, and 
future breaches occur without being recognized or acted upon.

Under the Framework, many bodies will have a role in the future oversight of the RBDES. Participating 
Members will maintain written records of the requests, responses and decisions not to respond under 
the RBDES. The System’s Administrator will provide regular reports of the System’s usage data. 
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Such records and reports can provide an understanding of whether there are any recurring technical 
errors during transmission and whether exchange volumes are consistent with expectations. 

The Oversight Committee will conduct audits of the RBDES, regularly publish reports on the use 
of the RBDES, receive notifications of any alleged breaches, discuss any alleged breaches, and 
decide to temporarily suspend or cancel participating in the event of a breach of the Framework. 
The RBDES Manager will play an important role in the implementation and continuing development 
of the RBDES, including reporting to the Oversight Committee on the use of the RBDES, acting 
as non-voting members of the Oversight Committee, assisting Participating Members and training 
National Accountability Officers and users about implementing the privacy safeguards provided in 
the Framework. 
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4. Conclusion

This Privacy Impact Assessment has addressed a wide range of privacy concerns that specifically 
arise from the exchange of biometric and biographical under the RBDES, and discussed actions to 
address those concerns. The privacy concerns and mitigation actions available through the RBDES 
are summarized in Appendix A of this PIA. In all cases, these privacy concerns may be reduced, 
minimized or eliminated by features of the System or provisions and safeguards established under 
the Framework. Personal information will be encrypted and will not be retained in the System once 
a transaction is complete. All Participating Members will undertake to comply with minimum human 
rights and privacy safeguards that are consistent with the OECD Guidelines and APEC Privacy 
Framework. Participating Members may also establish additional safeguards in their Associated 
Arrangements. In this way, a strong level of privacy protection has been designed into the RBDES.

There are also some general actions that can be taken to strengthen the level of privacy protection 
once the RBDES has been endorsed. 

The most significant actions are to be taken by Participating Members. While there is a strong 
level of privacy protection at a multilateral level, much of that protection depends upon appropriate 
implementation by Participating Members within their own specific domestic legal and policy contexts. 
Different privacy laws and policies, different biometric capabilities and databases, and different 
circumstances in which biometric data will be collected, used and disclosed means that there are 
many variables that will impact on an individual’s privacy. Participating Members will need to conduct 
their own privacy impact assessments to ensure that impacts on an individual’s privacy is effectively 
considered and appropriate measures are taken to reduce those impacts before participation in the 
RBDES. This will build on the privacy assessment begun in this PIA, and is an expectation reflected 
in the Framework. The RBDES Manager should assist interested Bali Process members conduct 
privacy impact assessments and taking the appropriate mitigation measures.

Once privacy impact assessments have been conducted and appropriate measures are taken, 
responsibility falls on the users and National Accountability Officers of the RBDES. Systems and 
processes may be established, but it will always be up to the individual users and officials who are 
using the RBDES to comply with any procedures established. Training users and officials about the 
RBDES and the Framework is essential to ensure that safeguards and measures are implemented 
appropriately. The RBDES Manager should explore how it can assist members with training users 
and other officials about the appropriate use of the RBDES.

Once the RBDES is operational, it is paramount that all the relevant parties and stakeholders should 
be engaged reviewing and refining the RBDES to ensure that the RBDES is used, and continues to 
be used, in a way that respects the individual’s privacy. The key players will be Participating Members, 
the RBDES Manager, the System Administrator, and the Oversight Committee. Significantly, the 
Oversight Committee will need to continue to assess the continued operation of the RBDES and any 
breaches, and consider any amendments to the RBDES to improve the protection of the individual’s 
privacy. This will ensure that the continued effective protection of the individual’s privacy under the 
RBDES. 
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Appendix A Privacy Concerns and Mitigation Measures

Privacy Concerns and Mitigations Measures

Privacy concern Mitigation measures

1. Different privacy laws and policies among 
Bali Process members results in personal 
information attracting different levels of privacy 
protection. Significantly, personal information 
may be exchanged between two members with 
little or no privacy protection.

Standard privacy safeguards are provided under 
the Terms of Use that establish requirements 
in relation to purpose notification, informed 
consent, data retention, data security, and data 
integrity. These privacy safeguards are drawn 
from the privacy principles established under the 
OECD Guidelines and APEC Privacy Framework. 
As a condition of participation in the RBDES, all 
Participating Members will comply with these 
privacy safeguards.

2. There is inconsistency between the Framework’s 
privacy safeguards and international privacy 
standards. In particular, the Framework’s 
privacy safeguards contain various exceptions 
to privacy protections where there is authority 
from the law of the Participating Member.

The Framework’s privacy safeguards are 
consistent with the OECD Guidelines and APEC 
Privacy Framework and have been adapted 
to the specific circumstances of biometric and 
biographical data exchange through the RBDES 
to address irregular migration, people smuggling 
and trafficking in persons purposes. The 
“authority from the law” exception is consistent 
with the OECD Guidelines and APEC Privacy 
Framework which allows for the exceptions 
where those exceptions are as few as possible 
and made known to the public.

3. Inconsistency between the Framework and 
domestic laws and policies will result in 
Participating Members following their own 
domestic laws and policies rather than the 
Framework’s privacy safeguards.

Participating Members should assess whether 
there are any inconsistencies between the 
Framework and their domestic laws and policies. 
They should also assess the domestic laws and 
policies of their partnering Participating Members 
to determine whether they can continue to 
participate and exchange information through the 
RBDES. Members should also consider making 
Associated Arrangements that require that they 
are informed of any changes in domestic laws 
and policies that affect continued participation in 
the RBDES.

4. Personal information is collected, used and 
disclosed without proper legal authority. This 
increases the risk of abuses of power and 
incursions into privacy where there is no clear 
legal authority to do so, and where there are no 
defined limits on government power.

Under the Framework’s privacy safeguards, 
Participating Members are expected to collect 
personal information by lawful and fair means.  
This safeguard reflects the Collection Limitation 
and Purpose Specification Principles of the 
OECD Guidelines and the Notice and Collection 
Limitation Principles of the APEC Framework.

5. Government agencies will obtain information 
about individuals from sources other than the 
individuals themselves. This raises the concern 
that the individual loses control of their personal 
information and has no knowledge of the 
information being collected about them.

The Framework’s privacy safeguards work 
together to ensure that either individuals will have 
consented to the collection, use and disclosure 
of their personal information, or that there is legal 
authority to do collect, use and disclose without 
needing to notify the individual or obtaining their 
consent.
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6. Personal information may be collected, used 
and disclosed without an individual’s knowledge 
or informed consent. This risk may be 
increased in circumstances where there is 
clandestine biometric collection, for example if 
a Participating Member uses CCTV footage to 
capture facial images.

The Framework’s privacy safeguards require that 
Participating Members notify individuals of the 
purpose of the collection of personal information 
and obtain their informed consent prior to the 
collection, use and disclosure of their personal 
information. Where there is authority from the 
law that does not require informed consent, 
the Participating member will notify the individual 
concerned of this. The RBDES Manager should 
explore with Participating Members how it can 
assist Participating Members with implementing 
this safeguard. Assistance can be in the form of 
template privacy notices and consent forms, and 
providing training to users of the System.

7. Function creep might occur where individuals 
are notified of the purpose of the collection, use 
and disclosure of their personal information, 
but Participating Members, once they have 
that data, may decide in the future to use that 
information for other purposes. The use of 
the information for another purpose in effect 
negates any utility in the individual providing 
consent in the first place and removes the 
individual’s ability to own and control the use of 
their personal information.

The System will not retain any personal information 
after the transmission is complete. This means 
that there is no centralized database that can 
be later used for another purpose, and this 
eliminates the risk of function creep in relation to 
the System.

Personal information should be destroyed by 
Participating Members once it is no longer 
required for the purpose for which it was 
exchanged. This would mean that Responding 
Members will destroy personal information once 
they have made a response to the Requesting 
Member. Participating Members should destroy 
the personal information once it is no longer 
necessary for identity verification, in accordance 
with the relevant Associated Arrangements and 
domestic law and policy. This reduces the risk of 
personal information being stored for later use.

Participating Members are encouraged to assess 
in the early stages of participation the potential 
future uses of information exchanged through the 
RBDES. Once assessed, Participating Members 
can then incorporate the potential for these future 
uses into the notification to the individuals. In this 
way, the individual is notified of the future uses 
and is able to give informed consent.

8. Individuals may be concerned that incapacitated 
or vulnerable individuals may not be able to 
provide fully informed consent due to their 
special vulnerabilities.

Under the Framework, Participating Members 
are required to take these individuals’ vulnerable 
positions into account and to ensure the 
necessary and appropriate protection of 
that individual is provided when exchanging 
information about that individual. Measures might 
include ensuring that vulnerable individuals are 
taken to safe and secure places, the potential 
consequences of providing consent are more 
clearly explained, and that any privacy notices 
or notification are provided in their own language 
and in a way that is easy to understand.
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9. Personal information about asylum seekers, 
refugees and victims of torture, cruel, inhumane 
or degrading treatment may be disclosed to the 
country of origin, which may aggravate the harm 
towards the individual as well as endangering 
any relatives or associates in the country of 
origin.

Under the Framework, a key safeguard is the 
requirement that a Participating Member will 
not share information about any individuals with 
the country of national or origin unless certain 
circumstances exist. Users of the System will 
answer questions about confirming whether 
these circumstances exist prior to uploading 
any biometric data to ensure that information will 
be sent to a country of origin only in permitted 
situations. The RBDES Manager should assist 
with training users.

10. Individuals may have no choice but to provide 
their biometric data and other personal 
information in order to enter a member’s 
territory, even if this is against their wishes.

Individuals should be adequately notified about 
any requirements for biometric collection in 
advance of them deciding to travel to the 
Participating Member. One effective action is 
to publish pre-warnings or pre-notifications of 
the requirement to provide biometric data on 
Participating Member websites, in embassies 
or in general notices so that individuals can 
be notified of this in advance of planning and 
taking any journeys to the member’s territory.

11. Personal information exchanged through the 
System may be used to unfairly discriminate 
against certain migrant groups without a 
legitimate basis.

Under the Framework, Participating Members 
are expected to not use information exchanged 
through the RBDES to take action against an 
individual on a discriminatory basis without 
a legitimate reason. Actions taken against 
an individual that are based only on the 
characteristics listed above may result in a 
breach of the Framework.

12. Individuals may be concerned that their 
personal information will be retained indefinitely 
and stored or mined. This increases the risk of 
unauthorized use or disclosure of their personal 
information in the event of a misuse or breach.

No personal information, including biometric data, 
will be retained in the System after a transmission 
has completed. Personal information shared 
through the RBDES will only be retained for as 
long as it is necessary to verify the identity of an 
individual. This would mean that Responding 
Members will destroy personal information once 
they have made a response to the Requesting 
Member. Participating Members should destroy 
the personal information once it is no longer 
necessary for identity verification, in accordance 
with the relevant Associated Arrangements and 
domestic law and policy.

P
R

IV
A

C
Y

 IM
P

A
C

T
 A

S
S

E
S

S
M

E
N

T 
 

R
E

G
IO

N
A

L 
B

IO
M

E
T

R
IC

 D
A

TA
 E

X
C

H
A

N
G

E
 S

O
LU

T
IO

N



Policy Framework for the Regional Biometric Data Exchange Solution114

13. Personal information may be requested or 
required to be disclosed to third parties. Personal 
information is unnecessarily disclosed beyond 
what was originally and primarily intended and 
notified to individuals.

All information will be destroyed once it is no 
longer necessary for the purpose for which it was 
exchanged. Any personal information retained 
will not be disclosed to a third party unless it is 
compelled by law or there is consent from the 
Participating Member that originally provided that 
information and by the individual. Participating 
Members can give clear and early notification 
to individuals and partnering Participating 
Members about possible disclosures to third 
parties. Participating Members should assess 
in advance of participation in the RBDES about 
possible disclosures to third parties so that any 
notification to individuals covers this possibility.

14. Incorrect or inaccurate information is exchanged 
and replicated between the databases of 
Participating Members.

Under the Framework’s safeguards, information 
shared about individuals will be complete, 
accurate and up-to-date. Individuals should be 
given the opportunity to access and correct their 
personal information, and Participating Members 
will inform relevant parties about any inaccurate 
information shared through the Framework and 
seek to correct that information.

15. Individuals may not have an opportunity to 
comment on adverse decisions made about 
them based on information exchanged through 
the RBDES.

Participating Members are expected to notify the 
individual of the information used against them 
to make an adverse decision, and provide the 
individual with an opportunity to comment.

16. Hacking, security breaches and data 
compromise can lead to unintended or 
unauthorized disclosure of personal information.

Biometric and biographical data will be heavily 
encrypted while it is transmitted, and the 
transmission period will be minimized as much 
as possible. The System will not retain any data 
after the transmission has been completed. 

Participating Members are expected to maintain 
secure systems that protect information, 
including personal information used through the 
RBDES. The secure system should protect the 
information from loss or unauthorized access, 
destruction, use, modification or disclosure. The 
System should also have a minimum number of 
users.

17. Personal information may be misused and there 
might be unauthorized use and disclosure.

Various enforcement actions will act to prevent 
misuse of the RBDES. Users will be asked 
prior to any exchange of information that they 
agree to not breach the Framework. National 
Accountability Officers are responsible for the 
operation of Participating Member’s systems and 
processes in a way that is consistent with the 
Framework. Participating Members are expected 
to take appropriate actions in the event of a 
breach. The Oversight Committee may publish 
reports on the use of the RBDES. The Oversight 
Committee may temporarily suspend or cancel 
participation in the event of a breach.
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18. Inadequate dispute resolution mechanisms 
may result in lack of redress for individuals and 
Participating Members.

Under the Framework, Participating Members are 
primarily responsible for resolving disputes. The 
Framework provides that there should be access 
and correction procedures and due process 
procedures that may assist in resolving disputes 
with individuals. The Framework provides that 
all disputes between Participating Members 
will be settled amicably through consultation or 
negotiation through diplomatic channels. The 
Bali Process and the Oversight Committee may 
be appropriate diplomatic channels for such 
discussions.

19. Since the Framework is a non-binding 
framework, Participating Members will not be 
legally obligated to comply with the provisions 
under the Framework, and that any breaches 
of the provisions of the Framework will not be 
effectively addressed.

It is expected that Participating Members will 
comply with the provisions in the Framework in 
good faith within the spirit of diplomacy, burden 
sharing and regional cooperation that forms 
the foundation of the Bali Process. Several 
enforcement mechanisms have been established 
to facilitate compliance. The Oversight 
Committee can review any alleged breaches 
and publicly publish reports or communications 
about breaches, and can decide to suspend or 
cancel a Participating Member’s participation.  
Participating Members are also expected to take 
appropriate action in the event of any misuse of 
the System or breach of the Framework.

20. Individuals may be concerned that the RBDES 
will be used in the future without any oversight, 
and future breaches occur without being 
recognized or acted upon.

Under the Framework, many entities will 
have a role in the future oversight of the 
RBDES. Participating Members and a System 
Administrator will keep records of usage of the 
RBDES. The Oversight Committee will be able to 
conduct audits and publish reports relating to the 
use of the RBDES.
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Contact 

Regional Support Office - The Bali Process
27th Floor Rajanakarn Building 

3 South Sathorn Road, Sathorn Bangkok 10120, THAILAND
Tel. +66 2 343 9477  Fax. +66 2 676 7337

info@rso.baliprocess.net

http://www.baliprocess.net


